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#(1. % ]

This section documents significant cWdngeserf mamuprdesvi ©
new features or majtes éoeurhdrstt edp her e. Mi nor updates
documented here.

&EOI xAOA 6A@YET 1T p8m38
-AET O %l EAT AAI AT 0O
T [ Announcement ]

0 Added AnnouncemembbuhelRtmemne . [

T [ Backup/ Restore]
o Added NAS as a backBackeptRest boeati on. [

T [ Conf erfenc
0 Added conferencefCecmmaatqJtGgowpps.
o0 Added conference cal [Contf®&triesitciec Jadnhnd Stapgporstts .cs

T [ CRM]
o Added support for[ZBbbRGRM v2 API

T [ GDMS]
0 Added SGDSM P accouBDMSYS8ETTHIQNGS

T [HTTPS API ]
o Add a new HHTPBSARPI] ( New)

T [ Mai ntenance]

o Added the ability to download files on external st
pag&SBf SD Card Fliles Cleanup
o Added several more conditi ¢hlsealnoerr cl eaning files
T [Queue]

o0 Added btiHa tay to customize t he¢@/ iketyusalu sQude ufeo rCavlilrbtaucal
O | mproved queue [Gueauteae s3t]laxtsi Pptaiges

o Added a Welcome Prompt opt[Wehcomet]Pe obgpitt Queue p
0 Add®QdeueMetri qBGUBUPMBETRI.CS | NTEGRATI ON

T [Paging]
o Added Private Intercom pEegindd gtuyepe PrE3@3 =10 ndrelry)

1T [ PMS]
o Added the ability to backup voouafEmwmainlkecteéalgr dion @S
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[ Cal l Routing]
o0 Added Outbound Route CI D o pAQuotnb otuon dt hReo UE wetde apsai gben.
Route] CI D

[ Vol P Trunks]

o Users can now di al into | PVT PnveledtB OnTgA LrKo dvhiesE Tvl iNaG Sp e
o Added support for DOD to be assi g[bierdelcttowadiGdM' isn gF a
(DOPp)

[ Zero Confi g]
o Auto Discover can now seasehndtory adkdecc etso | bltat Sc
[Di scovery

OEAO %l EAT AAT AT 0O

[ Active Call s]

o Updated Parked calls which wil!/l n dAw thiev ed i Gall lasy eSit
[ AMI ]
o AMI user name can no | ongelJAS TeExRel eSekd  MIRAN ANG EEERrEaALCE e r

(RESTRI CTED JACCESS)

[ Ahnouncement Center]
0 Announcement Center group name and nu@beup Slewt ha

[ Basic Call s]
o0 Added I nternat [PBP&AETTIaNGS Pr ef i x.
o After an attrendedotmpars fed, endpoints wildl now be
party instead of keeping the transferords CI D.

o0 Added Bl ock collect cAhAGdmreroplt i ®ibot hkn Gd Pl set t Calgl s

[ Backup/ Restor e]
o Added event | ogs and emai l notifications flAlrerstc he
Eventpk List

[ Call Compl etion]
o0 Updated the number of CC agents to be I imited by
regi st [CLt iMBs).SY CHOMP

[ CDR]
o Added Extension Gr ougksl 480s CORCPBRIJterFrt €Eriteri a

[ Conf erence]
o Added a field to configkiektWarKilJok Pnomptvalnteryv
o Added support for Conference participant names
conference even when t lpAen ncoaumfceer] eChacld eirss on hol d.
o Extended the Meeting duratioMetebdi bg |[Pohetdubed up
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o Conference extensibongembbe waaevdnas the conferel
Password i[Passabldd.

T [ CRM]
o Added AAdd Unknown NumbefALCTdp {CiRavn f or ACT! CRM.
o Added https:// www. zohoapis.eu to theZZdlobdgRRM Ser v

f [ Dial by Name]

o Added the ability to uploadCuwustcamtpPprmo ptal by Name
1T [ DOD]
o Added DOD names and numbédDisr €@uhitavddtl 6§ \@P) mit to 32
T [ Emai l Settings]
o Addeedwnvariable ${CONFR_MEMBERS}, whi ch s[Brmavisl co
Templlat es
o Added the following email type filters to the Ema

ConferencEmepgorStg.nd Log

T [ Emergency Call s]
0 Users can now strip the same amount of nismijems as

T [ Eventl i st]
o Added a search HWEvrenftpbrLiesvtent | i st s.

T [Extensi ons]
o The Extension and Auth | D f iEexltdesn shijpawl] slupport pl us
o Enable CC option added as[Ematbdie e€dCit extensi on op
0 Subnet mask can now be specified when configurin
[ACL PpLlépacydt wor k JAddr es s

T [ GS Wave Web]
o A conference participant's CI D number wi || now
conf i gWarveed Web RTC Video Call]lling & Conferencing
O I mproved extension seapahivien ewlR@IC Vi dreof €adli hgg &

An error message wil/| now appear when the maxi mul
reaclhwadv.e WebRTC Video Call]lling & Conferencing
o0 Hosts can now generate a |link that caWabe WeskRTCO
Video Calling]é& Conferencing
T [ I VR]
o Added support to upload mor e tWealnc conmee JPvweol ntpotme pr o
T [LDAP]
o Plus signs (+) is now supported when creatih/AgP cont

Phonebook
o LDAP Client CA Cert field no Il onger supports .ca -
.crt . debDAP p@lm.etit CA cert
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o

TheeUsname field will no | onger rUsceguinfaane” cn = to p
Character | imit changed for the following fields:
T LDAP SAReoetr PassWDA®: S8Rver C(Configurations

T LDAP SAReoeetr DINDA®4Server Clonfigurations
T Phonebook Downl o aAUsCeornnfa ngeusreattdiaoimes
o0 LDAP now supports downl oadi n®e mpvhermn epobdrkess s r om dom

o Added space support to tlWheermame Client User name.

o

[ Mai ntenance]
o Added Conference Call SQoantfiesrteinccse RXaplolr tStCateiasnteirc. s

[ OpenVPNE]
o Added option All owAWtak SBhbBkCiFpheCs pher s

[ Pagi ng]
o Added an option to allow schedulnedupag]liHodg itddayps! ay
o i=0 is no longer -snufppoHe @2@amg nmmigdlech Akecobrh Group Se

[ Par king]

o Ring Al Call back on Timeout wil/l not be avail abl
[Ri ng Al I Callback on Ti meout
o The Fail over Destination fi eHFai InowerhaBe saat icrhatriacrn e
[ PMS]
o The Username and Guest Category Code columns i n

[Room St atus

[ Queue]
o Agents can now Vview recording@S&R tORITALcall s in
0 A qgqueue can now have 3[Qcglbk&hramaglmatno manage it.
o Callersl armgmemouse feature coddendml e sEadkdesrsehed ca

[ Ring Group]
o The character i mit of tgh eg reomuapi | v oai dcderneasisl fhbioexledss h
from 256 EmnaDe&8. hati on
o Added the option to skip bunscyo mienngB lecrasl IBBhgyn Agerti v

[ SI'P Settings]
o The TLSigemled CA field no |l onger supports .ca fi
supported: . cé@lLScrSelgfdedd CAem.

[ Recordi ng]
o MoH wil |l now be recordel@alwheRelaopdibhy is on hol d.

[ Routing]
o Users can now add patterns to the blac@Oubtbbouna
Bl aclkl i st
O I nbound route imports/ ewpogtsohomnsavéEarx hBDetfeo@ddti
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Routing, and Hlaxb ®ersd i Rautein.|l mporil{/ Export I nboun
Users can now ex[PpobNtoBpbd Groups.

The PI N Groups with Prievwi laedgdee dL etvoe la | d potwi oPnl N agsr obug
Privilege Level and Filt Rl N nGrSowpscewiCall |Rrri viiD esge

T [ System I nformati on]
o Addedplex type and network port connect Adet sype &d
paglpeklDipl ex] Mode

T [ Ti me Settings]
o Users can now configure h¥Ydidlrdays for the next 4 vy
o Added time conditionHOFf[dameTCmedahdo®ut of
o Default NTP server[RemohewNp®PoSenvprorg.

T [ User Management]
o Added the foll owi fCusdwat dPm:ipriil wigleeges
T CDR Records

CDR Statistics
CDR Recordings
Voice Prompt
I nbound Rout es

T Outbound Routes
Added the option to change Super Administfator wus
Chantgeer nlame

= =4 =4 =

o Regul ar users wil|l now be | ogged out autfwSER i c al
PORTAL
T [ Voicemail]
o Voicemai l group member | i[whé mblemcreased from 16 to
o The voicemaill system wi || now menl[EinabDeiesft iah avtoiiocne

T [ Voice Prompt]
o0 Voice prompt package upl oad fUplleo asdi zLea nlgiungigte iPnaccrkee
o0 Custom voice prompt file name character l'i mits f
pages have been .clhfalnogeedd QGuos tJo@ N NPOWLNMPEMENTS JCENTE
[Announclement

T [ Vol P Trunks]
o PAI headers now have a character | imit of 64 and
speci al c ha#[RAIt eH dsa diterr
o When editing a register trunk or trunk group and
now select between S| PFSaRdUBI PSc W&me sWhemeUsi ng T
o Domain names can now be sent in the requeBtomdRL |
Domai n
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T [ Security]
o Added support to specify miTnLiSmuSe/|cruarxiitnyum TLS vers
&EOI xAOA 6AOOCEIT p8m8pws8cw
T Updated extensiofGebDBNDatef€pbhs€&€ai]ure Tone
T Added f eeatsurfeorcordemote management ofRematen<iadh d&al
Enabl e
T The wakeup service prompt now has anWabkheupn3eovbete
&EOI xAOA 6AOOCEITT p8mn8pwscy
T Added new opiFiaxn SErmgielct Format to allow email subje
[Emati -ax Sybj ect
T Added new options Auto Record to automatically rec
send these recordings toAatoomkeicgpuded email addr ess
T Increased concurrent registration I|i[Wavet #wWeBRUICf ¥r d
Calling & Qonferencing
T Added Emergency Recordings page to dMERGENICY ecor di n
T Added a toggle ehdckhbhbdokXxet dnenallkEmhamdrt Pagi ng. |
T Queue position wildl now be announced Hmabtllee Poaslilte
Announclement
T Added new optibobhmEnAbheuhfoéethent to announceEnahlienat
Holtd me Annolncement
T Added a new option fABlock the Backward Coll ect Call
calBlsock the BackWward Coll ect Call
T Added Chil eAtiTaetkpdatei.nd
T Added | PVT Mode opti odnPViTo MbodleP Peer Trunk |
&EOI xAOA 6AOQEIT p8m8pws
T Optimized system performance for UCM6202 and UCMG6 2(
75 conccuwarlrlesgpecMaxemym [Cal]l Capacity
T Added! ACRM s [ALCgdr CRM
7T Added -Ed#aixl Bl ac k| i[BsntatiWha xt eB |i/adsthkil {i eslti st
T Added digit prependidgrarmdestgreibh@BRE@ENC¥ppor t
T Added new f uncrtanodnsatirieta ne §Watvoe GNe b RTC Vi deo Cal]l i ng
T Added LDAPS proTechrdi calp pSpldzA A i Sleart vi eorn s
f Added suppomtt famrd r oOpen[@pMePsE]f o
T Added AnnouncemefCtonfFdgiumge tAnmpe@ ulncement Paging
T Added PMS APl as[PMSPH®PlIoptions
T Added ability to cl fReerseagmtemntc dHallalfclc@orutnd reg .
1T Added Ll | er[5BPt ogal bler | D I nfo

p
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T Added ability to monitor and change the inbound moc
themBUuHlanbound[| Mdbdeand Rodtteel RMtt®eund Route: I nboun
Moni tlJoring

T Added search functionality to {Weed weUd pScratreclh tBoarqui

T Added HT818 model template toPRONVOG SCOMNI NG Model s Te

T Added the ability to associate differently named
provisioni.fQEN udewisceks model s

&EOI xAOA 6AOOCEIT p8n8pys8po

f No major changes.

&EOI xAOA 6AOOEITT p8m8pYspc

1T CDR APl <configuration pagAddedededtr ome< DR to Val ue

T Added ability to upload voice prompt files via API

T Added abirlainsy etroto custom numbers, not justWewd ens,
WebRTC Video Callilng & Conferencing

&EOIi xAOA 6AOOEI 1T p8m8pyYsw

T Addedew AMI c o[ailaEnRIIsS K MRNMGEREARESTRI CTED JACCESS)

1T Added ability to customize the data cdChRmn&xp arctl
Cust omil]zati on

T Added ability to view a specified extensionbs membe
[Ext enseitagn | B

T Added ability to disabl eMdd6dCoONi] HOEDf or Music on F

T Added Ti meout DesAlilnaGdlolnbamnkd dn nTlgi meout [Pt kioing It ot

T Added inbound rule imporfthnmgiedpRottit @g Fmpeti bBap ot

T Added GS Wave WebRB@dvivdie®oc alolnifreg eWavegWéDRTCi ¥nd
Calling & Qonferencing

&EOI xAOA 6AOQEITT p8m8pxs8p

T Added RTX c¢ o dTeecc hsnuipcpaolr tS]dGocd ef ci chart @ foenrse nc e

T Emergency calls wildl no | on[@&M NTeE GRATgle@N i nt o CRM s

T Added batch extensi ornBatecstetE XRregpnedt anmdgti idorad li it tyy

T Addé&dAX Resend ESiwapp er tF.akMiRe sRensddend] At t empt s

f Fail 2ban now supports bBait2aBan]Whitelist entries. [

T Added FXO Frequency Tol er an ge gEpXtG[ oFr etqou eAncdyl oTgp | Ha rad

T Added NAS support forNAEBII recording backup

T Added paging/intercom [Garfeidgudrienga fSnlcad wlinead i Raygi ng/

T Added Multicast PRGQNGBgQANDpPPNTERCDOM GROUP

p
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Added Fail over Destinati ofaiulnodveer cadslt ipmaatkiionng opti o
Added Ti meout Call back Ringing ARingpAl bn€ablbhdackca
Added ability to view CID of parked call qMomi tVdPrKsCaM
Park CI D Name XRBRfisxm®hobaes(OGnly)

Added support for endpoint &Ealdlpofimrtwearad il nd purwderdimi
Added batch operations and searching functionalit
Operations include del et iqggentuil rees [GaltabcokulmpoltBd .aec &l & s p
Configurations

Added ability tonhonndoroanidndy { mdgtbeusnidviMo dBeL BLF Mo ni
Added Shared Call AppSehaarrandc eC afl ul rj cAtpipceraa laintcye. [

Added For ward HOL Du rReMjirusecs tpsaogpey.a f d NHOL D Request s
Added support f@runkumlpk o@psups.

Added Forward Voi cenoapitliFoonowHedr ¥di d€Mai ] to Peered
Added a new Voicemail Passwor dofiicelmdi i dPars sWoirde mai
Added Catalan | anguage sWVNEOddPEROMBRTOer voice prompt.
Added DOD Name field undierr©oMondpr elifih@P) setti ngs.
Changed the default val MaxoWaMaxTWmet Time to 60. [
Added ASCAO acetriionng tCyDpReA otpat ofgdini3ty p €

Added a prompt asking whether to deDRte all recordi
Added -cahabrdact er | i mAtE xttce n@d eindtr erhcieo n

AddedchaBacter | imit to ExtExteéolaridmemedmieanttiadn on f i
Added a maxi mum | i nhiet 10fR 5b0 Ca ceknl ti Bslta sakntd@/hwihti gt elliisstt .i n

Added <character restricribousesof LOAR NomPaARPUuKLt i ent
Configurations

Added malxii mmiut89999, t o par kPargkitn gngDiumheo |t

Added cshatr3acter | imit to RhemRNWmb&Number field. [
Editing an already executed wakeup service wild.l
AProgr amMmmdd®.n][St at us

Adding UCM di sconnect icchna nwhheen paans sSMoH dc Ifioern.tt he conn
LCD display wil!/l show ARecovery Moded instead of Al
[System REecovery

Capture files saved on external deviceBtweChaptHave 0
Added dashes and + characters to Fax, Home Number,
Updated external number to accepts onEytéenalr Syumbae

Added cahabrdct er | imit to CustComtBmePemrscsénBSreatSuatuisel
I ncreased the character | imit fdour iprg vdPrdeeavtiidoeime Nf ime
Updated From Domain fhaldactEteomcRempai smpeci al ¢

UsernBmempt filename char adtser nlaimmi tProhmprn § €Cdi stt o mli & .¢
I ncreased the character | imit for th&NawekeupBeseiciec

Users can now upload custom prompts directly to pa
PrompCustom Pr ormutstpang .r ofmp t
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T Added character restricti onfsi rtnowadreev] fciel e imamear e f i |
1T Added HmnAraaiglupplEmiat & alx
&EOI xAOA 6ABQ@QEIT p8nd8po
T Added an option to enable/disabNMeicematbk RelmoemahlAtc
&EOI xAOA 6AOOCEITT p8n8pe8pyY
T Added support f orEMEREGENLYcyYy call s. |
T Added supp@garetr GiROVg eRrMC
T Added su@EZmpdhrotCRfElchio CRW v 2
T Added support HSCr PHMSC PMS |
T Added supporal floBc e c f c]C@ilCl ebcatc KCAI[l rl ebcatc KCa |l | bac k
T Added option to disabl e ¢EanlalblwaiCajllng Wanddrngextensi o
T Added option to passthassghr SHeéadPRAI Header . |
T Added optideavitme cogtyt i ngMdanagizreg odicomndgvegr.ed devices
T Added support for call f6&6¢é¢herel pCamftBaclustemiacme i o
T Added option to automaticall CereqaestdtdTDOPptseoemnser ¢
T Added support to include moreCmenhaom Blni uskegeustom
T Added possibility to delete CORRrecords based on se
T Added option to send caller to spGEALL iUHEWLEtiIi nati on
T Added XML file type suppotLtDAPoPhompbobbkng phonebook
T Added ability to customize the LDAP name and numl
Configur atliDDMPs (laigeent[] Confi gurati ons
T Added option to downl o[deCeal BtiQuesei Esatistics.
T Added option to chooseDB8Smmoede during calls. [
1T Added ability to mabchi add PROFV Sé& INB W[Gi
T Added a Copy Device Configuration option that all ov
anot her[PROWI &¢ QNI NG
T Added ability to divide a paPhrhRghlgoLoéxtension int
T Added option to resRdsetxtxinmsgloen exettdn smigen |
&EOI xAOA 6AOQ@EI1T p8m8pusp
1T Added support to announce nRimédL i BYDNAME By Name f eat
T I'ncreased maxi mum number oSft acalcl Agreaeue dtiatiitcatd gpent
T Added Queue LG@Igedieraner . |
T Added operation | ogpcketadiillom dmdy remar ks . |
T Added extension-t€eamacel g8t @&myoi emgdiK¢ etpo VBimEielmai |
Emai]ing
T Added support foReseseCekeirticacase. |
T Added support for GXP21lxx coleyEmpgmline Aglerute U oogiim/ |
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T Added support to add comments t &®aitfjPuwrnle/rcaut bound r

1T Added PPl mode optadwmaunceéedr BBk PNldhdes n k

T Added ability to i mportl mRpdNrtgirgpRl Nrémd B ffridmsCS)

T Added support foWAMBUWRUPERVIOQPHPsS. |

1T Added support for SYMNIBlododedehsrmsd&napbl e

T Added Queue Log option BacBapkRpstRestore page. |

T Modi fied Switchboard Ul to ofSfwéet chlboiaed access to c

T Further optimized Call Qdee uae nootrder iuesnedrt y pagert enpec
per f or faunecuee. Stlati sti cs

T Added i mage uploading sEpmaodt TeElmpEmaiels templ ates |

T Added | Pv6 gatStwaRyod awsfluepspor t . [

T I mproved Voice Message Respowséxef onresfsaigleed eSIlpP ntsrets

T Added Fail 2Ban to support-sTi@pPbLTL BHabieJ§PPdeerf t he al read

1T Restored ability to sort the FROLAL®WIMEOrder of Foll o

T Added optibnuserse$tobmcchanging their ESbRsalmedent i a

T Added option to enhabhié odeatduseaebbdé¢ abxa xteoh sEimman Il evel .

T Added | P address whiteli EhabbewkBH @Whitebnhé$iguration

T Added CDR r ec orCGDsR sseeppadrraattiioonn [

&EOI xAOA 6AOOEITT p8m8p18CT

T Added protection tdomrienvent HTTP rogue

&EOI xAOA 6AOOEIT p8m8pt18¢oO

1T Restored ability to view voicemaiHExtcomusniton nVdlhee rEait |

1T Restored the ability to set cust@an Inufmbrewar dloUncandi
[Cal I For wardCé@ol Amecmkear d Busy

T Restored previous format for empteer ilng emulftoirpli e@ bdiuanld
[Pat i ®@anflern
Restored Zero Configds sorting b[Manabumg dndcidwmered

=

Ro
m

01 x AOA 6AO®MEIT ps8mnsp

Added ppfoart S| P .FPrReEsSeENNcCeE
Added ppfoart Geanltler Vierattwale/C[@aCeEQueveaamtinihmgs elment s

Added p pfoart Cal | Queue posfCaCbhbntannBatinbmgs elment s
Added p pfoart Cal | Qu.dQuuee uSet aStj asttiisctsi ¢ s

Added ppfoaOt | | QuehigQhet ® Aut o fi]J]l enhancement
Addedvi t ¢ hfboorarcdal | queSwi mombaoardng

Added ability to restore.[Aliod tabhbéaek whéh bbibda
Added ppfoart ext er na.lSydkits&krewmh/eRineeat

Added option to enabl ediDvCDr twehde/nfUccreanl alradidsee eb eD @ on F W

= =4 4 -4 -2 -2 -2 -2 -9
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Simultaheously

Change follow me setting$OLbOWYMENSi on | evel settin

Added support for .[E&Dl Whotehaidtwhitellist

Addéeéadil 2Ban defense f.fLogAtméebckolpeheasetack

Added I imitation for maxi mum .fSutnebteirc oAfg ecihatlsl |qiuneiutea tsi

Addesd p pfoart wakeup service mo.dQuset omm RPuisvtiolme gper i vi | eg

Added | Pv6 support for T. 38

Added DAHDI[DAEESteitigsngs

Added dami Ipiatsys t hr oelungfho ShiePad@al It o support GXP phone

encryption and authenticat[Toans$ pGalplefhe ajpeorr f or GDS3
-~ 0i xAOA 6AOOEITT p8m8po8prt

Added extehssohbwhickéi[BVIRf or | VR dialing

Added ability to include DPBIi MoBRPI Header for SIP

Added advancedt | iIPvél «doéipRpvgpd | RIVEE cal l s, | Pvé router, |

Added ability to c[eAlt oid ackerPAl Header

Added bl ackuhnhdt cl@bttbownd ¢Bl ackl i st

Added support to upload/ dWevn | @Mids iIMOHO}p akkladge fr om

Added support to downl Wad cCDdtwwomopdompt s TCusodomm Pr om

Added option to configure pDloAptBY]iNeMBIt i n Dial By

Added descri ptoiComffiigelsdketitn nger to configure Softkey

[PROVI SI1 QNI NG

| mproved seaml ess tr.desafnelre spsr ptvri alrnedgfedyre oo o moid o |

Added RTHRI K& ep.§RiTpPp okrate pv e

Added Emai L[E®fhand IS¢é¢od Log

Added support for Mitelrfacwmael &aorBRERMBr mbdabk. i

Added support for upsteo FRO | foawielrovieuntkr unks . [
-0l x AOA 6AOOCETT p8m8pc8pw

Added support for binding a nidbbhilee pPloolee nNumbeer t o

Added sOQppPp®odt.ec

Added suplpaorrgi cgldri vil ege set.fMomg st obra sperd Jva n eegxet ecnosni

Added support f or.[Skeamhleessss] TTraanrssf feer

Added support 4 oafoCblbsetoANOLatl dmsfadr | f or Aut o Answer

Added support f.fDro DNND M istt arlribs t

Add the Field Description on Softkey, Line keys and

Added suppoirnt ¢fromrs el @ms Batdadhxt enfEix 6 ® nlsn owrne mejnt at i on

Added support for Bat.ChalAddd miBkelrl er | D Number

Added support for Search Extensions Using Callerl D

Added support to Enabl e/ Di sablDies & mlbe uThlii ssantdlo aDtuT hbi osu nR
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Added support for Out bo.fiTndneRCwined i Tiinmen Condi ti on
Added suppoft PvboApdHOPe6 s

Added Supwlodk ¢ nfiog [MTdbI e

Added saffBRMCRM

Added support for Custom PR[Ciuwitloeng élriivi Usgre Manageme
Addéadt!l i ne support .[Hot ] FX& Extension

Added support for SepWAKEWGP WaKRWIpCEer vi ce

Addaditl pt gv iphioofersaimf f eeewdulknes ismgreco nfilSugbnet Whiteld.i
On&kegiiatep!| &eSepde ®d a8 up poarteh aameéi gSREEM AL

AddAgppend emntuenbxeirbendDODI[Di r ©®at war d | (i h@P)

Support Jap®et €ctD NTT

Added support for Ethernet Cdbpnalrlee AR OP]SOatca tDy ST
Added support for Etheemmreal Catpdruppe® saeiddt @ oEEXeér nal
Added support for Disable Ext fg%eti opm Wamngred on t he Se
Added more support . [Port PPofwd&modiwag di ng

Added support for USB/[BDB/CaD dCarid eHi ICd = aGlugpanup
Added support-ufpo kO kkeeyyu B0 igaKIO

Added support for ACI M NWMEEREACEDpPSEDNHI NGS$ FXO

Added suppospetcthaalrsaacmestrhrea m@H WUpgr adi ng Via Local Ui
Added gwareah todoDRHC DR

Added ppofrAl bawgeaiahid¢fs regi st rfactre g ntsrifuanjklisi oev" o uatlgl osi nigf
registrajion failure

Added suppoothodlod pmiassyplit&Musi ¢ Oh Hol d
Added support to enable del et[€onsalmeding files for
Addsesdpporitnadssakp 8 St o Ua g gpea'g[€t or age] Usage
Added supRkiomrg Groecup/ Cal l Queue/ Il VR .[Bepphagy Opslpbayf

Repl pReeepl ace Yall er | D

Added support for comppadkédedibé baekdu@aMemn2 xbxac k up
[Backup/ Restore

Added suppottl kseDsbet er[E@QNEERENCE

Added Suppd®Bratt oPoMS[Minnii] Bar

-0l xAOA 6AOQETT p8m8pps8c¢

Added ability to sWeb 6Ktension status on

Added one click enabl[ehAtdrselafbdeteature code
Added Uruguay tihetpohemsguppdating

Added distinctivEomifngutrenkCdnfpiiuid@ece dNVeRE 1 Pxt ensi on
Added special character sulppbat]Syomc SFTP client acc
Added destination diredRDatray |Swrpport for data sync
Added ring groul[omtsgar enRhofgdGroup

Added CDBEBmmulti time c[DRition support
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T Added bl ackl i st a.fBdnaycnkoluisstc aJolnfhbilgoucrkat i ons

1T Added ability to sort s.fElvemttlediextension in Eventli
T Added Banned Wéde GUIgisn doogmpt §ettings

T Added Emai upefEpntaatie Tefmpl at es

T Added outbound route country restriction

T Added external di skl estagEyahestlLiopti on

T Added range | P input suppor.ibyfnammi cy Maerhiemm skef ense wh
T Added bl acklist skhaiplopRhardor Fail 2ban

T Added ability to rebiogptp@gecdgeefyom zero conf

T Added GXP1628B templdacelf opaaetre config

T Added PIN grPu@rosdpport

T Added PMS.[BMPport

T Added call queue cul€bomi guomplCas lp Qoewue

T Added cal Ir yqgueé ume. [Cartpfpi ogrutr e JCal | Queue

T Added Support for[DDEEPI €Hi ebhit st i st

&EOI x AOA p6sArCeOEd X

T This is the initial version.
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7%, #1 - %

Thank fpyou purchasing GrO0a@ndssetrriecasm |UPC VERX & M6 Rsaenrciees | P

appliance is desfgnenade Vvboiicneg, video, data,-teaedi monbi |
businesses (SMBsmaniamgearf asé&s pyn. This | P PBX series all
communication technol ogies, such ¢ ocnopnrfeehreennsciivneg ,v oviicdee, o
data tools and facility access management onto one comm

remotely. 200esbOp®&sts a dual cor eeMAGHaZNWORW z C oVT'NeBXT | C
proceslGBr RAMWd 4GB fl ash. The se@ud es arnide sr ed a laihvl eed sU Cawr
features without anpyefrleiadanrsi mg freecurrangt § ees.

ACaution:

Changes or modifications to this product not e xdpurcets silny
any way other than as detailed by this User Manual, C O

AWarning:

Pl ease do not use a differ @nhQ agsawietc aadaptdamawiet nmdot vitodi edJ (
the manufacturer warranty.

This document iis subject to change without noticee The
for downl oad here:
http://www. grandstream.com/ support

Reproduction or transmittal of the entire or any part,
purpose withowti tthenepprmisssi on of Grandstream Net wor k:¢
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AARAAET EAAT 3PAAEAEAAOEITTO

The following table resumes all the technical speci fici

codecs, telephomggéeadandespgtade/ provisioning settings
Tabl:e Technical Speci fications

I nterfaces

Anal og Teleph 2x RJ11 ports with |Iifeline support
Ports Each port supports 2 REN

T UCMB22 :po2rt s

T uCcMeozs : 4 ports
T UCMES8 : 8 ports
il

UCM6202/ 6 204a a l Gigabit RJ45 ports
(I EEE 820020 9)at

NAT Router Yes

Peripher al Po USB, SD

LED I ndicator Power/ Ready, Net wor k, PSTN Line, UusSB,
LCDi spl ay 128x32 graphic LCD with DOWN and OK [

PSTN Line FXO

Net work [ nter

Reset Switch Ye s

Voice/ Video Capabilities
Voi-oeePracket 128ms-l ¢magl h-gec ardrei €i ne Echo Cancell ati
Capabilities Protocol Unit, dynamie¢ ejcitti be-s whtntlh atud

G. 711 awl &w, G.722, G.723.1 5.3K/6.3K
only), GSM,738RIXADPCM; T. 38
Video Codecs H.264, HH.226635, ,H.\2P683 +

Voi ce and Fax

Qo S Layer ,2a@e® 2 QoS
Signaling and Control
DTMF Met hods | nbamMRC473adP | NFO

TFTP/ HTTP/ HT-dPScoweaeit y-paodi saufd miGmn g n dl sk
endpoints via ZeroConfig (DHCP Optiag
Evenbkei swseen | ocal and remote trunk

TCP/ UDP/ I P, RTP/ RTCP, | CMP, ARP, DNS
HTTP/ HTTPS, PPPoOE, SIP (RFCDRAFI)L,DAPSL

Provisioning
Pl vagn® 1 avy

Net wor k Proto

Cal | Progress Tone, Pol arTiitmy n e v erox
Di sconnect, Busy Tone

Di sconnect Me
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Security
Medi a
Physical

SRTP, 1 TRHTTPS, SSH

Uni ver s al Pow

Di mensi ons

Environment al

Mounting

Wei ght

f Output: 12VDC, 1.5A

T I nput-2409VACG01HBD

f ucM620@462226mm (L) x 155mm (W) x 3
f UCM6208440mn 85mMm x( W) x 44mm ( H)

T Operati-h@¥ B2, -A9®% (nomdensi ng)

f Storagé461-2060C

T uUCM620Q@462Wal l mount and Desktop

T UCM6 208Rack mount and Desktop

T UCMBI2: Unit wePagchkta g0e. 5mekigg,ht 0. 94kg
T uUCMeZ : Unit weight O0.51kg, Package
T UCMEB : Unit weight 2.23kg, Package

Addi ti onal Features

Mul-ltdanguage S

Call er I D

Pol arity Reve
Cal | Center

Customi zabl e
Attendant

Maxi mum Cal |

SI P Devices

ConferRmecms

English/ Simplified Chinese/ Traditione
Portuguese/ Ger man/ Russi aWeh t@UICasat ®mil
| VR/ voice prompts for English, Chinescs
Gr eek, French, I'talian, Dut c h, Pol i st
Hebrew, Arabic;

Customi zable | anguage pack to support

Bell core/ TelFSKr diPad SIFET SI-BIT 227

Yes, with enabl e/ di sable option upon
Mul tcph®&igurable call queues, aut oma
agent skill s/ avaiqlueehliiel iatnyn ohuinye meet e | ,
Up to 5 | ayers of I VR (I nteractive Vc

T UCM6 202

Concurrent auij oacatitsesnupWebRTC cal
T UCM6204:

Comcurrent audrboorccadrirseutp Weob RT.C c al
T UCM6208:

Coaurrent audi o amddrsr aurpt t We BLMTC cca
Or up to 66% penfrer BRTPeentrgatlt led

UCM6202/ 6204 up to 500 registered
UCM6208 up to 800 registered SIP en

UCM620@462Up to Br plasciwed dcondelr ewi
to 25 simultaneous PSTN or | P part:.i

n

P Q
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T UCMEB : Up to -pr pasctwed dconhEer e wic e g

simultaneous PSTN or | P participant
Cal | par k, cal l forward, cal l tranat
Cal | Features
et c.
f FCC: Part 15 (CFR 47) Class B, Part
1T CE: EN55022 Cl as s61B0-3-2E,N 5BN0B38, EM 610,
. TBR21, RoHS
Compl i ance
1T ATI CK: AS/ NZS CI SPR 22 Class B, AES

AS/ ACI F SO0O0OR K.ndl I(TRJasi c Level)
f UL60950 (power adapter)

T UCMBO FXS ports |ifeline functionality:
The U®OM62FXS interfaces taor et hneetFaX @ iicn tt ehrr foaucgehs . I f the
port will fail over to FXO 1 port, FXS 2 port wildl f
connected with the FXO isaterfaces from FXS interface
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) . 341, ,14) ]

Before deploying andé2d0drfigaringet ievUEM neecdsd wp ke
connectamadt wor k. This section describes detailed inforr
policy o062 0sbea i EGM

A - [T

wNOEDI AT O O0OAAEACET C

Tab2&CM62B@®ui pment Packaging

Mai n Case 1x
Power Adaptor 1x
Et hernet Cabl e 1x
Quick Installa 1x
GPL License 1x
#1171 AAO wicGOT 5 #-
#1171 AAO ¢EACS#-

] LCD
: o \ Navigation
(G Keys
T T e e ]:;7Zi LED
. < ~ Indicators

LY S

o\

LAN LED WANLED USBLED SDCard LED FXSLED FXOLED

Fi gurleCM20FR2r ont Vi ew
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S0 Card Slot Reset WAN Port Ground
l

M sa sl

USE Port DC 12V LAN Port 2 x FXS Port 2 x FXO Port

Fi grleCM20Rack View

settheupd ZM2 f ol |l ow the steps bel ow:

Connect one -46dEbhemaneRJcable int ®?2t0Re WAN port of tF
Connect the other end of the Ethernet cable into the
Connect the 12V DC powerpaweamptpepacknoo the2@t2VkH&ftth
main plug of the powerrotadatpddkrpdawmdro @utsluetg.e

Wait for62G2 bWLOMt up. The LCD in the front wildl show
boot process is done.

Once thMe20W28 successfully connected to netthweo rfkr,ontthewil
solidagdeeme LCD will di splay the I P address
(Optional) Connect PSTN I ines from the wal/l jack to

to EX® ports.

Not Ehe ground screw needs to be connected.

GRANDSTREAM
i Il ~— LcD
| S Navigation
S RC) ) Keys
[‘ LN wan  use 50 (_—l:g-.n: ’;j\ T;quc-;ﬁ . LED
pavi Indicators

-

LAN LED WAN LED USBLED SD CardLED FXSLED FXOLED

Fi gwBrlekCM20Hr ont Vi ew
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SD Card Slot Reset WAN Port Ground

=] | A I AN WAN FXS1  FHes FXO1 FXOP FXOR FXO4 I )
1 J— — L [y Py 1 1
o (o e | | @
had T L L L .
1 1 A

—

USB Port DC 12V LAN Port 2x FXS Port 4 x FXO Port

FigurleCM20Black View

ups 2tQdef dJICIMow t he steps bel ow:

nect one -éBdEbheaneRJIJWANploeg ti rotfo tthree UCM620 4.

nect the other end of the Ethernet cable into th
nect the 12V DC power adapter into the Ili2sVe rDIC tpho
n plug of the powerotadatpadckrpadwdro a@u tsluetg.e

4, Wait for the UCM6204 to boot up. The LCD in the fro

the boot process is done.

5, Once the UCM6204 is sucaoeskfultlhyey d&Edné antded at @rndétor
solid greenwahtd thepL®pPaddr ess.

6. (Optional) Connect PSTN |ines from the wal/l jack t
Fax) to the FXS ports.

7. Not EBhe groumdkedsrdw be connected.

#1171 ABB# oy

To set

Conne
Conne
3. Conne

mai n
4, Wai t
boot
5. Once
be so
6. (Opti
to th
Not Ehe

up 20t8h,e flbdM6ow t he steps bel ow:

ct one -4d6dEbhemnneRJIWAN | po ritn t of20t8hhee U C M6

ct the other end of the Ethernet kalble into the
ct the 12V DC power adapter into the082VI Demptow
plug of the powerrotadatpdd rpdwmdro @utsluetg.e

for 20 et CiMGOt up. The LCD in the ifnrfomrtmawiiloln swha
process is done.

t heo8CiM6 successfully connected to network, the
' id greeani landdhtshpel 8lyCaDd dr e s s .

onal) Connect PSTN lei #FXO fproomst he owmalelctj anlal g
e FXS ports.

ground screw needs to be connected.
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USB Po 8 x FXO LED I ndi: Navigatio
! |

(300303
Se

=
|

SD Card 2 x FXS LCD
Fi gbrleCM20Fr ont Vi ew

LAN P Wan PQ
\ /

OGN REBET LW

B0
_ =

DC 12 Rese Groun

Fi gwrleCM20Back View

~ s A

SAEAOU #11 D1 EAT AAO

The WBWQRNsOeries | P PBX complies with FCC/ CE®62&0pdo wearr i aoduasp tse
is compliant with the UL standard. Use theOopmackagsadbnip
The manufacturerdés warrantyddovesenchusedebydamageport b e

7AO00AT OU

I f the20@Mies | P PBX was purchased from a reseller, p |
was purchased for replacement, repair or refund. I f the
our Technical a upMAo r(tR eTterarrn fMat eri al s Aut horization) nu
Grandstream reserves the right to remedy warranty pol i

AWarning:

Use the power adapter62p0Oeyvi dedl| WMmioRB Xtste®aUGMf f erent pow
may damage (The sd édyapnesegoef i s not covered under warranty
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' %4 4)3.4'1 24 %$

To get started with the UCM6200 setup procadssplayge LE

indicators, .and web portal
T The LCD display shows hardware, software, and networl
and OK buttons next to the display. From her e, user s

testngd, factory reset.
T The LED indicators at the front of the device provi de

T The web portal (may also be referred to as web Ul i n
UCM.

This sectionpWisltlepprionvsitdreu csttieons on how to use these in

start making and receiving calls with it

~

50B8EA#3$ - A1 O

T Idl e Screen
Once the device has booted up completely, thd eL,@D, wi
Vi. 4A), and | P address. Upon menu key press timeout
informati on. Pressing the DOWN button wil!/l show t he ¢
T Menu
Pressing the OK button wildl show arhse amae AT anbeln&UC D M| |

Menu Oftions

T Menu Navigation

Pressing the DOWN button wil/ scroll thselbghtt he mphi
T Exit

Selecting the Back option wil!/ return to the previous:c

screens that have no Back option, pressing the OK but

T LCD Backlight
The LCD bwiclkll itgugortn on upon button press and will go o
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Vi ew Event

Devi ce

Net wor k

Net wor k

Factory

n f

I n

Me

Me

ng

= =4

=A =4 =4 4 -4 -4

= =/ =4 4 -4

=]
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table summarizes the | ayout of the LCD

TabBée&CD Menu Options

Critical Event s

Ot her Event s

Har dwarHar dware version number
SoftwarSeftware version number
P/'N Part number

WAN MACWAN side MAC address
LAN MACLAN side MAC address
Upt i:meSy sttae meup

WAN Mode@®HCP, Static I P, or PPPOE
WAN I Pl P addr ess
WAN Subnet Mask
LAN:I RP address
LAN Subnet Mask

WAN Madesel ect WAN mode as DHCP, St
St atic RouSted eReasethi s to reset st at

Reboot
Factory Reset
LCD Test Patterns

Press DOWN and ©Krbuttohsotgh and
patterns to test. Once a test is |
previ ous menu

Fan Mode
Sel ect Auto or On.
LED Test Patterns

All On, AlIl Off, and Blinking arteh
menu wi | | revert the LED indicator

RTC Test Patterns
Sel ect eiOtzh2r220220#Hrl 20111 to sta

Ti me Clock) test pattern. Check tt
screen or omtbaheSweb&ms 5t ant U &f Ger e
page. To revert back to the correc

Har dware Testing

P Q
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Select Test SVIP to verify hardwar
will display on thempCBtwhen the t

Prot oweod access protocol (HTTP/ HT"
Web | nfo
1T PorWeb access port number, which i:

f Enabl e SSH
SSH Switch 9 Disable SSH
SSH access is disabled by defaul't

5 0BEA%$ )1 AEAAOI OO

The WQRMhOas LED indicators in the front to display conne
definitions.

Tabde UEMO 2BV OM4ED ndi cat or s

LED I ndicatorfLED Status

L AN

WA N

USB - Sol:i dConnected

SD - FlashiDgta Tr an
FXS (Phone/ Fa OFF Not Connect

FXO (Telco Li

Tabbe UEMOBED ndi cator s

LED LED Status

NETWORK
- Sol:i dConnected
OFF Not Connect
ACT
ue s - Sol Cdnnected
S - Fl ashi dbgta Tr an

Phorf & XS)
Line (FXO)

OFF Not Connect
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5 OEOEAAA 5)
| AAEDO 7@RA 5)

The UCM's web server responds to HTTP/HTTPS GET/ POST r ¢
configure the device through a web browser such Micros
etc. To access the UCM's web portal, follow the steps

g GRANDSTREAM

Welcome to UCM6202

Please login to manage your account

Fi guwr eUERWe b QGWlgi n Page

1. Make sure yoiuy aommphuga esame net work as the UCM.
2. Make sure that the UCM's | P address is displayed o

3. Enter the UCM's I P address into a web browsers' ad
see the above i mage).

4. Enter default admidmisntd aamd passegwmarmke. fia

NoteUnits manufactured starting January 2017 have a un
on the back of the unit. I't is highly recommended to
time. Older units hadmi default password
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ANote:

By defaul 69 thtalBRe dUCMct Freonma bPloed., 80sf swscethhe BEMEP ianddr es s

in the web browser, the web page wil/ be automatHaoral |y
example, if the LCD shows 192.168.40.167, and 192.168. ¢
will bedra@éditpescté 192. 168. 40. 167: 8089

TheptoiRPendi r ect FromnPPbeutn d@ier t 6B O0WeEBDM B8l st Bett AHGS P
Server

Af ter l ogging into the UCM web portal for threodgh shag
configurations such as time zone, .network settings, tr

> UCM6202 [ setwp Wizard | engisn (@} admin v
Setup Wizard
o Change Password Network Settings Select Time Zone Extensions Trunks / Routes Summary

Change Password

Enter Old Password:

Enter New Password:

Re-enter New Password :

Email Address:

Fi gwBr eUEMOVet up Wi zard

The setup wizard can be closed and reopened atpeanndyi ntgi m
configuration changes can be reviewed before applying

- AET 3AO0OO0OETCO

There are 8 main sections in the web portal to manage various features of the UCM.
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C

rul

t |

T Syst®&mathisspl ays the dashboard, system i nfrokr nsattaitouns,

T Extensi onsMalraugnekss :ext ensions, trunks, and routing

T Call FesMaonmages various features of the UCM such as

T PBX SetiMamgges the settings related to PBXi ftuercftd oe

settings.

T System SeMatnianggess: t he settings related to the UCM sys

settings.

T CDRContains the call det ai l records, statistics, and

1T Val-Added FedMawmwmges the settings of features unrel at e

Config provisioning and CRM/PMS integrations.

f Maint enMaamceges settings and |l ogs related to system me

user mantageanetni vity | ogs, backup settings, wupgrade
7AA ', AN COACAO

Currently the UCM6200 series Web GUI supports English, Simplified Chinese, Traditional Chinese,
Spanish, French, Portuguese, Russian, Italian, Polish, German etc.

Users can select the UCM's web Ul display language in the top-right corner of the page.

$GRANDSTREAM

English

Espafiol
Frangais

Welcome to UCM6202 —

Please login to manage your account Pycckui

v

UCM6202 tup V ‘ English v| T. admin v
Equipment Capacity Resource Usage Disk English
(4) System Status y ke
Configuration Partition Data Partition @ CPU Usage i
Dashboard 1 TEEE
@ Memory Usage
12% s CPU Usage .
.. - = - - 5 o g 1(y Espafiol
\ 10% 0
8% Frangais
6% Portugué:
3 St o
- Memory Pycckuin ¥
< S~ Usage
@ Space108MB/184MB @ SPace4oMB/2232MB 0% —”7
@ Inode 2618/12800 @ Inode 3461/153216 0s 10s 20s 30s 40s S0s 60s 0 SD
1009 Total
Fi gw®r eUEMOVe b QGlalnguage
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' 5)

he web with the search

cahoseapthons in t

portal

Apply Changes
Space Usage | re| Devi
Configuration Partitic ﬁ PBXSettings >
SIP Settings = ToS = ToS for RTP Audio Memory
lsage
‘ SIP Settings = ToS = ToS for RTP video -
R 13%
SIP Settings = ToS = RTP Timeout
SIP Settings = ToS = RTP Hold Timeout Total: 5D
SIP Settings > ToS = RTP Keep-alive 1005
* ls"’ad‘e s2uefi} RTP Settings > RTP Settings > RTP Start pest
node 205212 CPU Usag
RTFP Settings > RTP Settings = RTP End -
2%
RTP Settings = RTP Settings = Strict RTP
RTP Settings > RTP Settings = RTP Checksums .
Fi guroe Web GUI Search Bar
SACHIT £ | BPLBAT CAO
After making changes to a page, click on Ityh eCh'aSnagvees'" bbul
that appears to finalize the changes. I f a modificati
the device
3AO0O0ET C 5P Al %@OAT OEI 1
Power on the UCM6200 and your SIP endmpeotiwmdr k Comad efcd! Ibomw
bel ow to set up an extension.

1. Log into the UCM webEpotenal okt mailsii gantse t o

2. Click on the "Add" button to start creating a new
information wieli sberusedthdbs extension. To set up
be required.

3. To register an endpoint to this extension, go into
Enter the newly created extermsisowo'rd nwmrhlmert,heSIrP cwsre
on the endpoint. Enter the UCM' s | P address into
into the Voice Mail Access Number field. This fiel
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4. To accexds embBé oe' s voicemail, use the newly registe

personal voicemail system. Once prompted, enter the
be prompted with various voicemail options.

5. You have now Bsetompomanaexéedpoint.
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3934%- 3%44)."' 3
This section will exqwli @dien pahamat a&irlsakine <ywstf eéGgluxrxaTh iosn
includes settings for the following items: HamdP esmaivle
serrve
(440 3A0OOAO
The UZM6s embedded web server responds to HTTP/ HTTPS (
configure the UCM vi aMiwerbol dkg fotwioern 4 | audh ra$ o x, and Goo
users can access thesUCHM bddjfests inwpiong browser address
be redirected to HTTPS using port 8089. For example, ty
the browser to "https://192.168a40@ed0:iSHGBR"s SkhHST RPgeah a
Server. page
Tab6:e HTTP Server Settings
Toggl es aut omati c redirection to
) di sabl ed, user s wi || need ¢tonfma
Redirect From F
HTTP/ HTTPS port to the server add
portal via browser. Default is "E
Select either HTTP or HTTPS as th
Protocol Type server. This wil|l al so eed@ominme
config files from the UCM via Zer
Speci fies the port number wused to
Port
is "8089".
I f enabl ed, only the server adde®:
) UCM's web portal |t i s highly
Enable | P White
currently used to access the UCM
Default is "Disabled".
) List of addresses that can access
Permitted | P(s)
Ex: 1922B®88/6255.255.255. 255
Selects the method of acquiring S
Two met hods are currently availab
Certificate Opt-Upload Certificate: Upload the atg
-Request Certificate: Enter the d
for from Let's Encrypt.
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Upl oads the private key for the H

TLS Private Key
Note Key filumdmust2MiBe in file size

name wi | | automatically be change

Upl oads the certificate for the H

TLS Cert Not@ertificate must be under 2MB |
wi || be used for TLS connections
and signed certificate for the se

Enter t he domai n t o request t h
Domai n -

GRS t pequest the certificat
I f the protocol or port has been changed, the user will

. AOxT OE 3AO0OET CO

Af ter successfull ¥ 260n ntelce | megt wdrek UCar t he fWerbs tGWld me ,
go Syost &ent t ANgswor k Seot tcionngf'si gur e the network paramet er s

T UCM629@Dpports Route/ Switch/ Dual mode functions.

I n this section, al |l the avail abdleto deet verl ke c$ e tedchrhg t ad
GUASYystBett ANgswoOr k Speage ntgs CANf isgpune sgst,BWEHN1IX and P
Forwarding.

"AOEA 3AOO0ET ¢O

Pl ease théeefotbowing tables f or abmaestiecr sn eotnwold kM6c200n2f,i gluG
UCM6208spectively

Tab7:&dCM620&t wor k 3BasimgSettings

Select "Route", "Switch" or éDoufabl@OMdhe
setting is "Route".
1T Rout e

WAN port will be used for uplink connec

Met hod
router port.

T Switch
WAN port wild.l be used for wuplink conne

connections
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1 Dual
Both WAN and LAN ports wild.l be used fc
LANXespectively. The port selected as
gateway | P addr eisss umoimftgagurced Pi f it
MT U Specifies the maximum transmission uni't

Pv4 Address

Preferre ) ) )
I f configured, this wildl be used as the
Server

WAN (when " Method" is set to "Route")

| P Met hcSel ect DHCP, St atideflaPyl tors étPtPiorEg iThheDHCF
| P AddreEnter the I P address for static | P sett.i
Subnet MNEnter the subnet mask address for static
Gat eway Entergattlheewvay | P address for static | P set
DNS ServEnter the DNS server 1 address for stati
DNS ServEnter the DNS server 2 address for stati
Username Ent eru ¢ darentaoneconnect via PPPOE.

PassworcEnter the password to connect via PPPOE.

Layer 2

802. 1Q/\Assign the VLAN tag of the | ayer 2 QoS p
Tag

Layer 2

802. 1p FAssigpritbaeity value of the | ayer 2 QoS p

Val ue
LAN (when Method is set to "Route")
| P Addre Enter the | P address assigned to LAN por

Subnet DMNEnter the subdeeftauidats ks.e tTthieng i s 255. 255.

NN

DHCP Ser ) -
Enable or disable DHCP server capability
Enabl e

DNS ServEnter DNS server address 1. The defaul t
DNS ServEnter DNS servede&fddiféssefti geis 208. 67

Al Il ow | F )
Enter the DHCP I P Pool starting address.
Addr ess
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Al l ow | F )
Enter the DHCP I P Pool ending address. T
Addr ess

Def aul t . )
~Enter the I P |l ease time (in seconds). Th
Lease Ti

LAN (when Method is set to "Switch")

| P Met hc Sel ect DHCP, Static | P, or PPPOE. The del
| P AddreEnter the | P address defrawslttatdet tliPngeitd i:
Subnet MNEnter the subnet mask address for static
Gateway Enter the gateway | P address for static
DNS ServEnter the DNS server 1 address for stati
DNS ServEnter the DNS server 2 address for stati
Username Ent erustehhentaoneconnect via PPPOE.

PassworcEnter the passwadrPlPotEc connect Vvi a

Layer 2

802. 1Q/\Assign the VLAN tag of the | ayer 2 QoS p
Tag

Layer 2

802.1p FAssign the priority value of the | ayer 2

Val ue
LAN BLAN 2 (when Method is set to "Dual ")

| f "Dual " is selected as " Met hod", user s

| - (mapped 620MACIMport) or LAN 3202w pradr tt)o
nterfac
configure network settings for LAN 1/ LAN

Def aul t

|l P Met hc Sel ect DHCP, Static | P, or PPPoE. The del

Enter the | P address for static | P settdi
I P Addr e _ _
The default setting is 192.168.0.160.

Subnet MEnter the subnet mask address for static

Enter the gateway | Peatddngsswhen sthatpor
Gat eway ) .
interface. The default setting is 0.0.0.

Enter the DNS server 1 address for stati.i
DNS Ser\y
The default setting is 0.0.0.0.

DNS ServEnter the DNS servers @t taiddge.ss for stati
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User name Ent erusterentaaneconnect via PPPoE.

PassworcEnter the password to connect via PPPOE.

Layer 2

802.1Q/\Assign the VLAN tag of the | ayer 2 QoS p
Tag

Layer 2

802 .Prp o Assign the priority value of the | ayer 2

Val ue

| Pv6 Addr ess

WAN (when " Met hod"

| P Met hcSelect Auto or Static. The default setti
I P Addre Ent er adhder elsPs for static | P settings.

I P Prefi Enter the Prefix | ength for static setti
DNS ServEnter the DNS server 1 address for stati
DNS ServEnter the DNS server 2 address for stati
LAN ( wwveetnhod i s set to "Route")

Sel ect Di sabl e, Aut o or DHCPvV 6.

Di sabhlhe: DHCPv6 server is disabl ed.
DHCP Se

—

Aut 8t atel ess address auto configuration
DHCPvSt:at ef ul address auto configuration
DHCP PreEnter DHCP prefix. (Default is 2001: db8:

DHCP _ _ .
) Enter the Prefix length for static sett.i
prefixl e

DNS ServEnter the DNS seswveti d sddtrtesgsfobefaul t

DNS ServEnter the DNS server 2 address for stati

Al l ow | F _ ) _
Configure starting I P address assigned b
Addr ess
Al l ow | P _ _ i
Configure the ending I P address assigned
Addr ess
Def aul t . .
Configure tlhenl sasentd)mef the | P address

Lease Ti
LAN (when Method is set to "Switch?")

| P Met hcSel ect Aut o deaef a&Sulatt iscet tTihreg i s Aut o
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I P Addre Enter the | P address for static | P setti
| P Prefi Enter the Prefix |l ength for static setti
DNS ServEnter the DNS server 1 address for stat.i

DNS ServEnter tder DNIS 2 address for static setti:i

2 (when Method is set

Users will need assign the default inter

| ' or LAN 2 (mapped to UCM6200 hANwepmokt3efatr
nterfac
1/ LAN 2. The default interface is LAN 2.

Def aul t

| P Met hcSelect Auto or Static. The default sett:i
| P AddreEnter the I P address for static | P sett.i
I P Prefi Enter the Prefix | eDedtalulftor sstbalt i ¢ sett i
DNS ServEnter the DNS server 1 address for stati

DNS ServEnter the DNS server 2 address for stat.i

T Met hod: Rout e

When t heéz2hGMnet hod set to Rout eWANn proerttweo rhks esuestptii migosr,
connectiLA&AN @apndt interface is used as a router. Pl ease

Method: Route

3

172.18.25.x

&
— I
d

192.168.2.x "E )

5

\

LAN Port
DHCP Server: 192.168.2.1

Fi gurie UERONet wor k I nterface Method: Route

Page | 62
UCM6200 Series

e Ver si & . 11.70 .




GRANDSTREAM

CONNECTING T E WORLD

1T Method: Switch
WAN port interface is used for wupli nlkofomrmnnRCtdomne dtAiNo n

LAN Internet /

Ethernet 0/0

|P Address:192.168.40.1 Ethernet Switch
Subnet mask: 255.255.255.0 / PC:192.168.40.15

WAN Port
IP address: 192.,168.40.10
_
i |
4

Fi gur2e UERONet wo mk er f ace Met hod: Switch
T Met hod: Dual

Bot h WAN port and LAN ponheatéeonselstos wpllnkheed ass
default interface in option "Default I nterface"” and c
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Router
|P Address: 192,168,401

192.168.40.x

"Router
IP Address: 172,18.25.1
172.18.25.% |

g=al T
LAN 2 (LAN Port) H h @
|P address: 192.168.40.10
\

m LAN 1 (WAN Port)
|P address; 172.18.25,10

Fi gurde UERONet wor k I nterface Method: Dual

$(#®1 EAT O , EOO
This feature tcoan PoianddhrMAdCee d AN port when WOdOMB200 i s set

When devices receive | P addresses fr owe blGAIN d ey stil,em he
Sett ANgswor k @HOHICIPngsi énabbwstbel ow.

Network Settings
Basic Settings DHCP Client List 802.1X Settings Static Routes Port Forwarding
b
] MAC Address ¢ IP Address Bind Status % Options
| dedaleTBdd25 192.168.2.100 Unbind & 2

Fi gurde DHCP Client List

User camanbuiaaldMAC t o anbyPcadd, et f ol l owi ng f i

pop up.
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Add Mac Address Bind

# MWAC Address: | 000B82312942 |

# |P Address: | 192.168.2.101 |

Fi gurse Add MAC Address Bind

User stemed et the device MAC address and rtehses stPoedhe t wiwti h
the UGNMGHCP range) .

Tobind a batch of | jussteerd sntMofeCGk eldk ecise st the MAC addres

Batch add MAC add bind _ . ,
.Aconfl rmati on popup“tlo bei rsdh otwme addrceks

":;j\' Are you sure you want to bind the following MAC
addresses?

000b8256cfal G00bLE29cf 18,

Fi gurése Batch Add MAC Address Bind

After Clicking AOKO to confilrnchaireg e ifnrdd mgfi Urthien didBitna
Yymg8p8

| EEE 802.1X is an | EbEaEs esglt amnedtawodr kf oarc cppsrst contr ol . It
mechani sm to deviceabedose lthteerdreeti cer ot heer20O0OANpOEESB® U
802. ¢Xaasupplicant/ client to be authenticaG2@lse&ORe 1Xol |
mode AMDAR on WAN port as client in the network to acce
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Authenticator 2 Authentication server

Switch RADIUS

Fi gur7ie UEMOWsi ng 802. 1X as Client

Network Settings
Basic Settings DHCP Client List 802.1X Settings Static Routes Fort Forwarding
WAN
802,71 Mode: | EAP-MDS v
* |dentity: | B02TwxlICME202 ‘
* MDA Password: | ............... | ‘

Fi gur8e UERMOWsi ng 802-MDX EAP

The following table shows the conf63u0d httenohi pprr amdt &MDS
are required for aut henticatitde, nehiwohkshadwmiadi ber ptraor
RADI US seBEARESOI| b PEAPARD/ MSCHAPV20 is used as the 802.1
tapload 802.1X CA Certificate and 802.1X Client Certifi

server.
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Tab8e UCM6200 Net wyp8rOk2 .Slet t i ngs

Select 802.1X mode. The default sett.i

ar e:
802.1X Mode T EAMDS5

1 EAPALS

i1 EAFPEAPVO/ MSCHAPV 2
|l dentity Enter 802l d&nimmofdogr mat i on.
MD5 Passwor Enter 802.1X mode MD5 password inforn
802.1X Cert Select 802.1X certificate from | ocal
802.1X Clie ) L
CertificateseIeCt 802.1X client certificate fron
3 OADIEBOAO
The WQCMNPOr ovi des users static routing capability that al
rather than information only from dynaGd@Uebo @&tSiyrsg ear ¢

Sett ANgswor Kk

routes
backetg.

ar e

avai

traffic. I't can be wuse
useds 2i0a0s camphiemey

ABatsi cg gt for ward

| able or necessary, or

| Cl|clto create a new | Pv4 tteo or C

create a

f Once added

T Sel e[lIItt o]

new

del et e t

|l Pve static route. The configuration par

2 . :
usr—' socadi setketstatic route.

he static route.

Tabode UEMOND)et wor k BSt@aitmgs Rout es

Configure the destinati omatliPwmd | Pddbr es

UCMBO2D to reach using the static rout
Destination Exampl e:

|l Pvd add92sk68. 66. 4

| Pve s-29mdt 740: D: : 1/ 64

Configure the subnet mask for the ab

default value is 255,255,255, 255.
Net mask

Exampl e:

255.255.255.0
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Configure theatléPwaly caddrPevsss gs®0 t han
destination via this gateway. Gateway

Gat eway ol o

192.168. 40. 5 or 2001: 740: D: : 1

Specify the networ kb20berfctacdh omet e s
Il nterface static rout e.
LAN i ntier fed ched ; WAN interface is ethl.

Static routes configuratiMdhetcmor beMerset from LCD menu

The following diagram shows a sampl e62®@4pl|lication of st

Internet

- VPN connection is established between
network 192.168.40.0 and network 192.168.66.0

Gateway: 192.168.40.3 I
Network: 192.168.40.0

Gateway: 192.168.69.1

(
192.168.69.131 | /\> \

LAN 1:192.168.69.91

GXP1160
Network: 192.168.69.0 Ucmaz04
Network setungs metwnoa: vuai mode e
LAN 1 connected to 192.168.69.0 network GXP2130 and GXP1160
LAN 2 connected to 192.168.40.0 network Call each other

Fi gur9e UEMOAt ati c Route Sampl e

The network topology of the above diagram is as bel ow:

T Network 192.168.69.0 has 6 POLgANo nle sa drdergeissst ered to UCM

T Network 192.168.40.0 has 6 POLgANoandedsr ersesgi st ered to UCM

T Network 192.168.66.0 has 6POvfihaonvePsN regi stered to UCM

T Network 192.168.40.0 has VPN connection established
Page | 68

UCM6200 Series

e Ver si & . 11.70 .



GRANDSTREAM

CONNECTING e WORLD

In this network, by defaul't the I P phones in netkwor k
192.168.66.0 when registered ®&rO0diTfhfeerree notr ei, n tweer fnaeceeds co
route on626séo UMt the phones in isolated networks can
Create New IPV4 Static Route

# Deastination 192,168.66.0

Subnet Mask 255,255,255.0

Gatzwa 192, 168.40.3

* Protocol Type WARN

Fi g 2r0e UEMOAt ati ¢ Route Configuration

07T 00 &i OxAOAET C
The UCM neetrwoarcke isnutpport sshiobt profvudesi asers the abild.i
LAN mode is set Weob "&RIDhste8entutntdiegrs wor k FBatsii g S gtatgieng s
port forwaadanbable for configuration.
The port forwardingWelbn@Bigautr@entitoAN g tsswournkd eFe@otrit nFor war di
page. Pl ease see related settings in the table bel ow.

TableUCM620d&dt wor k HPobritngerwarding

Speci fy the WAN pao rrta nnguembddfm | WAN t ppadr tnsu
can be configured.
Not e:

WAN Port when it is sWANtmpmorat raamdyeLAN port mt
same range, such -48058AANMdoOL ®GILOOMOOSD, O :a n ¢
from WAN port wild/l be forwarded to, tl
example, WAN port 1000 AN |p coret ploxraO0 f

LAN | P Specify the LAN I P address.
Specify the LAN portangemibbér LAN ports
LAN Port
Not e:
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When it i s sSWAN tmorat ramdyelL AN port i b

same range, such -A480BAANndoL AN 0pQ650DN d 1

from WAN port wild.l be forwarded to, tl

example, WAN port 1000 wil/ be port f

Select pypeottoDP Only", "TCP Only" or
Protocol )

the selected port. The default settin

The following figures demonstrate asWeobr tGUIloe svartdo ngu ke Ix i

UCMDPhet work mode i.s set to ARouteo

UCM6 2WAN port is connected to uplink switch, with a p
UCM62DAN port provides DHCP pool t hat connects to m
192.168.1L2CM62I0€%eud as a router, with gateway address
There is a GXP2160 connected underCM6R® OILtANo b thdiemd ake
192.168. 2. 1GRO0MHOPM pCavl

On turCeM6 2Wé&b BBl st em SANet wgrsk JZEotrindgdirnmpconfi gure a
forwarding entry as the figure shows bel ow.

c1 i o

WAN Porfhi s iospetnbeed pbet WAN side for access purpose.
LAN:I Hhis is the GXP2160 | P address,UGM8200t he LAN i
LAN PorTthi s iospetnbeed pbet GXP2160 side for access purpos
Protocol We pxrel ect WEOP Glwdaes d ousi ng HTTP.

Create New Port Forwarding

# WAN Port: &nas

# LAN B 192,168.2,100

# LAN Port &0as

# Protocol Type UDP Only ¥

Fi g®rle Create New Port Forwarding
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Network Settings
Basic Settings DHCP Client List 802.1X Settings Static Routes Port Forwarding
] WAN Port & LAM IP = LAN Port Protocol Type # Options
] 8088 192.168.2.100 8088 UDP Only 28|

Fi gw®r2ze UCM6200 Port Forwarding Configuration

This will allow userWeboG@dlmmepubtl he GCGEERILAGDIr@xpaimpy ei n
1.1.1.1:8088).

[1]1.1.1.1:8088#page:status_network

Grandstream GXP2160 Admin Logout | Reboot | Provision | Factory Reset lel[)] v

GRANDSTREAM

CONNECTING THE WORLD STATUS ACCOUNTS SETTINGS NETWORK MAINTENANCE PHONEBOOK

E Version 1.0.5.23
Network Status

Account Status

Network Status

MAC Address 00:0B:82:59:A9:9A
System Info
IP Setting DHCP
|Pv4 Address 192.168.2.100
IPv6 Address 2001:470:d:10a2:20h:82ff:fe59:a99a
Subnet Mask 255.255.255.0
Gateway 192.168.21
DNS Server 1 4221
DNS Server 2 4222
Fi gwr3&XP2160 Web Access using UCM6202 Port Forwardincg
| BAl0"

OpenVEsNettings all ow utrree UCSM®Br2s0 0t o oc aursfei ¢ PN features, th
about the various options si nOpoerndvePrN tCol iceonntf.i gur e t he UC]H
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BOp & in VP N

Enabl e Enabl e / DpeabiPdedther e.

Sel ect OpceonviPiNgur ati on met hod.
Configura Manual ConfAlQuows$ i obea:configure OpenV
Met hod Upl oad ConfigArlaowesnt &i Upl. caothifl ®vy ptho

and to automatically configure OpenyV
OpenVPNE .

Configur es tlheen ch opsarnta noef/ € haemiiéeR:v & 6 3
Server Ad
OpenVPNE Specify the protocol user, user sho
Server Pr server

N Use the same setting as used on the
OpenVPNE
) Dev TONeatreuaed | P tunnel
Device mo

Dev T@rPeatkEt et nenel
OpenVPNE Compress tunnel packets wusing tDbhe L
Compressi enable this unless it is also enabl e
Al l ow Wea

) Enabl e/ Di sabl e all owing Weak SSL Cip
Ciphers
OpenVPNE _ _ _
. Specify the cryptographic cipher. U
Encryptio ) i
) settindhetyhatre using on the OpenVPN ¢
Al gori t hm
OpenVPNE Upload as SSL/TLS root certificate
Cert aut omatically.
OpenVPNE _ - _ _
) Upl oad a client certificate. ahi emat
Client Ce
OpenVPNE _ } _ -
) Upl oad a cl ikeryt ghiswatf idae® wielilebe. ke
Client Ke
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OpenvPMNE
O penWPMNE Enable:
Configuration Method: |Mar1ua| Configuration ~ |
Upload Configuration File

OpenVWFMNE Server Protocol | U -

QpenVPMNE Device mode : |De‘-.-'TUN -

OpenVYPFMNE Use Compression:

Allo Neak 55L Ciphers [+ ]

QpenVPMNE Encryption |BF-CEC[B|GI.I\-T_IS|'I} -

Algarithm:

OpenVWPFMNE CA Cert: |Ch|:|::nse File to Upload -|

OpenWPMNE Client Cert: |Ch|:|:35e File to Upload -|

DpenVWPMNE Client Key: |Ch|:|:35e File to Upload i|

Fi gréde OpenEfVePaN ure on the UCM6200

$$.3 3AOOETI CO
DDNS setting all ows62wWe0ea Homacnesam&CMnstead of | P add:]
The UCM supports DDNS service from the following DDNS |
f dydns. org
f noip.com
T freedns. afrai org
T zoneedit.com
1 oray.net
Hereniexampbbeng nbop. DOMS.
1. Register domai npirmv.DdMNSe seae vi @260t echdes WCoM have public

V- S
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Hostname Information

Hostname: haograndstream.ddns.net 2]
Host Type: @ DNS Host(A) © DNS Host (Round Robin) © DNS Alias (CNAME) 2]

© Port 80 Redirect © Web Redirect
IP Address: 1.234 Last Update: 2015-01-07 17:29:20 PST L7
Assign to Group: - No Group - E|r-'i? Configure Groups @
Enable Wildcarg:  "Vildcards are a Plus / Enhanced feature. Upgrade MNow! 2]
Advanced Records: TXT, SPF, and SRV recards and the use of some special clients are Plus / Enhanced features. @&

Lpgrade now to use them.

Fi gw®r5®@egi ster Domain Name on noip.com

2. OnWeb B8y stem SANe¢t wmgrsk {HODNISn gSet enhabhbe DDNSanger vi
configure username, p.assword and host name

UCM6202

DDNS Settings

sion / Trunk

DDNE Server: na-ip.com e
- Call Features
Enable DDMS:
* Username: user_na_|P
L._C'i System Settings
# Password: | sesasssssisaes
* Host Mame: MyGSPEX.ddns.net

Fi gwr6&JCN 2000DNS Setting
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3. Now you damaubsenamel Pnattdandsseftbec&€0Mecht Gl

& c ‘ID https:/,"MyGSPBX.ddns.net:S089/system-status/dashboardI |
> UCM6202 Apply Changes | | Setup Wizard |
Equipment Capacity Resource Usage 0
(¢\ System Status
Configuration Partition Data Partition CPU Usage
Dashboard = ¢
Memory Usage
12% O verory Use CPU Usage
oy o)
" 10% 1 A)

N

Memory
2%
Usage
@ Space 116MB/izavs @ Space 96MB/2232ve - g‘o
@ Inode 2577/12200 @ Inode 2600/153216 Os 10s 20s 30s 40s 50s 60s 11 A)
1009 Toma
PBX Status Interface Status Trunks
System UpTime 2017-05-02 11:25:55 Use O 0
Active Calls 0 SD Card Total
Extensions 0/3
e LAN T
Conference Rooms 0/0
= WAN m

Fi gRriddsi ng Dbemménto Conné6260to UCM

3AAOOEOU 3AOOET ¢O

The WBQCNPX ovi defsi utswalstosécgurayi ons to prevent c@&2Q@&i n
system. Users could configure to all ow, resgagdtiwcrti toyr arr
bandwi dth pur o0&l sd hpr 4 ¥Mdes Fail 2ban feature for aut
I NVI TE and SUBSCRI BE. To confhiég@M 2 Q Of igro ®Vethd | BSy st teimn g s
Sett ABgesurity pSaegtet.i ngs

3 0OADAAAT OA

Und&keb @BSYysteeat SiABeurity ASetati mg dpeafgeenseuser s wi | | see
information:

f Current service information with port, process and ty
T Typical firewall settings.
T Custom firewall settings.
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The foll owing 4¢amhplee shwomwrsent servicé29€0atus running on

Tabl2 UERMORI r eyt dt i ¢ AEdienset Service

7777 Asterisk TCPIPv SIP

389 Sl apd TCPI Pv LDAP
2000 Asterisk TCPI Pv SCCP
22 Dropbear TCPI Pv SSH
80 LighthttfpfTCPI Pv HTTP

8089 Lighthttp TCPI Pv HTTPS

69 OpentftpcUDPI Pv TFTP

9090 Asterisk UDPI Pv SI P

6060 zero_conf UDPI Pv UCM20z0er o_config
5060 Asterisk UDPI Pv SI P

4569 Asterisk UDPI Pv SI P

5353 zero_conf UDPI Pv UCM20z0er o_config
37435 Sysl ogd UDPI Pv Sysl og

For typical firewall settings, users €8»2@0d configure t|
Tabl® Ty Fiaeaelwal l Settings
| f enabl ed, | CMP response wil/l not

Ping Defer ) . . '
setting is disabled. To enabl e or di
Enabl e

WANUCM6 200 nt er f ace.
Al'l ows the UCM6200 to handle excess
source and keep the web portal acces
only one of these options may be ent
T eth(O0O)LAN defends agaihetLANt 8Pk a:
SYMNI ood UCMED .
Defense Erq eth(1)WAN defends against attacks
UCMB® O .
SYN Fl ood Defense wil!/ ' i mit the amc
from one source to 10 packet sormetrh ste

wi || be discarded.
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Enable to pofeeatnh &itmgck to the dev
rdisabled. To enable or disable it,
(UCM6200i nt erface.

Pi rogfiDe at h
Def ense E

UndéCustom Firewall Settings", users could create new
through @200 UCMcreate new rule, click on "Create New RL

users to specify rule options.

RighttmekX€reatebNewomRulehlhere is a checkbokcli®eckodp,t i @il

rules wild.l be rejected except the firewall rules | iste
meets all the foltlhoewionpgt ircenq u"i Reejneecntt sRul es " wi | | be allo
T Action: "Accept"”
T Type "I n"
T Destination port is set to the system |l ogin port (e.c
T Protocol is not UDP
Create New Firewall Rule

# Fule Mame: Reject SSH_WAN

¥ Action: REIECT w

* Type: M v

# |nterface: VA i

* Service: 55H v

Fi gw®r8e Create New Firewall Rul e
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Tablé Firewall Rul e Settings
Rul e Name Specify the Firewall rul e name to i
Select the action for the Firewall t
. T ACCEPT
Acti on
1 REJECT
1T DROP
Select the traffic type.
T I N
Type I f selected, users wil/ need spec
(fOVWEM6 200f or the incoming traffic.
T OUT
Select the service type.
1 FTP
1 SSH
T Telnet
1 TFTP
Service U W
1 LDAP
T Custom
| f Cust omé | et ed, users will negar
Destination (I P and port) and Prot
Pl ease note if the source or the d
as "Anywhere".
Save the change and click oncdmfpipd yratbiuan olmy dlhieak ismud m
the upper right of the web page. The new rul e wild.l be
rul e name, action, protocol, type, source, destination
1 Cliocnr'—'to edit. the rul e
T Clic am del et.e the rule
$UT Al EA $AZEAT OA
Dynamic defense is <$2ppper.teldt ocnant hbed altkM i st hosts dynan
is set to Webu@B8lysu®det ANgswor k HBtatsimgSeddge .nglsf enabl e
traffic comi ®@ 0d0aaxrt oba hmoJiCtMor ed, which helps prevent m;:
force attacks to the dewitea. ahhle ulpldadi@lilistye w ahlrel HJeCAMe ir ¢ h
be displayed in the web page. Pl eas @ erf efnesre to@ t ti6o20s@ wInl ¢
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Dynamic De . .
Enabl e dlyenfaemmisce. The default setting
Enabl e
Bl acklist Configure the blacklist update ti me
I nterval 120.
. Configure the connection threshol d.
Connectior .
sme host reaches the threshol d, it
Threshol d ) )
setting iIis 100.
Al l owed | Ps and ports range, multipl
Dynamic DeFoOrT exampl e:
Whitelist 192.168.5.100
192.168.5.200 1500: 2000
Théeoll owing f iognufriegusrhacdcwsona ecxampl e | i ke this:
I f a host at | P address 192.168.5.7 initiates mbeege t
it owi | be added!|iactkd i SEM6 2
This host 192.168.5.7 wiol0l foe BIOOckedomyyst he UCM62
Since I P rangel912.21618.85 .52 0100 @ shasnt whniitteilatsets, modr e t har
to the UCM6200 within 1 minute, it owi || not be adde
connection WwWi2OI®.t he UCM
Dynamic Defense
Dynamic Defense Enable
# Periaclic Time Interval (mi. | 1
# Blacklist Update Interval (s., 5000
* Connection Threshold: 20
Dynamic Defense Whitelist 192.168.5.100-192.168.5.200
s
Fi gw®r9e Configure Dynamic Defense
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&AEIl ¢ AAT
Fail 2Ban feat 6R&Oromv itchees UCM r usi on
REGI STER, I NVITE and SUBSCRI BE.
widdtto forbid the host

detection and prevel

OMar RbBerenDoyatiZlo0lef e

for certain period as defined in
force attacks to the PBX system.

Security Settings

Static Defense Dynamic Defense Fail2ban SSH Access

Global Settings

Enable Fail2Ban:

* Banned Duration: 600

* Max Retry Duration: 600

* MaxRetry: 5

Fail2ban Whitelist: ®

Local Settings

Asterisk Service:
Listening port number: ’ 506(¢ UDP Port
* MaxRetry: ‘ 5

Login Attack Defense:

Listening port number: ’ 8089 TCP Port

* MaxRetry: ‘ 5

Fi gwBroe Fail 2ban Settings
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Table Fail 2Ban Settings
Gl obal Settings
Enable Fail2Ban. The default setting

Enable Fail Fail 2Ban" and "Asteri skt @iesrevi Ea®i"l 28Bra
authenticati ®€d0on the UCM

Configure the duration (in seconds) f
Banned Dur a ) , i
setti6h@. ilIsfo, stehetlmost will be al ways

Within this duration (in seconds), i

Max Retry Ddefined in "MaxRetry", the hosté6O0wi ||
Configure the number of authenticatio
the ihesbhanned. The 5default setting is
Configure | P address, Cl whimadKeiblr 2 Bd

Fail 2Ban Wh ban the host with matchi2n(gddddsees <&

Max Retry

into the | ist.
Local Settings
Enable Asterisk service for Fail 2Ban.

Asteri sk Se sure both "Enable Fail 2Ban" amhads'"eAdtae
for SIP aut hent i6@2®t0i on on the UCM

Listening P Confitghue el i stening port number for th

Number used for UDP and TCP, and port 5061 w
Configure the number of authenticatio
Max Ret ry the host is banned. The default sett
properly configured as it will overr.i
Enabl es defense against excessive | o0g

LogAnt ack D . : :
The default setting is disabl ed.

Listening P This is the Web GUI |l i stening poSystr
Number Sett AHg$Per APort The idef &ao8 9.
When the number of failed | ogin att

Max Retry
Max Retry number, that | P address wWwJII

Bl ackl i st

Bl alc &t Users wil | be able to view the | Ps th
4,3 3AAO0EOU

TLScaueity to specify minimum and maximum TLS versions
Pl ease | ogxweb UCMéerdf @g®yesttoem SA$Se¢ d¢uwmmgist y AFetSt Segar ity
By default, minimum TLS version is set TtLoSITI2S1. 1, and
Supported versions are 1.0, 1.1 and 1.2
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Security Settings

Static Defense Dynamic Defense FailZban TLS Security S5H Access
Maximum TLS Version: TL51.2 w
Minimum TLS Version: TLS1.1 v

FigwBrle TLS Security
33( ' AAAOGO

SSH switch now Wesh aaUdd | la®GDh.e ds@mb|l e amB5SHi aabéss dWerbect | y
GUbr LCD screen. Fopl wabe SSblgacneb€MaERA O O gWeebb oF Gyt setrefna ¢ e
Sett ABgesurity ASStHt iIAgRyssdef aul t , SSH access is disable
hi ghégyommended t o oanclcye sesn afbolre dSeSbHuggi ng pur pose.

Security Settings

Static Defense Dynamic Defense FailZban SSH Access

Enable 35H Access:

Fi gwBr2e SSH Access

, $10 3A00AO

The WVBQRNIDas an embeddd®dABEDRXRET for users tonmhoalBeinor
centralized manner.

T By default, the LDAP server hasPBXnPiRatedxt deopmb x s tlc

based on 6t2Nes &ICMext ensi ons already.
T Users could add new phPmeholbkokeirDNMtdedi feixdreemtal cont

ou=people,dc=pbx,dc=com".
T AI'l the phoneb®206GDAIPh stehev eUCMBa®e 'Rk =gpdme om" .

Term Explanation:

cn= Common Name
ou= Organization Uni't
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dc= Domain Component
These are all parts of the LDAP data | ntehraocv atnlgee LFDAFMnat
is filtered.

I f users have thepGonandsbnedmndDphohe UOMKRBvidilsredbcetwopr yon t
phone and can be used right away for users to access al
Additionally, users could manually configuneLDAP &£§PAPEel
t heCM200 1 f t6RONOIENMMuUIl t i pl e LDAP phonebooks created, in
could use "dc=pbx,dc=com" as Base DN t o 6RalWRARCserswert,o
use a specific phonebook Db=pHWdx,rdcexaompgl,e t"oouaspreopd et
Phonebook DN "ou=people,dc=pbx,dc=com " only.

UCM can also act as a LDAP clientantoalhie&k®Wnbeadephonebool
To access LDAP sseertvtearngé#éeld gdBEBOh ADhDAP Srer ve

, $10 3A00OAO #11 EECOOAOQEITT O

The following figure shows the defa®@2®0LDAP server conf

LDAP Server
LDAP Server Configurations LDAP Phonebook

* Base DN dc=pbx,dc=com
PBX DM: ou=phx ,dc=pbx,dc=com
Root DM: cn=admin ,dc=pbx,dc=com

* Root Password: Ty -

* Confirm Root Password: ssane et
LDAP Cert: server.crt [ |
LDAP Private Key: private.key |
LDAP CA Cert: SEMVer.Ca B

Fi gwBr3e LDAP Server Configurations
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The WBRQMLODAP server support s aonnolnyy)mobuys h daacfedelmslieste L( O AeBaade Isi e n t
nohave to configure username and password to access th
Passw¢o¢tdmi ted with 64 and Hh2raeharreac tfeorrs LrDeAsPp entatni avgeel nye)n t

where users wil/l need provide for authentication purpo:

The default phonebook 1|i st in this LDAP s rfver tchaen fbie
phonekboonder LDAP Phonebook.

PHONEBOOK DN OPTIONS

[22] ou=pbx de=phxdr=com @) [>)

Fi gwBrde Def ault LDAP Phonebook DN

Edit Phonebook: phx

AccountMumber % CallerlD Mame % Options

1000 John DOE

1001
1002
1002

1004

1003

Fi gwBr5e Def ault LDAP Phonebook Attributes

Users coul d use dotke ccadfigultthep larfidmWwt pbbonekbobk, i mmport
the LDAPassewevlielr as export phonebddl ffiomtt lpdoln2AP oke i d |
dn "ou=pbx,dc=pbx,dc=com" displayed osn itnhet hliBAPP BsXe r vlesre

add or del et e contacts directly. The contacWeb i nfc
GUAEXxt ensi oAEXtr em&kfiiornsst . The default LDAP phonebook wil
Page | 84

UCM6200 Series
e Ver si & . 11.70 .



GRANDSTREAM

CONNECTING T E WORLD

LDAP Server Configurations LDAP Phonebook

& Phonebook Download Configurations Ay Impert Phonebook 3 Export Selected Phonebook

Note: The first phonebock is for extensions in this PBX. The contacts cannot be added or deleted directly. To add or delete the contacts, please modify the accounts in “Extensions” page
first. To modify the read-only attributes, please edit the corresponding items in "Extension” page, and the phone book will be automatically updated when the change is saved and applied.
Users can add other phonebooks for external accounts. For those phonebooks, users can edit LDAP attributes and add or delete contacts directly.

] Phonebook DN # Options

[l ou=pbxde=pbx,dc=com Z

Fi gwBrée LDAP AleDARTrPhonebook

T Add new phonebook

A new sibling phonebook of the default PBX phonebook
Phonebook" section.

Add Phonebook ®

* Phoneboaok Prefix:

Phoneboaok DM

Coe [

Fi gwBr7fe Add LDAP Phonebook

Cmfigure the "Phonebook Prefix" first. The "Phonebook
configuring "Phonebook Prefix" as "people", the "Phonet
Once added, us@rtso ceadni ts etlheec tphonebook attribu)eselaadt co

to delete the phonebook.

Edit Phonebook: GSEMEA | Cancel |
AccountMumber # CallerD Name # Options
1002 1002 EA |
Fi gwBrs8e Edit LDAP Phonebook
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T I mpohonpboéokm your computer to LDAP server

Click on Al mport Phonebookd and a dialog will prompt a:

Import Phonebook X

Import Options

File: Choose file to upload ’

Fi gwBr9e | mport Phonebook

Te file to be i @BYr tved mnfuisvtemMbe-8Ualemncodi ng. Users can o
Not epad and sa8veenictodwiingh. UTF

Here i s howilaeskasiplleekee note AAccount Number 06 and fAPhol
Users could export a phoh®UIAFPKk pfhiolne bfoondmstlce i GMTf i r st
tetart with.

A B C D E F G H 1 J
1 |First Nam: Last Name Account Number  CallerlD Name Email Department Mobile Number  Home Number  Fax Phonebook DN
2 |John Doe 1001 1001 IT 1001000000 phonebook
3 |Jane Doe 1002 1002 Sales 1002000000 phonebook
4 |William Chung 1003 1003 Marketing 1003000000 phonebook
5 |Linda Kuo 1004 1004 Accounting 1004000000 phonebook
& |Steve Chang 1005 1005 Support 1005000000 others

Fi g Wir0e P h o n elBSd/o KWFiolrena t

The Phonebook DN field is the same fAPhonebook Prefixo e
phonebook. Therefore, i f t he wuserNoenftieerlsd ifipnh otnteeb 0GRS

phonebook DN fAou=phonebook, dc=pbx, dc=comd® 2Wih ¢ e bteha u€ 8"
file is imported.

I n the CSV file, users can specify differ emho npehboonoekb oN
already exi s620LODnAPt hPeh olhGM ook, the contacts in the CSV
phonebook. I f tHeepbmobbooktDRDAPCMhonebook, a new phoi
phonebook DN wil/ be created.
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Tk sample phonebook CSV file in above picture wi2l0I0 r es

LDAP Server

LDAP Server Configurations LDAP Phonebook

{8 Phonebook DownLoad Configurations N Import Phonebook 3 Export Selected Phonebook

Note: The first phonebook is for extensions in this PBX. The contacts cannot be added or deleted directly. To add or delete the contacts, please modify the accounts in "Extensions” page
first. To modify the read-cnly attributes, please edit the corresponding items in “Extension” page, and the phone book will be automatically updated when the change is saved and applied.
Users can add other phonebooks for external accounts. For those phonebooks, users can edit LDAP attributes and add or delete contacts directly.

[ Phonebook DN % Options
O ou=GSEMEA, de=pbrxdc=com E
D cu=others de=phx,de=com Lf ﬁ
D cu=phxdc=pbxdc=com E

Fi guwrile LDAP Phonebook After I mport

As the default LDAP phonebook with DN fAodepébkedcFmbx,l
phonebook section, users cannot 1Iimport contacts with P

T Export phonebook to youwr20cODbmpuservérom UCM
Select the checkbox for thlei dkKDA®nN piddbngedd ok GménmEo otkhdoe nt oc

sel ect ed plThhoen eebxopockr.t ed phonebook can be&€SwWsedF&Lsfoal exXéltoorr
the users to add more cont@&@260a8gainm.it and import to the

LDAP Server Configurations LDAP Phonebook

& Phonebook Download Configurations &) Import Phonebook [3 Export Selected Phonebook

Note: The first phonebook is for extensions in this PBX. The contacts cannot be added or deleted directly. To add or delete the contacts, please modify the accounts in “Extensions” page

first, To modify the read-only attributes, please edit the corresponding items in “Extension” page, and the phone book will be automatically updated when the change is saved and applied.
Users can add other phonebooks for external accounts. For those phonebooks, users can edit LDAP attributes and add or delete contacts directly.

Phonebook DN Options
o

ou=G5EMEA, de=phy,dc=com M ﬁ

Fi gur2e Expet edt LPAPONnebook
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, $'0 #1 EAT O #11 ZECOOAOQEITO

The configuration on LDAP client is wuseful when you us
how to configure the LDAP client on the UCM.

Assuming the remotfdcspbxedi,bamanfdingurse t he LDAP client

T LDAP SeEwtter a name for the remote LDAP server

T Server A#&#dtessthe | P address or domain name for ren

T Base dDNz=pbx,dc=com

T User naBmet:er usarunamentiifcati on is required. This fiel
can contain space.
Passwd&Emd:er password if authentication is required.
Fil Eaeter the filter. Ex: (] (Call erl DName=%) (Account
PorEnter the port number. Ex: 389

LDAP mMda Attt r Ebueest he name attributes for remote sel

=A =4 =4 -4 =4

LDAP Number Aetnttreirb uthees :number attri butes for remote
T ClientPrngotpecol of LDAP or LDAPS.

T LDAP ClientUpCAadelLtDAP client CA certi f ipcpaotret,e dT:h e cfrot

and . pem.

T LDAP Client W®pilwatde LOAY: client private key.

The following figure gives a sample configuration for |

Phonebook Download Configurations Cancel

CalleriDMame Email Department Firsthame La:

ient Type LDAP - =LDAP Number Attributes : AccountNumber MobileNumber HomeNumber
LDAP Client Private Key client.key |

Fi guwur3e LDAP Client Configurations

Toconfigure Grandstream I P phones as the LDAP clients f

T Server AGdHdepe$sP: address or dom®dOn name of t he UCM®6
1T Base dDN=pbx,dc=com

T UsernaPheccase | eave this field empty
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T Passwdrickiase | kiagledtadmpty
T LDAP Name ACalli dultE@Name Emai l Department First Name
T LDAP Number AttcoubuNember Mobil eNumber HomeNumber F
T LDAP Number( AEiclotueat Number = %)
T LDAP Name(ERlteri DName=%)
T LDAP Displ é&AxcMame Numbel DRBame
T LDAP Verdi exi sted, please select LDAP Version 3
T Por38o9
The following figure shows the configuration informati

LDAP server agdFicgaBm3keiLiDWPe Herivnier CConfigurations

P S

UCM6200 Series
Ver si & . 11.70 .
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LDAP
LDAP protocol
Server Address 192.168.40.134
Fort 389
Base dc=pbx,dc=com
User Name
Fassword
LDAP Number Filter (AccountNumber=2)
LDAP Name Filter (CallerIDName="%)
LDAR Version O version 2 ® Version 3
LDAP Name Attributes CallerIDMName
LDAP Number Attributes AccountMumber
LDAP Display Name AccountNumber CallerIDNal
Max. Hits 50
Search Timeout 30
Sort Results ® No ) Yes
LDAR Lookup Incoming Calls ¥ Qutgoing Calls
Lookup Display Name
v [ saveand ooy | el

Fi gurde GXP2170 LDAP Phonebook Configuration
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The current system time on
Status

To configure t he UCM6200

Sett AAgsToi mépdat.ing

« ODRANDSTREAM

CONNECTING TAE WORLD

tWeb UBBIB20Btmzada bleb A®MBKd un
t o upWabe B8ymé Smut Amgme c al |

The confi gurWethi o& Sk tutnidieggme SeAAuitiog sfépdatpaxgge require re
take effect. Pl ease consider configuring auto time upd
the first time to avoid service interr.upt after instal
Tabl?® Time Auto Updating

Specify the URL or I P addr §E€EM6 D0 (
Remote NTP Servsynchroni ze t he dat e and ti me.

ntp.ipvideotal k. com.

| f set t o " Yesc'angettheprWwOGM6s2i0oOned f
Enabl e DHCP Opt DHCP Option 2 in the | ocal serve

"Yes"

| f set to " Yesc'agettheprWw@Meagd bhed f
Enabl e DHCP Opt DHCP Option 42 in the | ocal ser ve

manually configured NTP Server. T

Select the proper time zone opbro

ti me accordingly.
Ti me Zone

I f Dedlined Tome Zone" is selecte

par amet er-Befiinnéd&eTifme Zone" field

I f ‘Dedlifned Ti me Zone" i s senl,ecuse«

need define their own time zone f
SedDfef i ned Ti me The synsttadx oifsf:set dst [offset], st

Default is set to: MTZ+6MDT+5, M4.
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MTZ+6 MDT + 5

This indicates a time zone wvaihteha d6
which is U.S central ti me. I f it

the Prime Meridian (A. K. A: I ntern
negat)i,vet {e | ocal time zone is ea:

M4. 1.0, M11.1.0

The 1st imumkkert es Mont h: 1,2, 3. .,
The 2nd number indicates the nth
3rd Tuesdayé). Normally 1, 2, 3,
iteration of the weekday.

The 3rd numbeeekidnadyi:c alt,els, 2w . . , 6 (
, Sat) .

Therefore, this example is the DS
April to the 1st Sunday of Novemb

3A0 4EIi A - AT BAT T U

To manually set t he ti midebonB@3hpset BlLBQMEAZRDgASe o AB®N g I i me
Manual IThe for MDD sSHIMY®Y.

Time Settings

Auto Time Updating Set Time Manually MNTP Server Office Time Holiday

Fi guwurs5e Set Ti me Manually

Manually setup time will take effect i mWeldi GQUIlsfey sa fwoai c
like to reboot the UCM6200 and keep t he "rRemopalel yNTPe tStepr
"Enabl e DHCP Opti on 2" and OEnhiabhe WD &3 ©Optt ADipmed 2"
Sett AAgsToi mépdatpage are unchecked or set to empty. Ot he
this page will take effect after reboot.
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40 3A00AO

The UCM6200 caamN® wveedeasfor the NTP clients to synchr
UCM6200 as the NTP server, set "WehbBB8yBTBmseATEmME t o
Sett ANGB Ser vlnrcht hent side, point the NTP server addr es
name ttoheas@CM6200 as the NTP server.

| FEEAA 4EI A

On the UCM6200, the systerfofddmienitsivtmextho rc amanb ed eufsiende t «
condition for extension call forwardobn§i gahedgod &ecbrdt i |

GUASYystem SATitmergSeAQfifnigcsee TAdImé&C ke athe New "@fof iccree aTtiemea n
ti me
Create New Office Time m
n Status
sion / Trunk
Tirne: ‘ae:ﬂa c ‘ -| 1700 © |
%, Call Features
Week: \:| Sun Mon Tue
Wed Thu Fri
System Settings ] sat
Show Advanced Options:
Manth: \:| lan |:\ Fel |:| Mar
\:| Apr |:\ ay |:| Jun
\:| Jul |:\ Aug |:| Sept
] oct [ Maw ] Bec
Diay: \:| 1 |:‘ = |:| E
4 [Js []e
I (R (3
Time Settings - . -
L] n [z
nail Settings [RE []e (R
/7~ Maintenance L mRY e
[ ]2 ]2
B cor 2 ]2 2
a2 [Je6 27
[]a8 [J29 30
[]#
Fi gurée Create New Office Ti me
Tabl®& Create New Office Ti me
Start Ti me Configure the start time for offi
End Ti me Configure the end time for office
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We e k Sel ecwor khdiany sone week.
Check this option to show advanc
Show Advanced ( i
speciMoynt h" and " Day" bel ow.
Mont h Select the months for office time
Day Sel ecwor lhdany sone mont h.
Sel &8tart TiTmene," "aBrndt he day for the "Week" for the off
define month and day of the month as advanced options.
for the office time to t askteedefifrectthe Tvheeb ogdg e ead itntee wiiil
Time Settings m | Cancel |
Auto Time Updating Set Time Manually NTP Server Office Time Haoliday
Index Time Week % Maonth = Day # Options
1 08:00-17:00 Mon Tue Wed Thu Fri Default Cefault Lf -ﬁ
Fi gurie SetATinnges SeAQfifnigcse Ti me
1 CIicEjbn edit the office ti me.
1 Clicm bo delete the office ti me.
T Clicbedmrte Sel ect'etdo Offefliectee Tmuretsi pl e sel ected office
(T1T EAAU
On the UCM6200, the syst €nhoadndianyi"s,t rwahti ocrh ccaann dbeef iunsee d t
for extension call forwarding sccomeduwlue gaondbebbi ndBaBw & de mu | e
Sett AMgme SeAHolnigdsagl i"€Cke athe NeW oHoclriedaatye hol i day ti me.
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> UCM6202

Create New Holiday

* MName: Labor Day
Haliday Memo: MNational Labor day - (office close;\).l
A

Ianth: Jan Felz Mar Apr May
Jun Jul Aug ept Oct
Mo Dec

Day: 1 2 3 4 5
6 7 ] ] I
11 12 1 14 ]
16 1 18 19 2
21 22 2 24 25
26 2 28 29 Ell

Show Advanced Options:

Fgur4de8 Create New Holiday

Tabl® Create New Holiday

Na me Specify the holiday name to ident
Hol i day Memo Create a note for the holiday.
VA Select the year of the Holiday.
Not@sers can now configure holida"
Mont h Select the month for the holiday.
Day Select the day for the holiday.

Check this option to show advance
Show Advanced ( ) .
the days as hedk dbagyl aw. one w

We e k Select the days as holiday in one

Enter HdNlaimedy and "Holiday Memo" for the new holiday.

admi ni strator can also define days in one"®%ee&" aanadv]
"Apply Change" for the holiday to take effect. The hol
bel ow.
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Time Settings m | Cancel
Auto Time Updating Set Time Manually MNTP Server Office Time Holiday
Mame Week = Maonth % Day Holiday Memo % Options
Labor Day Default May 1 Mational Labaor day - (cffice closed). Z ﬁ
Green_March_Memo Default Mow 4] Memorial for the gresn march Z ﬁ

Fi guwr9e SetATinmes SeAHoilnigdsay

i Clicgmm edit the holiday.

=

T Clic am delete the holiday.

T Clicihbedmrte Selecteddeélloeti damsl ti ple selected holidays

For more details on how to use office time and holiday,
http:// www. grandstr eam.ocuornt/essi/toefsf/idceef atuilnie/ fainlde sh/oReisday o

%i AEAOOET CO

%i AEI OAOOEI CO

The Emai l applic@&a20dann obne tuhsee dUGM send out alleEmai leven
Voi cemai |l -TleKkmia el iehiel confi guration par ameWebhr s@hant ebne a
Sett ABmai | SAEmaingsSettings

Tab2@ EmailgsSettin

Enabl e or di sable TLS during tr
TLS Enabl e

anot$MTP server. The default sett

Select Email type.

T MTAMai l Transfer Agent . The E
configured domain. When MTA i s
up SMTP server for it or no u!

Type : .
Emails sent from MTA might be

SMTP eerv
T Clieuhbhmidt Emails to the SMTP
requiameld users need | ogin with
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) Specify the domain name to be u
Domai n

"MTA" .
Server Specify the SMTP set@lkiremh®tn usi
Username is required when iugihmg E

User name
addr ess.

Password to |login for the above
Password ) .
when using type "Client"
Enabl e oEMRi Falxl d eat ur e.
| f enabl ed, the UCM will monito
provildear nfama®ads §wWwor df or emai |l s
"SendFax Mai lomrngXx Xo X
Enabl e -tEdmax | Subj eatmpBSiendFax Mai Or T@20200
The UCM will extract the attachm
t h¥XXxtensi omfhkby af aachment mu st
for mat .
NotEhis field wild.l appear when u
Ema-t B a x : :
. . Enabl es the Email to fax .BlackI i:
Bl ackMWhst el i st
i Specify the Email subject for mat
Ema-t BFax Subjec . .
eitBendFaxMai'l &XXXWXth XXX the
Specify the Emai/l address bl adki
I nteBhatkl i st/ feature prevents faxing from uj
internal l'ist includes only cont
Specify the Email addr e-bechl acTkhhi

featur e prevents faxing from uj
Ext eBnhnalckl i st/ external I-i ¢ ali scdmtr aaton

Not Mul ti pl e addresses can be se

XXX YYY

Configure the POP/ POP3 server ad
POP/ POP3 Serve )
Example: pop.gmail.com

Configure the POP/ POR3 coafvgur'rgad
POP/ POP3 Serve
Example: 995

Di spl ay Name Specify the display name in the
Specify the sender's Email addr e
Sender
For exampl e: pbx @exampl e. mycompa

The following $§agplte EhawlH hse2ll@Mogsumi ng t hda9IRBRmdi6lI8. i6s 2
ags he SMTP server.
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Email Settings

Email Settings Email Template Email Send Log
TLS Enable:

Type: ‘ Client v

Email Template Sending ‘ HTML v .

Format: - |

* SMTP Server: ‘ 192.168.6.202:587 |

* Enable SASL Authentication :

* Username: admin5Smtp |
* Password : PTTTTTI I I I Q |
Enable Email-to-Fax:
Email-to-Fax ‘ Disable v
BlacklistWhitelist: -
Email-to-Fax Subject ‘ 2K v

Format:

# POP/POP3 Server Address: ‘ 192.168.6.202 |

# POP/POP3 Server Port: ‘ 1= |
* Display Name: ‘ Branch_PBX |
* Sender: ‘ Branch1@domain.lecal |
Test
Fi glbroe UCM6200 Email Settings
Once the configuration is finished, click on tdestEmal:/f

to verify the Emai6l200etti ngs on the UCM

Page | 98
UCM6200 Seri e

S
e Ver si & . 11.70 .



%]

AE1 4A1 DI

The Emai

| templates on the
accessWdbvid8ett ABmai |

A

O0A O

UCM6200 ca
SAEmainigsTempl at es

GRANDSTREAM
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n be used

=

f

WORLD

or e ma

Email Settings

Email Settings Email Template

TYPE

Alert Events

FMS

Emergency Calls
Extension

Fax

Video Conference
Conference Report
Call Queue Statistics
Fax Sending

CDR

Missed Calls
Voicemai

User Password

Conference Schedule

Email Send Log

F, Upload Template Images ¢ Reset All Template Images

NAME

alert_template himl

pms_template.ntm

emergency_template.htmnl|

account_template html

fax_template.html

mem_template.html

conferencereport_template.html

callqueuestatistics_template.html

sendfax_template.html|

cdr_template.htmi

missedcall_template.html

woicemail_template.html

password_template.ntm

conference_template.html

TIME

2079114

2018-11

201911

2019411

2018-11

2018-11

2018-11

2019411

2018-11

2019-11-

20194114

2019-11-

14 15:20:52 UTC-05:00

-1415:20:52 UTC-05:00

-1415:20:52 UTC-05:00

-1415:20:52 UTC-05:00

-1415:20:52 UTC-05:00

1-1415:20:52 UTC-05:00

1-1415:20:52 UTC-05:00

-1415:20:52 UTC-05:00

-1415:20:52 UTC-05:00

-1415:20:52 UTC-05:00

-1415:20:52 UTC-05:00

1415:20:52 UTC-05:00

14 15:20:52 UTC-05:00

14 15:20:52 UTC-05:00

OPTIONS

3

EREERERERERERERGE-RERERIE R

oy

To

conf i

gur e

t

he

Fi gwbrie Emai |

Upload template pictures
Press > > 3 - t
Pre ¢, Reset all template pictures t o

upl oad

reset al |

pi

emZbuttempuader

Templ at es

ctures

emai |

to be used

templ at es

t

(o]

on en

def a

Olpdt ¢ dodnitsth etohl eu mine, mpalna t e

UCM6200

Ver si

Seri e
@m0 . 11.7

s
0.
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Edit Email Template: Conference Schedule

* Subject: . S{CNF_ACTION}:Conferance Schedules${CNF_THEME}@${CNF_STARTTIME} - ${CNF_ENDTIME} UTCS{CNF_ZOME} |

* Message in Text Format:
This is the information of the schedule conference which you will attendee.

Topic:
S{CNFR_TOPIC}

Description:
S{CNFR_DESCRIPTION}

Schedule Time:
B Pl N Tt IR Y PR T =4 N1

Restore Default Template

Message in HTML Format: BI U#sxX %7 A-w-i=i=a | BE -| S& -| 16z - =

[l
(1
e
%5
=)

${HELLO}
${CNFR_MSGE]

Conference Schedule Details
This is the information of the schedule conference which you will

attendee.
Topic:
${CNFR_TOPIC}

Description:

${CNFR_DESCRIPTION}

Restore Default Template 51 Upload

Fi gwbr2e Conference Schedul e Templ ate

- Users have the ability to p.ew mail sample by cl

- oClioc MEEEREENNENIEES i n order to restore the default ema

- Fmally, usertcdplcd<ad)na custom picture to the e

own |l ogo in the sent mails for exampl e
wi AET 3ATA ,icC
Under WLV B8y st em SBEmainlgsSAEmMainigs Sendusteorgs coul d searc
chewhet her the Email is sent out successfully or not
message it ibBenBmasent out successfully.
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Email Settings

Email Settings Email Template Email Send Log

Email Send Log
Ed Show All Logs 10 Delete All Logs

250 M sents
501 4

535
350

sending frequency or try again the next

de even if they are sent successfully.

t *Domain” is configured t

Fi gwbrde Email Send | og
Tab2® Email Log
Field Description
Start Ti me Enter the start time for filter
End Ti me Enter the end time for filter
Receivers Enter the email recipient, while

separate then with comma and no s

Send Resul t Ent ersttaheus of the send result to

Return Code Enter the email code to filter wi

Emai | Send Mo Sel ect the email modul cer appwhfiisltt, e
contai ns:

Al'l Modul es

Extension

=

Voi cemali

Conference Schedul e
Emergency call s

Video conference Schedul e
User Password

Al ert Events

CDR

=A =4 =4 -4 -4 -4 -8 -1
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T Fax
T Fax sending
f Call Queue Statistics
f Conference Reports
T PMS
T Test
T Missed call s
Emai | l ogs wi |l b & hfethmavinl oSe rod tlt ognd odage, as shown on t
Email Generated T Email Send Modul Last Send Add
mal . enerate mat sen oy Receivers ¢ Last Send Time % 2ELIED ress Send Result Return Code % Options
ime ¥ e ¥ 5
2017-05-03 03:43:16 Test mbaomar@grandstr o 2 guzg  TmPomar@grandstre sent 250 4
eam.com am.com
2017-05-03 03:43:10 Test mbaomar@grandstr o o2 pguzgy  Mpeomar@grandstee sent 250 B4
2am.com am.com
Fi g brde Emai | Logs

40 3AO00AO

The WBCQMxan be asNeldP asserver for the NTP clients to synchr
UCM2xaxs t he NTP server, set AEnabl e MBRsstemv SREitihhegsdyY
Sett ANgRB Servlenr the client side, point @k&PNAd@BdsesBseDTr :
name t o us@xashet WeCMNTP server.

2AAT OAET ¢cO 301 OACA
The WBCQMxpports call recordings automatically or manual
storage pl uggee2dk xi Tho tnhaen alyEM t hragecou e mg 6Rdke g oBBB XUCM

Sett ARgsordingsp&gerage select whether to store the re
l ocally omxtxhe UCM
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Recordings Storage

Fi gbrs5e PBX SARéc¢wommgadi ngs Storage

| fEnfabl e Auto ICéhasgkected, the recording files wildl b
Di sk or SD card pé6baggeti botbh UBB DCMk and SD card are
wi || be always saved in the USB Disk.

| Lofldca i s selected, the rec6efdikngesr nwaill Is thoer asgteor ed i n LU
| USB D s&kD &arids selected, the recordings will be stol

storage devi ce. Pl ease note the beptdicemd afyé3IB ohil yk d fan
into t&2xXYCM

OncieUSB Disko or ASD Cardo is selected, click on fAOKC¢
|l ocal files to the external storage device
Change success to USE. Do you want to copy the loca
es o the USB?
Fi gbrée RecorSdiomgasge Prompt I nformation
Click on AOKO to continue. The users wil/ be prompte

be copied over.
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Edit Please select the files that you want to copy.:

It may take some time to copy files completely.
Recording Files:
Conferznce:
Cusue :
All:

Fi gwbrfe Recording Storage Category

On the62XCOxMr ecor di ngge nfeirlagd e darmaend exi st in 3 categorie
conference recording files, and call gueue recording
select the categories to copy the files to the exterr
T Recordi mgopbPyl €eve normal recording files to the exte
T Conferi:enoepy the conference recording files to the
T QueueCopy the call queue recording files to the ext
T Alll Copy all recording files to the external device.
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02/6)3)/.)."

| OAOOEA x
Grandstream SIP Devices can be configured via Web inf
TFTP/ HTTP/ HTTPS downl oad. Al Grandstream SI P devices

file and XMLrfaoli mat f¢ 6 @Dpordolve deGM a Pl ug and Prayi meéomamn
Grandstream SlzPrdewvfiiicgmapameanby generating XML config f
download it within LAN area.alTlhatsi @an |l wiwtsh us&ses dmd fsthars

in a managed way.

To provision a phone, three steps are involved, i . e..,
explains how Zero Con6f2i0g0 Whoe ks e totniemighse rafddoC M et hd cscWhksts ed v
GUAVal-added FeAZtewroesConfig

#1 1 EECOOAOGEIT T | OAEEOAAOOOA A1 O w1 A 0T ET O $AOE.

Started from firmware version 1.0.7.10, the end point
following threiety afyreom twhe hl pweé otr t o the highest:

T Gl obal
This is the | owest | ayer. Users can configure the mos
devices during provisioning via Zero config.

T Model
In this | ayer moulssdprescicdfamn deftiimens for the configurati

1T Device
This is the highest | ayespetleers ophi connffgur éhdexio
device here.

Each | ayer also has its own stfuguue@behddi &f esehbdrl en
explained [GhobalktcomlsMgdeht conflag@eaitdi @nConfl.gurati on
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Device Layer Special Settings
Advanced Settings

Basic Settings

Model Templates

Default Model Templates

Global Templates

Global Layer

Global Policy

Fi gwbr8e Zero Config Configuration Architecture for End |

The configuration options in model | aoybearl a nady edresv iacler elaa
options in gl obal |l ayer is a subset of the options 1in
l ayers with different values, the highest | ayér thal us e\
selects English for Language setting in GIlobal Policy
Templ at e, the |l anguage setting on the device to be pr.
priority than gdpomalf ilgayert.i ofhos siunm hi gher | ayer will al
for the same options/fields in the | ower | ayer when pr.
After underztmmditmgfi ger ati on architectur e, aperensofib

end point devices to be2 @iyo vgiosiinogn etdh rboyu gthh et heCM hr ee | &
architecture allows users to set up and manage the Gra

centralized way.

I O®@IOT OEOETTEI ¢ 3AO00ET ¢O

By default, the Zero Configé6feéfadrur eutic Eravelecidoadimagdb
autpg ovi sgonare used.
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/

SIP End Device

K UCM6200

i Boot up
Discover Device &=

Assign Extension
to Device

Create XML

Config File A

Send Downloading
URL to Device

Download
Config File

.

A 4

Reboot, Get )

[ Provisioned |
& <

Fi gwbr9e UERO0ZOer o Config

T SI'P SUBSCRI BE
When the phomne¢ bBeotds wpt SUBSCRIBE to a multi62alo | P
di scovers it and then sends a NOTIFY wit Hhl hteh ep hXMle ownd
then use the path to downl oad @ 2h@0Ondo nhaek gn étw | ceo mgfeingeu raa
T DHCP OPTI ON 66
Route mode need to be.Whetn ttdheu pehsotnfeby ebefmaulr e DHCP (
turne,d iotn) wo utDHGCGBIISCOVIERq u e sTthe 6 20@rMcei ves it and r e
OFFER widdnftihge ser veOptpiaahm &RL fions: /éXNOBplls,8. Bt P 8089
phowel | tthlegatuhset o downl oad the con62@0file generated
T mDNS
When the phone bowtt smhNS guersyentde et the TIBP2BWISlelr ve
respond with its own address. The phone will then ser
t heCNM200
To start the auto pr odMeibs iBVmil ra derdo defpdeu raers@etriefriog Conf i g
Sett jfnigtslhei mut o provision information.
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Zero Config

Zero Config Global Policy Global Templates Model Templates Model Update Zero Config Settings

Basic Settings

Enakle Zero Config:

Enakle Automatic C::unfigura...!:

Extension Assignment

Auto provision automatically provides an extension to the device.
There are two methods of auto provision: SIP SUBSCRIBE and DHCP Option 66.

For example, when the device boots up, it will send SIP SUBSCRIBE multicast in the LAN. The PBX will find it, create an account and return a URL of the config file fi

device to download.
Auto Assign Extension: |:|
Zero Cenfig Extension Segm.. 3000 - 6299 Zero Config Extension Segment
Enakle Pick Extension: |:|

Pick Extension Segment: 4000 - 4909 Pick Extensicn Segment

Pick Extension Periad -1h::uu.'}...! |

Network Settings

Subnet Whitelist: ‘ 10,11 .0.-"24|

Save

Fi gwroe Auto Provision Settings
Tab22 Auto Provision Settings

Enable or zZdemabfegthee on the PBX
Enable Zero Cor .
i enab.l ed

By default, t hdiiss aibsl ed,lsBasbvl éecde. bhloflo

UCM200i | I ntolhe s®InkPt e viRLe t o downl
and ther 8f #eei tbdewblult omati bally p
. ucM200

Enabl e Aut omat.

Configuration /
Not e:
Whedi sabl el¢é¢ vsS&®the | pr oviys inbameuda | b
NOTI FYom t 6 OWMICiMc h  wi | | incluidleeftd

the SIP device to downl oad

. | f enabl ed, when the device i s d
Aut omati cal ly / . . . .

. assign an extension within the re&
Extensi on

Segment" to the demgces dhealkétdu
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Segment
def
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ck on the Iink "Zero Config Ext
ge to be assigned if " Automat:i
ault r ayEDeirso 50000n0F i g Ext egsi oa

i neWebi n@BBBXSett AGgser al
Prefelf Adote

86éenhel
Peotvienon

I f enabled, the extension | ist wi
. t he derveigcuee'sst . This feature is for
Enabl e Pick Ext ) ) . .
selecting extension to be provisi:
is disabl ed.
Click on the |Iink "Pick Extension
beest to the device. The dRifakl EXx
Pick Extension Segment range caWebbhedBERXSenedGegnel
Sett AGgeer phgddExt ensi on Preferenc
Extensions"
. . Specify thenimuwumeesr tof all ow the pt
Pick Extensi on . .
pick extensions.
This feature allows the UCM to pr¢
than UCM net wor k.
EnteubelkP addresses twi taH il roswt ddeesbds
proivimedsymh &ixPP><C| DR>
Subnet Whitelis<sExampl es
10.0.0.1/ 8
192.168.6.0/ 24
Not ®nly private | P ranges (10.0.(
supported.
Pl ease make sure an extension is manually EBzssegsedn'to
enabled during provisioning. BAR2O0Weab t@lelclciomK i gnr &a8awve" C
Changes" Once the phone boots up a;d) Qi t lewitlhle tdhlke f i g
right away.
$EOAT OAOU

Grandstream

endpoints

are autobsat¢i € aatloma mlu aslclow ed iedc avf d 1

by specifying the | P address or scanni nsguptphoer teendt itroe sLc
devices.
T PI NG
T ARP
T SI'P Messdagé€&Y])NO
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Click on "AuhdW®dh s@UWlwlemdded FeAZtewroe LAOMefriog Co nffiilgl i n t h
Met hod" and "Scan | P". The | P address segment wil/l be
detected ol200G e fUGM esrcsanndehce entire net wor k segment ,
192.168.40.255) instead of a specific I P address. Then
same network. To successfully discover dt hoen deltvd QMBCEHN " Z
GUAVal-added FeAZteurroe sChAUtiog Provisioning Settings

Auto Discover x

The PBX can automatically discover the new devices by ARP or PING, It can scan the
entire network segment or a single IP address,
PEX LAN/LANT Address: 192.168.2.1
Metwork Segment: 192,168.2,0 - 192,168.2,255
Broadcast IP: 192.168.2.255
Scan Method: SIP-Message i
Scan IP: 192,168.6.127
Cancel m

Fi gwrie Aut o Discover

The following figure shows a | ist of di scoveraesds ipghnoende)s,
Ver si on, Vendor , Model , Connection Status, Create Con
Device WebGUI) are displayed in the |ist.

Aut o Discover can also search for devices | odbaet eaddderd ¢

und2ero Config SettingdsSHheSunen dtodWhil tl @elwiedt t o auto disco
UCMés -BePRsalgieke shown bel ow.
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Auto Discowver

entire network segment or a single IP address.

PBEX LAMSLAMN 192.168.2

Address

MNebtwork Segment: 192.168.2.0 - 192.168.2.255

Broadcast IP 192.168.2.255

Scan Method: SIP-Message i

Subnet Whitelist: 192.168.5.0/24 -

Scan IP: : : 103

Fi gwr2e Aut o Discover other subnets

] MAC Address & IP Address ¢ Extension Version & Vendaor ¢ Model ¢ Create Config Optians
[ OO0BEZSCRIZE 1921682104 - 104817 GRAMDSTREAM GXP2160 B Ta 0]
O 000BE2836616 1921686175 - 10414 GRAMDSTREAM GXP2160 (EA - ®
OJ 000BE2866015 1921682101 - 104811 GRAMDSTREAM GXP2170 A Y ®
[ D00BEZAZ06DE 1921686241 - 10.8.50 GRAMDSTREAM GXP2160 B Ta 0]
O 000BE27 SCREE 1921686137 - 10.8.50 GRAMDSTREAM GXP2130 (EA - ®

Fi gwrde Di scovered Devices
51 1T AAET ¢C $AOEAAO , EOQO
Besi des -itrhedibsuddwery met hod on the UCM, users could pre

it by clicki Dbl b ua fttoemr which a succed sbenedsissapglea y

Users need to make sure that the CSV file respects t he
entered information is correct (validanh® &@adcddreexd s)t,i ngl i
ot herwise thdjeedJiICMt weé | fii re and the operation will fail
A | B | C | b | E |
1 |mac model  ip version  account
| 000bB82ec21as GXP1630 192.168.2.103 1.0.3.132 5555
:U{H:rbEZS::EBE? GXP2160 192.168.5.108 1.0.9.135 5351

Fi gwrde Devi cCeSM ifsitl e sampl e
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-AT ACET ¢ AEOAIT OAOAA AAOGEAAO
T SortiPrgeshsorVto sort per MAC Addr ess, I P Address, \
Config columns from | olwewe esop ehcitgihveerl yor hi gher to
Filter: | Al h
1 Fil Setect . .0 to display corresponding r
A All Display al/l di scovered devices.
A Scan ResDhtspdnly manually ®discovergd devices. [
A 1P Addr&ng er devi SealrBlhanhdnpress
A MAC AddreBmrster devi ceSevbArGcudn @ npr es s
A ModeHnter a model 8 a melcuatntBxm.mpbe: GXP2130.
Zero Config
Zero Config Glokal Policy Glebal Templates IModel Templates Medel Update Zero Config Settings
Filter: | Al v
-] MAC Address ¢+ IP Address = Extension  Version % Vendor % Model +  Create Config + Options
000B325CH927 192.168.6.160 - 10932 GRANDSTREAM  GXP2160 - I'_.f ﬁ] @D @
D 000BB26B1A63 192.168.6.65 - 1.0.3.186 GRANDSTREAM  GXV3240 - Z ﬁ @ @
D 000B8273C557 152.168.6.203 - 1.09.32 GRANDSTREAM  GXP2130 - Z ﬁ @ @
D 00DB&282135B 192.168.6,109 - 1.0.3.186 GRANDSTREAM  GXV3275 - IZ ﬁ oY @
D 000BB2336615 192.168.6.191 - 1.09.26 GRANDSTREAM  GXP2160 - Z ﬁ] oD @
D 000BB2866018 192.168.6.16 - 1.09.49 GRANDSTREAM  GXP2170 - Z ﬁ @ @
Fi gwlr5e Managing Discovered Devices
From the main menu of zero config, users can perform t|
i Clicin order to acvcersys menu h#&Bidsdsasverc toino n .
Create New Device . .
1T CI c_to add a new device to zero config da:
. Delete Selected Devices -
i Cl|cto del ete seffreamzeiit@aeldiagabase.
. Modify Selected Devices . .
i CI|cto modi fy selected devices.
. Update Selected Devices . .
i CI|cto batch update a |ist of devices,
NOTI FY message to all selected devices in order to
9 clic NEEEEEEENEEEN t 0 reboot selected devices (the sel

provisioned wit h eexptheomsei omid Isiarucdehetnt i cate the ser v
command) .
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g clic WEaiEEEE t 0 clear all devices configurations.
9 ci i c REEEEIEEEN t 0 upload CSV file containing list o
i Clicto copy configuration from one device

easily replace devices and note that this. feature w
All these operations wil/ be detailed on the next sect |
"1 1T AAT AT 1T ZECOOAOQET I
1T AAIE ARJI
Gl obal configuration wil!/ apply to all the connected Gr
UCMBOAOo matter what the Grandstream device model it is.

T Web @&WVhl-added FeAaZteuroe sCOGIfabBaoll i cy
T Web @&WVhl-added FeAaZteuwroe sCOGIfadalgal Templ at es
T Gl obal Teompnfaitgewssr at i on haGd ohbiag h ePoon ircoyar at yoho

Gl obal Policy can be&Vatwadsedd FicAaZteweoe sCBGIfad bgal pPadd.cyOn
the top of the configuration tabl e, users can select c
the caThgocwtegories are:

f Localizaddmmi gure display | anguage, data and ti me.

T Phone Settciomdgd gural Idifad atpwraens, cNAT, <call progress ton
T Contact d¢omsfti gure LDAP and XML phonebook downl oad.

f Maintenaosooefigure upgrading, web access, Telnet/ SSH ¢
T Network Settwoiniggure | P address, QoS and STUN setting:
T Custominzatus®tomize LCD screen wall paper for the suppoc
f Communication Senfiggse Email and FTP settings

Select the checkbox on the |l eft of the parameter you Ww(

par ameter.
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Zero Config
Zero Config Global Policy Global Templates Maodel Templates Model Update Zero Config Settings
Localization
Phane Settings
Contact List
Maintenance
Network Settings
Customization
Communication Settings
Fi gwrée Gl obal Policy Categories
The following tables Iist the Gl obal Policy configurat.
Tab2® Gl obal Pol i tlyo calriamatt ies rs
Language settings
Language Select the LCD display | anguage oI
Date and Ti me
Date For mat Configure the date display for mat
i e Eoo e Configure the thoner dhsp? 4fyor matl 20
deviceds LCD.
NP Eeruar Configuré the URL or | P a@dress o]
may obtain the date and time from
Ti me Zone Configure the time zone used on t|

Tab24é& G| obalPaP @lmieitBehrosn e

Settings

Default Call Settings
) Configure the default dial plan r
Di al Pl an .
to user manual of the SIP devices
When enabl eDli,s tiwrob N,otin Cal | For war d
Enabl e Call Feebe used via the | ocal feature coi
feature code wil/l be used.
) I f set to fAYeso, pressing the nunm
Use # as Dial ko ) )
i nput digits.
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I f set to fAYeso, the phone will/l at

. answer incoming calls after a shol
Aut o Answe-i nby
Caldl hfo header sent from the servel

The default setting is enabl ed.
NATTraver sal Configure if NAT traversal mechani
I f set to fiYeso, this parameter wi

User Random Por
|l ocal SI P and RTP ports.

Gener al Settings
Configure calli mpcalowgdiensgs rtiomge st on e
tone, message waiting tone, ring
and reorder tone using the foll owi
fl=val, f2=vadr2/ coaio3n2[/o foff3f]1[] ;
Cal | Progress 19 Frequencies are i nanHlz oafnfd acraed e nnc
f Aond is the period (in ms) of r|
Up to three cadences are support
T Please refer to user manual o f
more details

Sel édOefaul t Modeo or fAToggl e Head
HEADSET Key MocPlease refer to user manual of t h
det ai |l s.

Tab2® Gl obal Pol i t@o Ptaa @atmelt ieg ts

LDAP Phonebook

Sel @Manual 6 or APBXO0O as the LDAP
T I f AManual 6 is selected, the LDA
Sour ce the SIP end device.
T I f NPBXO0 is selected, i me flr @8R Q
Web @BS8ystem SALDARgSem Vér be appl

Addr ess Configure the I P address or DNS n:
Port Configure the LDAP server port. TI
This is the | ocation in the direct
Exampl e:
Base DN
f dc=grandstream, dc=com
f ou=Boston, dc=grandstream, dc=cc

Configure the bind AUsernameodo for
be Il eft blank if the LDAP server i

User name

Configure the bind APasewoedd.f dhe
|l eft blank if the LDAP server all«

Password
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. Configure the filter used for num
Number Filter )
for more details.
. Configure the filter usedtadousaramn
Name Filter .
more detail s.
i Select the protocol version for t
Ver si on .
default value is 3.
Specify the finamed attributes of
LDAP search result.
Name Attribute Exampl e
gn
cn sn description
Specify the finumber o attributes o
LDAP search result.
Number Attri but Exampl e:
tel ephoereNumb
tel ephoneNumber Mobil e
Configure the entry information tc
) can be displayed.
Di spl ay Name
Exampl e:
%cn %sn %telephoneNumber
. Specify the maxi mum number of sesBuv
Max Hi t s . .
Valid range is 1 to 3000. The def ¢
) Specify the interval (in seconds)
Search Ti meout . .
client waits for server to return.
Sort Resul ts Specify whether the searching resi
_ Configure to enable LDAP number s
l ncomi ng Call s . .
default setting is No.
) Configure to enable LDAP numblls.
Out going Call s . .
default setting is No.
Configures the display name when
Lookup Display call or outgoing cal
It must be a subset of the LDAP N:
XML Phonebook
Select theheopho@meddbok XML server.
1T Disabl e
Di sable phonebook XML downl oadir
Phonebook XML ¢
Manu al
Once selected, user s need spec
HTTPS or TFTP and the server pat
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file. The csoewrlvderbepaltm address o
characters.

1 Local UCM Server
Once selected, click on the Seryv
XML fil enot’d easeupl oading the p
server, the original file name
the file wil.l be renamed as phor

Phonebook Downl Configure the phonebookvi dawe) oad

I nterval automatic download will be disabl

Remove maediat ¢dgl f set to fAYeso, when XML phonebo

entries on dowr manually wil!/| be automatically rel
Tab2e Gl obal Pol i tMaiPatr aman ee s

Upgrade and Provision

Firmware source via ZeroConfig pr
server address, | ocal UCM directo
UucM200

Select a source to get the firmwail

1 URL
| f sel ect to use URL to upgrade
foll owing four parameters: AUpQ.!
and AFil e Postfixo.

T Local UCM Server
Firmware <can be upM6@®didDetdertmalt h
firmware upgrade. | f selected, ¢

Fir mware Sour cce

ADi rectoryo option, wupload fir myv
device to retrieve the firmware

T Local USB Medi a
| f sel ected, tbei JSBnesdds age He
ucM20a0Ond the firmware file must
AzC_firmwareo in the USB storage

1T Local SD Card Medi a
| f selected, an SD card needadn d o
firmware éi pet mustieb a folder n.
USB storage root directory.

When URL is selected as fir mwar e

Upgrade vi a
HTTP or HTTPS.
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Wh e n URL i s sel ected as firmwame

Server Pat h

Al

Aut omatic Upgr

Fi

upgrading server path.

Wh e n URL i s selected as fir mwar e

i prefi x. I f configured, only the f

|l e Prefix . .
wi || be downl oaded and fl ashed das

firmware source.

When URL is selected as firmware
|l e Postfix postfix. I f configured, only the c
postfix wildl be downl oaded and f

I f DHCP option 43 or 66 is enabl e:

| ow DHCP4 3Qp&6 ,
be redirected.

I f enabled, the end point device w
is detected. Users can sel ecwe eakutc
mi nut e.
T By week

Once selected, specify the day

| server for firmware upgrades or
"9 By day
Once selected, specify the hour
server for fir mwafriegwmatriaadre sf iolre
f By minute
Once selected, s Xe chiafty tthhee SilnPt e
request for newmfhomeware every

rmware UpgracSpecify how firmware upgrading an:¢

Web Access

Admin Password Configure the administrator passwi

EndJser Passwori:iConfigur astehe pasdsword for the end

Web Access Mode Sel ect HTTP or HTTPS as the web ac

Web Server PortConfigure the port for web access.

Security

Enable Telnet/ SSH access for the
supports Telnet access, this optio

Di sabl e Tel net/ |

i f thendSldRrevi ce supports SSH acces
access of the device.

Sysl og

Sysl og Server Configure the URL/I P address for 1

Sysl og Level Select the | evel of |l ogging for s\

Send SIP Log Configure Bh&theg whél be include
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Pol i tNetPworalmeS etrtsi ngs

Basic Settings
Configure how the SIP end device
PPPoE can be selected.
1 DHCP
Once selected, users can specify
| P Addr ess end device as DHCP client, and
the cliennt taomde sehamrge vendor cl
1T PPPOE
Once selected, users need speci
Service Name for PPPOE.
Advanced Setting
Define the Layer 3 QoS parameter.
Layer 3 QoS ) . .
Di-$érv or MPLS. -¥#8lid range is O
Layer 2 QoS TacAssign the VLAN Tag of the Lay-d409¢
Layer 2 QoS PriAssign the priority value of th2&. |
Configure the | P address or Domai-
STUN Server ) . i
symmetric NAT routers work with S
Specify how often the phone will s
Keep Alive I ntei order to keep the fipionpge nh o l\ead
10160.
Tab2@& Gl obal Pol i tQu Ptac mimz4d teir s n

Wal | paper

Check this option if the SIP end
the LCD screen wall paper.
f Source
Screen Resol uti Configure the | ocation where wal
600 1 File
I f AURLO is selected as source,
ALocal U€CrMo Sies vsel ected as sour
file to62thCk UCM
Check this option if the SIP end
the LCD screen wallpaper.
Screen Resol utii
f Source
Configure the | ocation where wal
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Screen Resol uti

1

Check
t he

Fil
| f

ALo
fil
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e
AURLO is selected as source,
calSdJCiMer 0 i s selected as sol
e to62the UCM

this option if tHh&oSkxrPs£dldu't

LCD screen wallpaper.

f Source

Configure thewhobtpapenswheeestor
T File
I f AURLO is selected as source,
ALocal UCM Servero is selected
file to62athee UCM
Check this optiomcief suppoS5tB 8260
the LCD screen wall paper.

f Source

1

Con
Fil
| f

ALo
fil

figure the | ocation where wal
e

AURLO is selected as sour ce,
cal UCM Servero is seplkcaedw
e t o062tk UCM

Tab2® Gl obal Polit@ommaumimedteiren Settings

Emai | Settings

Check

this option to configure th

provisioned phones:

1T Server
I P address of the SMTP server
T Port
SMTP server port
SMTP Settings T FromM&i | address
Email address
1T Sendlésger name
User nafmet he sender
f Password Recovery Email
Email where recovered password v
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1T Alarm receive Email 1

Emai | addressnwhefiecat aoms wi | |
1T Alarm receive Email 1

Emai | address where alarms notif

1T Enabl e SSL
Enable SSL protocol for SMTP

FTP
Check this option to configure tF
provisioned phones:
f Storage Server Type
Either FTP or Central Storage
1T Server
FTP server address
FTP

1 Port
FTP port to be used

f User name
FTRser name

1T Path
FTP Directory path

"1 T AAlT 4Ai Pl AOGAO

Gl obal Templ ates Weh Bd/Jhd adasesie d eAadieu roe sCHGIfa baelmp | at es

Users can create multiple global templates with differe
when the user configures tAred vdaenvciecde Sent tEdnigts ,Detvhiec eu sdeira
of thet gipidfadre t he device. PIMaama @e v ieffeesr thmor sedeitaml s o

gl obal templ at es.

When creating globall ¢eempta¢cecausgosi eanasecathedg @rayp a me |
used in thehd egripdmale.policy and the selected gl obal t e
the config file. However, the sel eezteldolgdlobmdl it eynpwhtad re
same settingf opmpheneptfioal/ldi el d heenfdi §@bwed gtlmmbal ugol i ¢
selected global template, the value for owésriogpei oheéfv

gl obal policy.
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CliclKremt e

Templ at e
Description

Acti ve

1 CIic,B}am edit

Nam Cr eat e

Provd ddkescri ption f
Check

GRANDSTREAM

CONNECTING e WORLD

Ne w't ©e mpdlda tae gl dJisalr st evinp Il atse.e t

TabB8@eCreate New Templ at e
o niadhe mytliofbya It tiesmp | at e.
t he

t he

or gl o

tohni st co peniabl e gl oba

the global templ ate.

he f ol

bal

I temp

| owi

tem

ng

The wi ndow gfl orb adndil tasitregwins i n t heg ufreel. It hhei Mg p# fi teenrs enigh € e | d,
option name twlpg i wasidree ntt lme nkielyl wooeastisit s titehldesre | ect tshe opt
be modi fied and ctbchkddni iAddt ®@pt hengl obal templ ate
Edit Global Templates: test
* Template Mame Branch
Description: Branch office phene providion
ACTIvE
Options Phone Settings v
v Phone Serttings
Default Call Settings
ﬁ Dial Plan D] ot | et | Fawnt )
ﬁ Enable Call Features | Yes v
ﬁ Uze # az Dial Key: )| Yes v
ﬁ Auto Answer by Call- )| No v
Info:
Fi gwrife Edit Gl obal Templ ate
The added options will show in the 1list. Users can the
gl obal templ at e. On the left side toeaemoaddeuispb'pb'n

templ at

e. On

ck on ASaveo to save this

t heoptiigohnt, su sdeer O ftc germr a6 tc kt toen option

val ue

global templ ate.

UCM6200
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T The created gl obal t ewgpd a@¥EI| -avd d éd d shedaiteu roe sCAH@Ifd bga |

Te mp | aptaegse . Us elrisc k ynoc del et e t he ogl ocblailc kt eomp | aD el et
Templ atesdo tosaeé¢leectendmalt eisplaeg once.

T Click on fAToggle Seltogtgéad Temp lsattaet(uss) Ob ettowtehesne | ercd lelde
temps at e

- oA

COOAOQEIT I

m\

-T AAT AT T &£

Ao

(@)

I AAT  OAI PI A

Modélayceoornf i gat Aabwenapprhmhgddimwmecddnfci gurati ons tls edrisf foea weln

crelag c¢i t / a e | neotdee | templ at e Weltbhy GdJd pageli-md)d e d F eAaZteu roe s

ConfAiMg d e | Te mpfl amhwelst i pl e model templ ates are created ar
device in EdiAtAdhbeaewiceda ®&iedltogqmgs, the user canmmpsl éaldteecst heo
devi ce. Pl eas e[Maed geerv i Icfeosrs emdrieondet ai |l s on using the mod
For each created model templ at e, users can asfsagwlint i mod
templ &t valtulemodel t hempl ate will be applied to all t he

one default mdddal ctaenmpleatasssi gned6&200one time on the UC

Theel embdd!|l templ ahe defamphtamedwi | | both take effect v
for theHoweenviebree. model hae mpil gher priority wWhewneifautomens d
same settingf btgtaénep! f oel i el d has diif eddefead ulvtal maed elo ntf
and gelleembdékempl at e, the value for mbdekemptiave/ Wwiél doiv
val ukefiamul t model templ at e

T Click on ACreat ead\de wa Tmempdllaatteed. t o

Tab8®% Create New Model Templ ate

Select aomagely this templ ate. The

Mo d e | , . .
are |isted in the dropdown I ist for
Templ ate NameCreate a name for the model templ at
Description Enterdescription for the model temp
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Select tomaséekaogphthbhde f anoldte | t elrhpel a/l
Def ault Model of t hei oeftld wint model | t elmpl| atoe hed |da:
modekempl ate has a different value f

Acti ve Check this option to enable the moc

1 CIicE'cbm edit the model templ ate.

Thedi wimgomofileemmte i s showniignirtehehéofiOpiwidlogedter tt
name key heorodptd omtsaihrhe kwiyl woba | i st édsrellbscetr tchoeulodpt i
click on ftAoddadodp tiitoniont o .t he model templ ate

Once added, the optiobewiOwl the s$krdwnsimnet oél em&=iopnpti

t oe moveoptthfiosom t he modCenl ttheemprliagthet si de ofl ie(akﬁ,droptio
reset thda heptf avmH.tuteo

User could also click o fftAttldeNewmbéeerel dodt ohaddahbhue t
foll owing figure shows setting P value AP13620 to feno
Engl i sh. For P val ue informati on of di ffereent hemoedel

http://www. grandstream. com/ support/tool s.
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Edit Model Templates: GXV3370

* Model:
# Template Name: GXV3ZT0

Description:

Default Model

Template:
Active;
Options: MPK1 ¥
Custom Parameters
| Custom Parameters
Please enter the alias name or P-values without the "P" into the Mame fields. Example: To configure Account 1's DN
103" into the Mame field and "ARecord", or "0" into the Value field.
1] P1362 en

+ Add New Feld

Fi gwrse Edit Model Templ ate

T Click on Save when done. The modeWebt e@Whhtaddewnd | |
Feat AZes o CAHMdIdel Te nppalgaet.es

—

i Clicm]t)u del ete the model template or click on fADel et

templ ates at once.
T Click on AToggle Selected Template(s)o to toggle the
templ at es .

-T AAT 5DPAAOA

UCM20z200ero config feature supports provisionimgl adingoOE
device model s
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hoam2RSft a

Users can associate OEM device mobdrea nsd endi tnio dtehlesi,r aolrliogwil

devices to be provisioned appropriately.

, Add OEM Models
T Clic button.
1

I n $der ce fMoed al, select the Grandstream device that th

Il i st.

f For DOehset i nat iaoondeModenlati bneNdedndent er the custom OEM m
name.

T The newly added OEM model shoptlidMmaobvh bledsel ectabl e as

OEM Models X

I“'I
I

Fi gbr9e OEM Model s

a2RSf ¢SYLXIGS t1FO1+F3S [Aad
Templ ates for most of the Gr ands tér2dalime ardoyd.e | Tse neprl ea t bewsi Ifto
and Grandwsriveialpr sloegusuwseset o dowand aidonsdwWelh GBVh|Il-added
Feat AZes o ChHMdId el Updbetore they are a&alfloablsee Aiért etr loa

downl oaddngngtheal Imomdgel t bemphE2QENMt wi | | show far thbdodel
selection when editing the model templ ate.

1 Clic,lilon downl oad the templ ate.

T Clicl bo upgrade the Uwsoedresl widnmplsagtee.t hi s i con avail a

template updatedOoin the UCM
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Model Template Package List

Vendor Model Version (Remaote / Local) Size Options
Grandstream DPT730 1.0/- 2T .i-
Grandstream GAC2500 1.0/- 25K .i.
Grandstream GDS3705 1.0/- 55K .i.
Grandstream GDS3710 1.0/- 7K .i.
Grandstream GSWave 1.0/- 20K ok
Grandstream GVIC3200 1.0/- 18K .i.
Grandstream GVIC3202 1.0/- 13K .i.
Grandstream GVIC3210 1.0/- 63K .i.
Grandstream GXP1100 1.0/- T20K .i.
Grandstream GXP1105 1.0/- 207K .i.

Fi gwroe Templ ate Management

'L 2R a2RSt ¢SYLX FdGS tF O3S

I n ctahdd€€C M 20i0s pl aced in the private netwos&r anwi llIntreotnekl
get packages by downl oading anrdMoidneslt alelmpnl gatfer opna ctkhaeg er ec
upl edfdr om | ocal dWe b c 6RIthasvasghont act Grandstream custo
package is needed for manual upl oadi ng.

Upload Model Template Package

Choose Model Package to B Choose File to Upload

Upload

Fi gwrie Upl oad Model Template Manually

$ OEAA #1171 EFECOOAOQEIT I

OnWeb GUp¥gk-added FeAaZteuwroe SCOMefriog Conusiegr s coul d ¢dreelaettee n ¢
existing, drravk € efggfciicadr ati on fosemd sNODIl EYdteo(&®Fi sting
# OAAOA . Ax S$AOEAA

Besides configuring the deviserafteul dhel devidceecs!| gi s
conf ibgawsriec heetftoirregs he device i s62d0i0s@moe rtelde bd/e tihcee UiCM p
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then be
beforehand.

di scoveeaTdhiasn dg ipvreosv itshieonsy st em

tNeew fDoelviiocwei"n gandd al og wi | |

GRANDSTREAM
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administrator a

show. Fol l

Click on "Create

configurations for the new device.

1. Fir stellye,ct a model for the device to be cr edatfeidr nawadr e
version (optional) in the corresponding field.

2. Basic settings wildl
extengioomscss@su®it gn

selected model

3. Click on

show
functi sasdu lot-FLpinmo skeaedyf Kesyuspported

iCreate Newe Dtetve cednf i guration f

anoldied t s@flne ssettdspe nlg.s cbak e d a e

or this devi

Edit Device: 000B82A95F94

# Model:

* MAC Address:

Version:

Advanced Settings

Basic Settings

Accounts

Hot Desking

Account 1:

Account 2@

000BB2A95FI4

182.168.5.115

Fi gwr2e Creat e

- Al ACGRAOEAAO

New Devi ce

The

ma n udail sl cyo vcerreeadt AWt coowDi s cbieel Wk e@VBI-added

device
Feat AZes o Clhhdriog Cpageg Users can séebeitheMAE€Eviadds ewst h
vendor ,etno.del
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000B825C6927 192.168.6.162 1.09.9 Grancdlstream GXP2160 1 (Y J
000B826B1958 192.168.6.115 1.0.3.167 Grandstream GXV3240 1 (Y J
000BB26B1FF7 192.168.6.158 1.0.3.171 Grancdstream GXrV3240 1 EDla g

Fi guwrde Manage Devices

T clic® oo accaved tfé the phone.

: & . . . .
1 Cllcr—'dm edit the device configuration.

A new dialog wildl be di s plidByed ectfotoarm df shiieA duvsaenrcsefidBo@ ssiceat dt fi
settings have the same configurations as displayed wh
key and MPK Ade/tatrscaegbi;all ow users to coiffidegusrter uncotruer ed e

Edit Device: 000B8273C559

* Maodel:
* MAC Address:
IP Address: 162.168.5.107
Version:
Basic Settings Advanced Settings
5 Custom Device Settings Preview

Modify Custom Settings

4 Model Templates

Oitem Idle 0 Befected

3 Default Model Template

Fi gwrde Edit Device

A preview of the AAdvancedo settings is shown in the

described in5)(1lbe(dw, (¥)thdpr{ority from the | owest to

wi || take effect for the device. I'f there are same opt

val ue confhiggHreendeoln £ h g uirlalt i @nnemwr i de t he | ower | evel conf
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Gl obal Policy
Thi s i s the | owest l evel confi gurWetbi o8V h |ITahded egll o b :

Feat AZes o CAGIfabgal WwWiollli chbe applied Modai &y Gl ioblkil ndo
redirectvat mdpla&gle FeAaZteuwroe sCHGIfdlgal .Pol i cy

Gl obal Templ at es

Select a globwlsetdemmlraam(btajleom amdid .t i pl e gl obal

canskd eatnadld user s can arrange the 'ainaniAtIyI bt yh ea csjeu se

gl obal templ ates will take effect. I f the same opt

value in t heh thengphleart eprwibhetgnwi |l h dbhwert etpClaiteek wan |

0"t o emotvlee gl obaflr are mphaltest ect ed

Def ault Model Templ at e

Default Mo d el Templ ate widfl tbhei sapmpddeld. tDhe ftahuel td envo «
configured i n mo d eNe b t eBnVall aatded e d n dreedaZteur roe s CAHOM d gl
Templ ptage. Pl ease see defaul[Tabmaed €F e & teempNeavt &Mp o @It i Toer

Model Templ ates

Select a modelusteedm;floatarhtboajetom aMdid .t i ple gl obal

can skd eatneld user s can arrange the rajnoiAtIyI kit yh ea csjeu se
model templ ates will take effect. I f the same opti

value in the template with hibgkeet empmpi atiet wCWwihkkowwe

"'t pemove t te mddaeblen t hel et ect ed

Customize Device Settings
This hbsghléeeteolnf i gurati on for the device. Click on 7

following dialog will show.
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Edit Device: 000B8273C559
Maodel: Grandstream GXP2130
MAC Address: 000B8273C559
IP Address: 182.168.5.197
ersion: 1.0.8.127

«+ Customize Fields
Customize Fields
Please use P-values for the Name fields. <br />Example: To configure Language, enter "P1362" into the Language Value field
ﬁ P1362 en Possible Match
Exists
+ Add New Field

Fi gwrse Edit Customize Device Settings

Scroll down in the dial esgpetco fvicewpdairsd ned iwtb Litl lidd 1 d kwi ¢ @
which are ndefinedhki pre click on AAdd New Fieldo to
configur atbiowieguThe shows setting P value AP13620 the fAen
LCD is set to English. The warning information on righ
and clicking on it wildl l ead to the matching option. F

configurati oenhtttepmpl/amwew.lggrandstream. com/ si-templdetfauzipf

. . Modify Selected Devi o
T Select multiple devices that nmmd|bfa|ta:d1 anmod

devices.

I f selected devices are of the same model, the configu
five |l evels are alldiafvyai |l abl e for users to mo
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Modify Selected Devices

WARNING: Performing a batch operation will override all the existing device cenfigurations on this page.

MAC Address 000BB273(C556 X

000B8273(558 x

Basic Settings Advanced Settings

Accounts

Hot Desking

Virtual Multi-Purpose Key Settings

Fi guwree Modi fy Sel eeSameé DMewdietes

| f selected devices are of different model s, EOCOHf
view more devices of other model s. Users are only all
Gl obal Policy | evel
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Modify Selected Devices Cance

WARNING: Performing a batch operation will everride all the existing device configurations on this page.

MAC Address 000B825C6927 x

Advanced Settings

5 Custom Device Settings Preview

____________

Available only for single mode Preview prepared for 0008825065927

4 Model Templates
Available only for single mode
3 Default Model Template

Available only for single mode

2 Global Templates

Fi gwrie Modi fy Sel e®di édeDentcdModel s

ANote:

Performiopgebatican will override all the.existing devi

Af ttehre above cpnfhger athieomshgogdebk BGVNal-added FeAalteuroes

ConfAizgr o Cpafesgerls tbehdcM tseand NOTI FY etnd tpdioe vni$d € an d
tri gberovi sgoprPolteessevice will start downloading the ge

contained in the NOTIFY message.
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Zero Config

Zero Config Global Policy Global Templates Madel Templates Model Update Zero Config Settings
Filter: | Al ~ |
] MAC Address ¢ IP Address + Extension Version # Vendar ¢ Mocdlel ¢ Create Config ¢ Options
[ 000BB23FBCED 192.168.6.176 - 1014100 GRAMDSTREAM HT503 (EAR > @)
O 000BE2415027 192168.6.72 - 1.0.7.80 GRAMDSTREAM GXV3140 A Y ®
(] 0008825C3B06 192.168.6.218 - 1.0.850 GRAMDSTREAM GXPZ140 A Y ®
O 0008825C6926 192.168.2.104 - 10,817 GRAMDSTREAM GXP21E0 A Y ®
(] 000BE26B1052 192.168.6.146 - 103177 GRAMDSTREAM GXV3240 AR Y ®
O 000BE2EB1FFT 192.168.6.144 - 1.0.3.144 GRAMDSTREAM GXV3240 A Y ®
[ 000BB2EB24CD 192168.643 - 103177 GRAMDSTREAM GXV3ZT3 (AR S @)
O 000BE271B245 192.168.6.11% - 10460 GRAMDSTREAM GXPLE23 F 1a ®
O 000BE271B419 192.168.6.193 - 1.0.458 GRAMDSTREAM GXP1E10 A Y C)]
(] 000BE275CEE8 1921686137 - 1.0.850 GRAMDSTREAM GXP2130 FIa (O]
O D00BE2784661 192.168.6.224 - 06,861 GRAMDSTREAM GXP1E2E A Y ®

Fi gwr8e Device List in Zero Config

In this web pagéjchusensExResrdil dd @ to reset the extensi

3Ai DI A ' pPI EAAOET 1

Assumimga small business office where there are 8 GXP
GXVB87Pphone used by customer th@&ppastomapesupport &ember
and the rest Wepecaoku|lEngdleipsihooy the foll owing configuratic

the customer support team.

1. Go Web @GWVUhlI-added FeAdteuwroesChhdriog Corettit g ngeidkErcdbl e Zer
Configo.

2. Go Web @UVUhl-added FeAZteuroe sChGIfabgal ,Poclanfyi gur e Date Fc
For mat and Firmware Source as foll ows.
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w Laocalization

Language Settings
# Language: L)

Date and Time

Date Format: O‘ yyyy-mm-dd v
Time Format: O| 24-hour Clock v |
Enablz NTP: 1>
NTP Server: 1>
NTP Update Interval : 9 1440
Time Zone: b
Enable Daylight Saving Time: b ]

> Phone Settings
» Contact List

v Maintenance

Upgrade and Provision

Firmware Source: Source: 9‘ URL v
Upgrade via: O| TFTP v

File Prefix: O|

Server Path: O| fm.grandstream.com/gs |

File Postfix: 0‘
Config Server Path! )| 192.168.2.1:808%/zccg
Allows DHCP Option 43/66: 9
Auramatic Upgrade: Periodic option: 9
Firmware Upgrade Rule: 9

Fi gwr9e Zero Conf-GhoB®BampPel icy
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Go Web @GWVh|l-added FeAxteuwroe sChHMddegl Templatas e a new mode
AENngl i sh Suppfoort GeMmpAckit e dn ALanguageo aTldegsedte hiet t o
option fiDefault Model Templatedo to make it the defaul

Got Web @VhI|l-added FeAZteuwroe LhHMAdegl Tempkbkatase anot her mo
ASpani sh Suppfoonr GxXxdd 460 @gthiaommguage ot anflEspd Tolto.

After 9 devicemnareopoweted to the LsAN vneertowofrukn,c tui soen f
New Deviceo afddndthieometvd ces tWelk h@VHIewd dced | F edtewroe s
ConfAizgr o Config

OnWeb @WVhIl-added FeAaZteuroe sChhedriog Cpageger s coul kee vdiecnetsi f

by thebddMAE€ses or dIinacad'reeisCﬁeisct.l.-'—'{mol iedtit the device

Foegach &f pthlmemes usedpadakiEmg IdusgaptioneirBasi c@& Ite @tnt ianvgasi | a

extenshonoflamd click dheASeliAdk aosceetdd ngs tab to bring
di al og. Users wil| see the English support templ at e
preview of the device settings wil!/l be | isted on the
Basic Settings Advanced Settings
5 Custom Device Settings Preview
Modify Custom Settings Language: Language English
Time Zone: Time Zone GMT-12:00 (International Date
4 Model Templates Line West)
Time Format: Time Format 24-hour Clock

LURL

o e Firmware Source: S
Oitem Idle 0 Gefected ) o
Firmware Source: File Postfix

Firmware Source: File

Firmware Source: S 192.168.6.120/GXPFirmware
Firmware Source: Upgrade via TFTP

3 Default Model Template

Fi gwBroe Zero Conf-DgviSaeepPeeview 1
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8. Forh phones used byi 8pdBiashcoauppeportti ngs select an avz:
and click on ASaveodo. Then click on fAfgddamtedo settin

l{en)

Basic Settings Advanced Settings
5 Custom Device Settings Preview
Modify Custom Settings Language: Language Espariol
Time Zone: Time Zane GMT-12:00 (International Date
4 Model Templates Line West)
Time Format: Time Format 24-hour Clock
o - Firmware Source: Source URL
0 item Idle 0 Getacted B o
Firmware Source: File Postfix
Firmware Source: File Prefix
Firmware Source: Server Path 192.168.6.120/GXPFirmware
Firmware Source: Upgrade via TFTP

3 Default Model Template

Fi gwBrile Zero Conf-DgviSaepPeeview 2

Select fASpanish SivMogierdt TEewpp ladte®dd iTrne preview of the d
right side and we can see |ltOhsilnereg Mogeli sTemnptl at @ MBEsSp a

option fiLanguageo, which overrides the value configure

9. For the&8708X¥8 bcyu stthoemeprpsorpger,visseolrect an availablenexte

fiBassiectdgs camdk omMs@e¥ave@dn see the previ ew ficAfd viamec ed ey

settings. There is no mode37.0t emplate configured for (
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Basic Settings Advanced Settings
5 Custom Device Settings Preview
Modify Custom Settings Language: Language English
Time Zone: Time Zane GMT-12:00 (International Date
4 Model Templates Line West)
Time Format: Time Format 24-hour Clack
0 item Idle 0 Betacted Firmware Source: Source URL

Firmware Source: File Postfix

Firmware Source: File Prefix

Firmware Source: Server Path 192.168.6.120/GXVFirmware
Firmware Source: Upgrade via TFTP

3 Default Model Template

Fi gwBr2e Zero Conf-DgviSaepPeeview 3

10.Click o€@haApgpety to apply saved changes.

11.On tWed @BYVhl-added FeAaZteuwroe ChHAMriag Cpadge g c®itok semd NOTI |
to trigger the device to62@0®&wnload config file from UC

Now al l t hien 9t tpehometswor k wi abnbgquerextensned wbéghot3er ec

of the phones will be provisioned to displtagi Sphohy slhnon
on LTD&XV3B870sed bsyuptehrewi kbrrdowi spi oned to use the default
Si nictenots specified in the global policy.
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CONNECTING

T E WORLD

To manually createWebwBBkPenseoAEdoDembi oCls Adk'daomdn@aw
di alog window will ismhowhéoextusesisomoi mfodbr mati on.
Create New Extension
Basic Settings Media Features Specific Time Follow Me
# Select Extension Type: | SIP Extension v |
Select Add Method: | Single N |
General
* Extension: | 1010 | CallerlD Number: | |
* Permission | internal v | #SIP/IAX Password: | x@mewDi3 |
AuthiD: | | Voicemail | Enable Local Voicemail v |
#* Voicemail Password: | 5850164 | Skip Voicemail Password
Verification
Send Voicemail to Email : | Default W | Keep Voicemail after Default W
Emailing:
Enable Keep-zlive * Keep-alive Freguency:
Disable This Extension: Enable SCA
Emergency Calls CID | |
User Settings
First Name: | | Last Name: | |
Email Address: | | * User Password | EB579d |
#Language: | Default v | # Concurrent Registrations: | 1 |
Fi gwBr3e Create New Device
Ext ension options areriddsviided into four catego
f Basic Settings
T Medi a
1T Features
T Specific Ti me
T Foll ow me
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Seltecfwhisdh

parameters ar e

Tab82 SI P Extension

type

of Slekt Enrsensi
foll

on

as O wsS.

~w~ OCRANDSTREAM

CONNECTING THE WORLD

, I AX ExtTehresi oanfargufF 4

ConfiBasiati 8et Panagseters

Gener al

i The extensiacsmrmomcuimberd with the use
Extensi on . . .
Note This filed supports (+) sign.
Configure the Callerl D Number tha
from this user.
Call erl D Number ) ) )
NotE®he ability to manipul ate your
your pvrodwi der
Assign per mi ssi on |l evel t o t he |
Al nternal o0, ALocal o0, ANati onal 0 a
Per mi ssi on the highest | evel The default se
Not &sers need to hwele aheorsamegh
out bound rulebés privilege to make
Configure the password for the wus
SI P/ I AX Passworautomatically generated. It i's r
seurity purpose.
Configure the aut henticati on I D
Aut h I D extension number will be used for
NoteThis filed supports (+) sign.
Configure Voicemail Ther e deerfea utlh
is "Enable Local Voicemail™"

1T Di sabl e Moilxiesnaabille Voi cemai |

) ) f Enable Locatlt Yoiabémaivioi cemai l
Voi cemai | . .

T Enabl e Remot e \Woircweamadi [t he no:
remote voicemail system for wil
be di sHbt &@Hdmovei cemail featur
I nfomatec (Brazil).

Configure voicemail password (dic
) ) voi cemai l box. A random numeric p
Voi cemai | Passv
is rmemded to use the random gen
pur pose.
. ) ) When user dials voicemail code, t
Skip Voicemai l . . )
. . . | f enabl ed, t hibsutwownl dv oalcleana i d n ea ¢
Veri fication ) ] i
opton is disabl ed.
) ) Al | ows users to send voicemai l r
Send Voi cemai l . i ) )
specified email addresses, provid
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Voi cemai

Enabl e-akda e

Keeplive Freque

Di sabl e

Addr es s

Password

Language

Concurrent

~w~ OCRANDSTREAM

CONNECTING THE WORLD

Note When set to fADefaul tCa,lltlFelt

Voi ceAR&ioli cemai | Emavii I | @dlet usgs
Whet her to keep the | ocal voicema
ADefaulto, the global settings wi
Note When set to fNDefaul tCa, | t FeAt
Voi ceMmaiolcemai | Emawil |l ISebé¢ i mgesd.

I f enabled, empty SDP packet will
keep the NAT port open. The def au

Configure-atheeKeeaeperval chieckséedcon

The default setting is 60 seconds
| f select ed, this extensi20On0 wi | |
Not Ehe di sabled extension stil] e

on the end devi ce.

Configure the first name of the uct
l etters, digits and

Configure the bast mhmel adtt hame <
|l etters, digits and

Fill in the Email address for the
addr ess.

Conf i gu pes stwhfegod user port al acce
password is automatically gener a
randogmener ated password for secur.i

Select the voice prompt | anguage t
setting is ADefaulto whtchangutige
GUAPBX Se tAtVion g ® PArLoanmpgtu a g e SetT
dropdown | ist shows al/l the curre

the WOWM6 To add more | anguages in
prompt package by setl elcitsitndog ufin@edscx
Sett AWgisce PXloammpgtuage Settings
The maxi mum endpoints which can
security concerns, the default va

Configur e ntuhmeb erhofnoer t he extensi or

star code for phone number foll ow
call this number.
Exampleser &80 O0t0ypge® call the mobi |

extension 1000.

P Q
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TabB88 SI P Extension ConfibBediaadai on Parameters

SI'P Settings

Use NAT when Oti0dlse olhCM6 publ ic | P col
hi dden behind NAT (e.g., br avad b aar
i ssue, usaalldy tiot NIA cehfigurati o
and RTP ports. The default settin

NAT

By defaul t20@ihlel UGM6t e t he medi a s

through itself. | f enabl ed, t he
Can Direct Mediendpoints to route the media stre

t he QM6 0 negotiatenempdipoti ntme dTiha

default setting is ANooO.

Sel ect DTMF mode for t he user t o

ARFC47330. | f ilnfoo is selected

DTMF Mode Al nbandod i skisietl eRCMUd, adt PCMA ar e
is sel eREF€@4#4733 wil/l be used if of
used.

I f the phone has an assigned PSTN

be set to fiUser =Phoneo. fUser =Pho
TEL URI Reqguetshe and ATO0OShPadegueéest the i
number . | f set to NEnabl eo, nTel o

request .

Configur el nfhee, AWrEZHOGO dJLCaVMi6ves an | NV
Al drmtf o header field spoaniefitestar

Enable T.38 UDFEnable or disable T.38 UDPTL supp:
SRTP Enabl e SRTP for the call. The def

Al elrntf o

Sel ect Fax mode. The defaul t sett
f None Di sabl e Fax.

T Fax Det deatx signas$erd/rtormuntkhedur i n
Fax Mode detected and the received Fax
configured for this extension. |
user, the Fax wil!.| be sent to t
Fax settumdermaWeBalGUI FARaxf €s38.

T YesAll ow Fax to Emai l for this
. user 6s emai | addr ess ¢ oBmafsiigcu rSeedt
Fax to Email .
f NoiDo not send any faxes to the

the extBasion8settings
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Control List manages the |
extension.
T All ow Alhnly I P address can regist

ACL Pol i

cy
1

Local Net wor kOnAgdrlelssaddr esses
net work segments can register ti
Speci fies allowed I P address or n

LocHét wor k Addr be registered. Up to 10 entries a
For mat : XXX L XXX, XXX, XXX, XXX . X
Sel ect audi o anbdbevedeensbdbdac The
Codec PreferencPCMU, P CMA, GG M7-3AALGB, 726, G. 722
oPUSLBC, ADPCM, H.264, H.265, H.2¢€

TabB84& SI P Extension

Configeatnuies Parameters

CallTFransfer

Sel ect
forward
Mvai loahwiey ChimtCufs t @ ,BIND

Presence Status:s

status to s
each st at
addawaid.abl

which presence

conditions for

Mor e defP®REISE NEIE
Enabl e and configure the Call Fo
Avail able options for target numb
T MNonoe: Call forward deactivated.
T fEExtendi o®%el ect an extension frc
f MCustom Nambé&mt er a customer [
example: *97.
Cal | Forward Ur 9 iVoiceamai3el ect an extension frc
wi || be foowaenmadl|l tof selected
T MRing Qriouspel ect a ring group fr
T MMueue:s Select a queue from drog
T oicemai b: GBebpct a voicemail
CFU target.
The def agl i ssé@iNbineo.
Select time condition for Call For
during the selected time conditd.i
AOoOffice Ti meo, noOut of Oof fice Tir
CFU Time Condit©Ofice Time or Holidayo and fiSpeci
Not:es
i1 A"nSpecificodo has higher priority
terms of time period.
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Cal | For ward Nc
CFN Ti me Condi't
Cal | For ward Bl

~w GRANDSTREAM

CONNECTING TAE WORLD

T Specific time can be configure
configuration dialog. Cadoltli odo
ti me.

T Office Ti me and Hol i day c oSy Ht
Sett AmMgme SeAQfifnigcse Ti npedde.l i day

Configure the Call Forward No Ans

for target number are:

f MNonse: Call forward deactivated.

T fExtenci o®el ect
f Must om

Na:mb &€mt er a

an extension frc

cust omer |

exanme: *97.

1 Voi ceamaiSel ect an extension frc
wi | | be forwarded to voicemail
fRi ng Gr:ouSpel ect a ring group fr
fQueute:s Sel ect queue fromrdebog
ivoi cemai b: GBelupct a voicemail
CFN target.

Sel ect time condition for Cal | F

conditions are AOffice Ti meo, i O

Hol i diddyua, of Office Time or Holida

Not:es
T ASpecificd has higher priority
terms of time period.
1T Specific time can be configur .

configuration
speci fic ti
T Office Ti me
Sett AMigme

me .

and
S eAQfifnigcse

di al ogTi Ber €bhd

Hol i day cB8ubkt
Ti med Heo.l i de

I Forward Busy

Configure the Cal
target number ar e:
T MNonoe: Cal l

T fExtensdi oBel ect
T MCustom
e X amploer:.

T Woi ceamaiSel ect

forward

Na:mb &€mt er a

deactivated.

an extension fr«

cust omer |

an extension frc

P Q

wi | | be forwarded to voicemail
T MRing QriouSpel ect a ring group fr
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T Mueur:s Select a queue from drog
T Moicemaildo:GrSedmct a voicemail
CFB target.

Select time condition for Calll Fo
are AOffice Timeo, @AOut of Office
Of fice Time or Holidayo and fASpec
Not:es

1T ASpeci ficd has higher prei arsi tay
CFB Time Condi't terms of time period.

1 Specific time can be configur:
configuration dialog. Scroll
specific time.

T Office Time and Holiday <c8wubkd
Sett AmMgmet SieA@fsf i ce Ti nped Heo.l i d:e

Do Not Disturb I f enabled the extension will ign

Sel ect ti me condition for Do Not

AOf fice Ti meo, i Out of Of fice Tir
Of fice Time or Holidayo and ASpec
Not:es
T ASpecificd has higher threirer ii tsy
DND Ti me Condi't in terms of time period.
T Speci fic time can be configur
configuration di al og. Scrol |l

specific time.
T Office Time and Holiday c®wsdtd
Sett Angskett AOfHEi ce Ti neaddeo.l i d

| f DND is enabl ed, al | calls to 1
DND Whitelist numbers | isted on this I|ist.

Not Ehe maxi mum number on the Whit.

I f call forwar dt a st leinsa bd »xtde n ;ail d n cw
FWD Whitelist the calls coming from the specifi

Not Bhe Maxi mum number on the whit

CC Settings

I f enabl2@®i IUICM&ut omatically al er:

Enabl e CC party is availabl e, given that a
reason. By default, it is disable
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Two modes for Call Compl etion are

T NormalThis exteasiomdiisamny eaxt en
f For Tirulhhki s extension is registe

The default setting is fANor mal 0.

Not €Eéhe number of CC agents (for @
by the extensionsdé all owed number

Configure the maxi mum number of C
for this channel (when CC Mode i s

CC MAgent s

number serves as the maxi mum numb
all owed to make. Mi n . value is 1.

Configure the maxi mum number of
created for this device (when CC

CC ak Moni tors

tells how many callers may reques
one time. The minimum value is 1.

Ring Simultaneously

Enable this option to have an ext

) . with the extension. I f a register
Ri ng Simultanec )
number wi | | be used to be dispkay
number .
Set the external number -6oi et har
External Numbercharacter which wil/ be ignored.
This field accepts only |l etters,
Ti me Condition Ring the external number simultan

Si multaneously on this time condition.

Use cal

ee DOD Use the DOD number when calls are

Ring Simultanecdestinations aolttwheousi hg sobomfi gu

Moni tor privilege control
Add members from fAAvail able Exter
Al |l owed -btaad gdanlgl t hat the selected extensions can
code.

Seaml ess

Al |l owed

priawsfege contr ol
Any extensions on the UCM can per
o searPickup |l ncal | xfteatsdroen,s a@rmlay | &bl
Extensionso |ist can perf oreax tseemmam

Ot her Settings

Configure the number of seconds

Ring Ti meout forwarded to voicemail (voicemai l
di sabl ed) . I f not specified, t he
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UCM@ 0,0 which can be configured in
Web @&BBX SetAtGemeggs al SetGehegasal Pr
valid range is between 5 seconds

Not e
I f the end point also hascdurailng.i
used is the shortest time set by

Enabl e automatic recording for th
Aut o Record setting is disabl ed. The recordi
GUACDRRecording Files

T If s¥e&,t ousdkers can skip enterin
out bound call s.
Sk ® T 00k Authﬂ I f skBy Tomeéuser s caln skip enter.i
out bound calls during the select
T I f sMHd®d,t oasé&rs wid |le mbteerastkheed pas ¢
out bound call s.

Ti me Condition | f o6Skip Trunk Authoé is set to 6B)

Trunk Auth users can skip entering password

Di al Trunk PassConfigure personal password when

) I f enabl ed, SI P Password wil/l acec
SupporDeda&t ng | )

Auth I D wil!l be changed to the sa

Enabl e LDAP I f enabdxtdensihen wi | | be added to

Enable WebRTC ¢Enable registration and call from

Speci fy which Music On Hold cl ass
putting them on hol d.

Music On Hol d

Enabl e Seamless<Enable the seamless transfer for

Per mi ssi on Set the permission for this exten
Cal | Duration LThe maxi mum dubrlaotcikoinngo.f cal I
. The maxi mum catbcdonda}li omhé¢idef au
Maxi mum Cal | Dt . .
I i mit.
Custom-i@dlol fo If enabled, when a call i s sent t
Answer I NVI TE message wi hfocbeaden andc€at
I f disabl ed, UCM wi | | not invite
Enabl e Cal l Wai and wil | do the same work as the

Not EB:e option only works when the

Tab8® SHxR ension Confi guriaStpieccn fRar almerteer s

Speci fic Ti me

Ti me Condition Click to add Time Condition to co
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# OAAOA Ax Y18 w@OAl OEIT 1

Th&CM200uppor tAsstlenrtiesrk eXchange (1 AXor ptrroatnoscpoalr.t ilnAgX Viod
sessions betweterrsenakrdekn8leB. butAXaliso has its own <ch
infoomatpl ease refer to RFC 5465.

To manually createWekbwBBRXenseofpAEdDam®i oCls Ad&k'd oannd a ne\
di al og window wwhi chhomeaekteo thaurseease® !l ect the extension ty]
before prtocddadilng n the extension information. The conf

TabB8@ | AX Extensi on

ConfABasiat i et Piam@asnet er s

Gener al

Ext @ m: The extension number associated with t
Configure the Callerl D Number that wol
user .
Caller! D DM . . .
Not Ehe ability to manipulate your outb
provider.
Assign permission | evel to the user. T
"National " and "I nternational" from th
Per mi ssionsetting is "lInternal®™
Notdsers need to have the same | evel a
privimage outbound calls using this ru
Configure the password for the user. A
SI P/ I AX Pas ) i
gener at ed. | tedi ¢ or acemméand password fo
Configure Voicemail There are three v
. . Local Voi cemai |l " .
Voi cemai | ) o ) ) )
T Disabl e Moilxiesnaabille Voi cemai |
T Enable Local ¥Yoiabémaivloiucseemra.i | for 1
. . Configure voicemail password (digits o
Voi cemai | i . .
random numeric password is automatic
Password
the random generated password for secu
Skip Vol ce . . .
When user dials voicemai l code, the pa
Password . ) , . . .
. . . this woul éebualtlomw von e e nthd fl atudldts,e 9Pt i Byn i
Veri ficat.i
. | f sel ected, thiabeeadececosb@BRO&WUCM be di
Di sabl e Th
. Not e:
Extensi on . . . .
The disabled extensi on caniblelt uesxeids tosn dnh
User Settings
. Configure the first name of the user.
First Na me . .
di gits and
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Last Name

Emai | Addr

User Passyv

Language

~w~ OCRANDSTREAM

CONNECTING THE WORLD

Configure the | ast name of the user. 1
digits and

Fill in the Email address for the wuser

Configlhpaes s wdorrd upcrrt al access. A randc
automatically generated. |t Iligse nreercaotnende
for security purpose.

Select the voice prompt | anguage to be
"Defawtlitch ws the selected voiWee p&BoBnX
Sett AWMgisce PAlLoammpgtu &Sg¢e¢ ti ngdhe dropdown |
current available voice pROMMPD lkang mag
in the |ist, pl easeadtewgkobg ¢€eieetpng
undwWeb GPB)Xett AMgisce PALoammpgtuage Sett i ng¢

TabB8® ARxtension Confi gurAateidom Par ameter s

| ARettings

Max Number
Cal |l s

Require Cs
Token

SRTP

Fax Mode

Strategy

Configure the maxalmuan alulmbweed offor each

Configure to enabl e/ disable requiring
who depend on backward compatibility
shared bet weeard pmh yndiscalThe default sett
Enabl e SRTP for the call. The defaul't

Sel ect Fax Mode. The default setting i
T Non®isable Fax. This is the defaul't

T Fax Deka&xtsignal from the user/trunk
the received Fax wil!/l be sent to the
I f no Emai l address can be found for
Emai | addresds imonFagurseett i "nWg b p @&Bdd |

Feat AfFax/ T. 38

This option controls how the extension
of networ k.
T Al l ow Al I
Device in any network can register t
T Local Subnet Only
Onltyhe wuser in specific subnet can r ¢
addresses can be specified.

T A Specific | P Address
Only the device on the specific |IP a
The default setting is "Allow Al I ".

P Q
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Sel ect audi o and video codec for t he ¢
Codec Pref PCMA, GSMG. R-BBR2 G, 726, G. 722 . BGADPHE M2 €
H. 2615 2,643 263 RaXd VPS8

TabB8@ AEKxt ensi on Co nafriagnuerAdeteiasd su r

Cal | Transfer

Configure the Call Forward Uncondition
Cal | For wa . ) .
. . Forward Unconditi onal feature is deact
Unconditic . . .
The default setting is deactivated.
Select time condition for Call tFoomayr dd

selected time conditionsafdéef @fvfaiid a@abTier
Ti meo, fAHolidayo, fAOut of Holidayo, @aO
Not e:
CFU Ti me T ASpeci ficd has higher priisora tcyonfol iAct
Condition peri od.
T Speci fic time can be configured on
di alog. Scroll down the add Ti me Con:
T Of fice Time and Holiday ®&gywsltde mbe&SAT DM
SetngKBOf fice Ti npddeo.l i day

Cal | Forwa Configure the Call Forward No Answer
Answer Forward No Answer feature is deactivat
Sel ectcotnidme i on for Call Forward No dAanrs
AOoOf fice Ti meo, #AOut of Office Ti meo, N
Hol i dayo and ASpecifico.
N o ts:e

CEN Ti me T A"nSpecifico has higher priarcanf Itiocth O
Condi ti on peri od.
T Specific time can be configured on
di al og. Scrol |l down the add Ti me Con:
T Office Time and Holiday ®&yslte mbeAT DM
Sett AOfy6i ce Ti meadeo.l i day
Configure the Cal/l Forward Busy target

Cal | For wa i i
Busy feature is deactivated. The def au

Select time conditiy.n Thoer aCvaalill aFbslaewatrifr
Ti meo, fAOut of Office Timeo, fAHolidayo,
CFB Ti me and ASpeci fico.
Condition Notse
T AnSpecifico has higher priority to AO
peri od.
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T Specific time can be configured on
di alog. Scroll down the add Ti me Con:

T Office Time and Holiday G&oyslte mbeSATD M
SettAOfEice Tinpaddeo!| i day

Ri ngg multaneousl!l vy

Ri Enable this option to have an externa
i n
2 extenlsfiom.register trunk is used for o

Si mul t anec .
be di splayed for tboal ket erDahumbeber a

Set the extrertnmlbemumbrg ®ismutheneonskyg
External N . ) .
which wil | be ignored.

Ti me Condi ) . .
Ri Ring the external number simult amasu sl
i n

. g ti me condition.

Si mul tanec

Ot her Settings

Configure the number of seconds to ri

voi cemai l (voi cemai |l i s enabl ed) or ha
the default &0 ngecadmieso uat2Qidsivei B Mcan b
t he gl obal ring ti Mot BGBBXt i S1iggh VYV duim

Ri n Ti mea
< PromMftust om Pr Gewpéer al Preference. The v

and 600 seconds.
Notlef the end proiimg tail meothtascanfi gur ed,
is the shortest time set by either dev

Enabl e automatic recording for the cal
Aut o Recor di sabl ed. The recording Webe@UCDbBRBReber e

Files

T | f shievt§ twsers can skip entering tnhde cp

T I f sy Tdomasers can skip entering the

Skip Trunk calls during the selected time condi
T I f si@® twsers wil/l be asked to enter
call s.

Ti me Condi IfMSkip Tr ogink ARt hftd meel ect a time condi't
Skip TAruurhk skip entering password when making out
Di al Trunk

Password

Enable LDAIlénabl ed, the extension wil|l be added

Configure personal password when makin

) Configure the Music On Hibid iddl g@haasrmsnetlo w
Musi c On
them on hol d.

Cal | Durat The maxi mum dubrlaotcikoinngo.f cal |
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Tab8@ | AX Extension ConfA8peaitfion Piamameters

Speci fic Ti me

Ti me Condi Click to add Time Condition to configu
#OAAOA . Ax &83 %@OAT OET I

TheCM200upports Foreign eXchange SubsuoséebewhéRXS3einnee
anal og phomeFAX nmtso hi2@M 200

To manually createWebdbw@BEXS enseoAEFJo etm&i o«Cld Adk'd oannd' a ne\
di alodowi will skwbwchoneedets make sure first to select
before prtocdddilng n the extension information. The conf

Tab#4@ FXS Exterfsigam a€o onABasiameSetrsi ngs

Gener al

Extension The extension number associated with t
Anal og StasaSelect the FXS port to be assigned for

Configure the Callerl D Numbathbobhad wal
user .

Cal | eNru mb2 . . :
Not Ehe ability to manipul ate your outb

provider.

Assign permi ssion |evel to the wuser. T
"National " an'd f'rlonm etrimneatli owmed t l evel t
) ) setting is "Internal"™
Per mi ssi on
Not e:
Users need to have the same | evel as ol
t make outbound calls wusing this rule.
Configure Tvoerceenamrid .t hree valid option:
) ) Local Voi cemai | " .
Voi cemai | i L i i )
9 Disabl e Moilxiesnraabille Voi cemai
f Enable Local ¥Yoiabémaivioi cemai l for 1
_ _ Configure voicemail passwoadcdgis gt hes
Voi cemai | . . .
A random numeric password is automatic

Password
the random generated password for secu

Skip Voice

When user dials voicemail coide,skihppea
Password i . . . . .
this woul ébudltlomw vion & e nthe fl atuldts,e Pt i By i

Veri ficat.

. | f sel ected, this extensba@aowill be di
Di sabl e Th . ) . .
. Not Ehe di sabl ed extensi on csatnibdt lexe &t s
Extensi on .
devi ce.
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User Settings

) Configure the first name of the user.
First Na me . .
digits and

Configure the bLast. ndAme bast heame can
Last Name . .

digits and
Emai | Addr Fi | | in the Email address for the wuser

Confither epassword for user por t ap a sascwoe
User Passvautomatically generated. |t Iigse nreercaotmende
for security purpose.
Select the voice prompt | anguage to be
"Defaul t" whi ch i s the | saalge agiadb un@iBeR %
Sett AWMgisce PAloammpgtu &g¢eé ti ngdhe dropdown |
current available voice p2OMPID lkangmag
in the list, please download voice pro
undwWeb @GBB)XSett AWgisce PAloampgtuage Sett i ng

Language

Tab4® FXS Extension Conf ApMedatdai on Parameters

Anal eeg t$ ngs

. . Configure to enabl e/ disable call wai ti
Call Wai ti ) _
The default setting is "No".
L I f configured, the # key can be used
User O#0 a ) .
analog phone. The default setting is "
. Configure the RX gain for the receivin
RXGai n . . .
i 830dB to +6dB. The default setting is
i Configure the TX gain for the transmit:H
TX Gain

i 830dB t o +dbaddfBaulTthesetting is 0.

Configure the minimum period of -ftliareh
MI'N RX Flearemain unpressed for the PBX to consid
range is 30ms to 1000ms. The default s

Configure the maxi mum period of -ftlianeh

remain unpressed for the PBX to consi
MAX RX Fl & | , . _ e .
mi ni mum period of tciamebct smo2d5i 6fmse da n dT hiet

1250 ms .

I f enabl ed, a polarity reversal wil!l I
Enabl e Pol answered by the remote party. For somi
Reversal signaling the disconnect iwin lofbea cpobhesni gd

on a polarity reversal. The default se

Speci fy "ON", "OFF" or a valwue (the pc
Echo Cance .

taps of cancell ation.
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NotWwWhen configuring theumbmber56f i sams

256ms of echo cancell ation. Il nstead,

setting is "ON", which is 128 taps.

. Configure to ewaayblcea/ldiisnagb Ifee a3t ure on t
3-Way Cal |l i
enab.l ed

Send Call € . ,
Configure the number of rings before s
Af ter
For FXS extension, there are thBedebapt
is ANonebo
T Non®isabl e Fax.

1T Fax DeRa&xtsignal from t he wser /bter udaekt
the recewivleld Feaxderet Emai | address co
Fax Mode i .
| f no Emai l addr ess ctame bFa X owinkdh € bod |
Emai | acdomd sdgiunr e Fax set uthdegWelpagtChl

Feat AfFex/ T. 38
T Fax Gat ewaysel ect e206ahne swmpMor t co
processing omm Tra3x0 dtaot al.f3r8o0 or T. 38 t o

Tab42FXExt ensomfi gcur at i o nA Feaartaumeet er s

Cal | Forwa Configure the Call Forward Uncondition
UnconditicForward Unconditional feature is deact
Select time condition for Call For ward

sel ected time conditionsafMé en @fvfaiid @abTier
Ti meo, fAHolidayo, nOut of Holi dlayiGpeO
Not e:
CFU Ti me T "nSpecifico has higher priority to AO
Condi ti on peri od.
1T Specific time can be configured on
di al og. Scrol |l down the add Ti me Con:
T Office Time and Holiday ®&ysltembe&AT DM
Sett AOfy6i ce Ti meadeo.l i day

Cal | Forwa Configure the Call Forward No Answer
Answer Forward No Answer ffelme udef as|l deaett ivag
Select time condition for Call For waad
AOoffice Ti meo, AOut of Office Ti meo, f

CEN Ti me Hol i dayo and ASpecifico.
Condition Notse
1T ASpecifico has higher priority to AO
peri od.
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T Specific time cam tbhree clomtftigmrefd t he
di alog. Scroll down the add Ti me Con:
T Office Time and Holiday G&oyslte mbeSATD M
SettAOfhEi ce Ti npeddHeo.l i day
ConfigureFotrmear@alBlusy target number. | 1
Busy feature is deactivated. The def au

Cal | For wa

Select time condition for Calll Feamwar i
Ti meo, A Q@utTiafe 0Qf fiiHo| i day 6, @A Ouitme fo rHol
and ASpecifico.
N o ts:e
CFB Ti me T ASpeci ficd has higher priority to AO
Condition peri od.
T Specific time can be confeixguernesd oomn c
di alog. Scroll down the add Ti me Con:
T Of fice Time and Holiday ®&gywsltde mbe&SAT DM
Sett AOfysi ce Ti meaddeo.l i day
CC Settings

I f enabl6e2dwi UCMaut omatically alert thi
avail able, given that a previous call

Enabl e CC

Ring Simultaneously

Enable this option to have aonusdxyt ealhoan

Ri n
. < extenlsfioam.register trunk is used for ol
Si multanec
be di splayed for the external number a
Set the external number 66ios bteh er acnogn nseic
External N i . .
which wil |l be ignored.
Ti me Condi . .
Ring the external number simultaneous|l

Ri ng ) . .
. ti me condition.
Si mul tanec

Hot |l i ne

I f enabl ed, howillilneb ed iaacltdiongd tipeg daneal mrmuent
accor dtimseltecct ed Hotl ine Type.

Enabl e Hot

Hotl ine NuConfigure the Hotline Number
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Configure the Hotline Type:

T I mmedi ate Hotline:
Hotline Ty When t he p-hook, 6& GoifIfl i mmedi ately di
1T Del ay Hotline:
When the p-hook,i sfofhere i s no déadwi,
di al the preset number.

Ot her Settings

Configure the number of secoadbk!| tbsrf

voi cemai l (voicemai l is enabled) or ha
the default ring ti meout2QiOswlbiOc s eccaom dis
t he gl obal ring ti Mot BGBBXt i S1iggh YV duim

Ri n Ti mea
< PromMftust om Pr Gewpéer al Preference. The v

and 600 seconds.
Notlf the end point also has a ring ti.|
is the shortest time set by either dev

Enabl ematutc recording for the calls us
Aut o Recor di sabl ed. The recording Webe@UCDbDBRReber ¢
Files

T | f shietg§ twsers can skip entering the p
T I f sy Tdomasers can skip entering the

Skip Trunk calls during the selected time condi
T I f si@® twsers wil/l be asked makéengeo!
call s.

Ti me Condi ki p Trhubnsk SKBitt Td meel ect a ti me condi't
Skip Trunkskip entering password when making out

Di al Tr unk

Configure personali pgagseswbbdumwthenaimha& v
Password

I f enabled, this extension wil/l be add
Enabl e LD# . ) . .

extension wil|l be skipped when creatin

Sel ect which Music On Hold cl| asst he &t
on hol d.

Music On F

Cal | Durat Configure the maxi-muonc Hdiuma@.ti on of <call

Tab#® FXS Extension Conf ASpeaiifoc Famameters

Speci fic Ti me

Ti me Condi Click to add Time Condition to configu
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%P OAT OET 1 O
3) 0 %@OAT OEI 1T O

ple SIP extensions, BATCH add can be wused

However, uni que renaanerset cssret using BATCH add.
Und®eb GEKtensi oAEXTremEgi acnsiAckddonan'd select extension
anthdd measwoBat ch.

Tab#4 Batch Add SI P Extension Parameters

Gener al

Create Nun

Extensi on
l ncrement &

Extensi on

Per mi ssi on

Voi cemai |

Enableb RI C
Support

SI P/I AX Ps

Voi cemai |
Password

Specify the number of extensions to be

Sel ect how much to increment successiyvV
the extensions will Nwmeaep0d® 0@, BOGhat@a@4 e

Configure the starting extension numbe

Assign permission | evel to the user. T
"National" and "International" from th
setting is "Internal"
NoteEsers need to have thkhesamevékevehan
privilege to make outbound calls from
Configure Voicemail. There are three v
Local Voicemail"
1 Disabl e Moilxiesmaabille Voi cemai |
T Enabl e ModcaelmakEdnabl e voi cemai l for 1
T Enabl e Remot e Moadrcwearad |t he noti fy
voi cemail system for the wuser, dmod
Remotv®i cemail feature is used only

Enabl e WebRTC support.

Configure the SIP/IAX password for the
password for the batch of extensions.
f User Random Password.
A random secure puatsesmatridc avlilly dener a
to use this password for security pu
f Use Extension as Password.
T Enter a password to be used on all t
Configure Voicemai l password (digits o
f User Random Password.
A random password in digits wild.l be
to use this password for security pu

P Q
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f Use Extension as Password.
f Enter a password to be used on all t

Con

figure Callerl D Number when adding

f Use Extension as Number
Cal |l lumber Users can choose to use the extensi ol

T Use as Number
Users can choose to set a specific nu

Con
V O i
t he
t he
Pr o

Ri nTgi meou't
sec

Not

| f
s ho

En a
Aut o Recor di s
Fil

Skip Voice
Wh e

oL o thi
Veri ficat.

Password

. Sel
Musi c On
hol

| f
Enabl e LD/Adis
Pho
Enabl e Wek
Support
Cal | Dur at Con

figure the number of seconds to ri

cemai | (voicemai l is enabled) or ha
default ring timeout is 60 secondrms
gl obal ring ti meout ARBBERX t iSnegAtVioiing
mMpGust om ProGener al Preference. The

onds and 600 seconds.

e:

the end point also has a ring timeéeab
rtest time set by either device.

bl e automatic recording for the cal
abl ed. The recording filedCDRReber e
es

n user dials voicemai l code, the pa
s woul ébudltloomw voone e mai | access. By d

ect which Music On ¢é»l édnc<cilanss wlers
d.

enabl ed, the batch added extensions
abl ed, t he batch added extensions
nebook.

enalelnesd,onesx twi | | be able to |l ogin to

figure the maxi-muonc diumagati on of <call

SI'P Settings

Us e
NAT
NAT
The

NAT

NAT when the PBX is on a public IP
(e. g., broadbandwapubed) o | 6sdubisaeé

configuration or Firewall's suppor

def aul tabsleead.i ng i s en

P Q
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By default, the PBX wil/| route the med
) enabl ed, the PBX will attempt to nego
Can Direct ) ) ) |
stream directly. It is not al eagidodpi
media routing. The default setting is

Select DTMF mode for the user t RFLCATARI
"I'nfo" is selected, SI'P I NFO messag«hb
codec PCMU and PCMA are requi Ré&ECA 7WRIBlel

DTMF Mode

used if of fered, ot herwise "I nband" wi

~I'f enabl SOP empket will be sent to the
Enabl e-aldae ) .
NAT port open. The default setting is
Keeplive Configure the number of seconédifver I
Frequency setting is 60 seconds.

lfhe end device/ phone has an assigned

be set to "User =Phone". Then a "User =
TEL URI Requesnhe and TO header in the SIP requ
to "EnableWwjl'l1Tdle used instead of "SI P

is disabl ed.

Concurrent The maxi mum endpoints which can be re
Regi strati concerns, the default value is 1.

Ot her Settings
SRTP Enable SRTP for the call. The default

Sel ect Fax mode for this wuser. The def

f None Disabl e Fax.

f Fax Det &atx signal from the user/trun
Fax Mode . . .
the receiveseftaxt wil he bEmai l addr es s
| f no Emai l address can be found for
Emai | addr ess configured i n FaxACasl

Feat AfFeax/ T. 38

This optiow ¢beteaktenBoon can be wused
of network. The default setting is "AI

T All ow Al I
Strategy Device in any network can register t
T Local Subnet Only
Only the user in speciékxktessboret UOp@n
addresses can be specified.
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T A Specific I P Address
Only the device on the specific | P a

Enabl e T. 3 .
Enable or disable T.38 UDPTL Support.
UDPTL

SkKi T nkIf enabl e fAnAdtl on e euds etros ednot er password v
i u
P enable AFoll ow Meo,vifabkl aowemecwahnt doat

Sel ect audi o and video codec for t he ¢
Codec Pref PCMA, AANV-R. 7-2 @, G. 722, G. 729, G. 723, i
H. 265, H. 263, H.263p and VPS8.

"AOAE ' AA )18 %@OAT OEITO

Und®eb @G&BKktensi oMEXtremgi ondf‘cdkd doon t hen sel ect extensi on
and the add method to be Batch.
Talbd5 Batch Add | AX Extension Parameters

Gener al

Start Exte Configure the starting extension numbe
Create Num Specify the number of extemsitdnsngt o sbeé
Assign permission | evel to thda mutseiinoache
MNNat iagamalnt er ngdtrioonndlhe | owest | evel t o
Per mi ssi on sett iinngt eirsn a l
NotEsers need gaome alveevedlheas or higherd

privilege in order to make outbound ce¢
Configure Voicemail. There are three v
_ _ Local Voicemail"
Voi cemai | ) ) ) ) )
f Disable VODisamaiel Voi cemai |
f Enabl e Local ¥Yoiabémaivioi cemai |l for

Configure the SIP/1IAX password for the
password for the batch of extensions.
T User Random Password.
SI P/I AX Pa A rangdeaur e password will be aut omat
to use this password for security pu
f Use Extension as Password.
f Enter a password to be used on all t

Configure Voicemai bnpgayssiwordt bhdigsers.
f User Random Password.

Voi cemai | A random password in digits will be
Password to use this password for security pu
f Use Extension as Password.

T Enter a password to be usdatem.al | t
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Configure the number of seconds to ri

voicemail (voicemail is enabled) or he
the default ring ti meo6t2Qi0swh6iOc he eccadnm dps
t he gl obal ring t i Méedut GBsBeXt t iSre gAtViamng

PrompQustom Pro@&erhner al Preference. The
seconds and 600 seconds.

Ring Ti meo

Not e:

I f the end point also has a ringttiumsea

shortest time set by either device.

Enabl e automatic recording for the cal
Aut o Recor disabl ed. The recording Weld eBCR2RReber ¢

Files

Skip Voice . : .
When user dials voicemail code, the pa

this woul ébudltlommw vaon e e nthe fl atuldts,e Dpt | By

Password
Veri ficat:.

. Sel ect which Music On Hold cl ass hems
Music On H

hol d.
| f enabl ed, the batch added extensi ons:s
Enabl e LDA if di sabl ed, t he batch added extensi

Phonebook.

Call Durat Configure the maxi-meani dgr ati on of <call

|l AX Settings
Max Number Configure the maxi mum number of call s

Configure to enable/disable requiring

. users who depend on backward compati bi
Require Ca

are shared between physical endpoints.
The default setting is "Yes".
SRTP Enable SRTP for the call. The defaul't
Select Fax Mode for this user. The def
T Non®i sabl e Fax.
1T Fax DeRa&xtsignal from the user/trunk
Fax Mode the received Fax wil!/l be sent to the
I f no Email address can be found for
Emai | address imonFaxgurseetti Wgeb p&gél

Feat Afax/ T. 38

This option controls how the extension
Strategy
of networ k.
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T All ow Al |

Device in any network can register t
T Local Subnet Only
Onltyhe user in specific subnet can r

addresses can be specified.
T A Specific I P Address

Only the device on the specific | P a
The default setting is "Allow AIIl".

. lédnabl e nAIIl o, users do not need to en
Skip Trunk . ' . .

I f enabw eMaidF,oltllbe c aliflaolclamw dme | wiotult o ut

Sel ect audi o and video codec for the

Codec Pref PCMA, GS M;G. AALR2, G. 722, A.LTROADPRC M,2 BLL PG

H. 265 ,2,6d3 2 6a3npd VP8

~

"AOAE %@OAT OET1T 2A0AOOET ¢ &O1T AOET T Al EOU

Usersselamct multipleeexitedtsteioongd eafnadul t by presm t he

and confirm the reset lflunséeibhagstyn Basecd&reétiags pe
values with the exception of Concurrent Regi Randbimons
Password. User voicemai l prompts and recordings wil/l

restored to default with the exception of usernames an:

SAAOAE AT A %AEO %@OAT OEI 1

Al l t e dCtMensi ons aWeb IGAHXxe@dnsndHEXremEgi onde h status, E
Call erl D Name, Technology (SI P, Il AX and FXS), I P and Po
Sel ected Extensions" or "Delete Sc‘er'—l/,ec'tEelQEaxntdEn"sDwﬁﬁPnest"e"
are availableUper eahessgi@aoch an extension by specifyi

extension quickly.

Extensions
Status FIEETERENE Extension CallerlD Name Message Terminal Type IP and Port Ernail Status Options
Available 1000 0/0/0 sip 192.168.5.143:5061 = E 9O o
. Unavaasl Avsilable 1001 0/0/0 sip - = “ 0O ]

Fi gBrde Manage Extensions
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1T Status
Users can see the feoxitleoomsiinogn itcoo ni nfdoirc aectaec ht he SI P st at

Green: 1 dl e

Bl ue: Ringing

Yel |l ow:l n Use

Grey: Unavailable (the extension is not registered

T Edit single extension

Cli CE'cbm start editpagamébtersxtensi on

1T Reset single extension

Clic@bo reset the extension parameters to default (e
Ot her settings will Mae nt eAeredand pe @ @mniftorin@xdc emt
user namger mi ssidelse ande user voicemail prompt and voi

T Reboot the user

[
Clickatno send NOTI FY reboot event t 62 Qedxet edhesv ioe awh

registered. To successfully reboot the wuse620Weer o (
GUAVal-added FeAdteurroe sChHMefriog C8afiigngs

T Delete single extension

Clicl am delete the extension. Or sel ect the checkbr

Selected Extensions™".

T Modify selected extensions
Select the checkbox for tHBe etxd eendsiitont(hse .e xTtheems icd i < Ki

T Del ested ect ed extensions
Select the checkbox for the éxtensiedtef(e)t hEhentelhisct bt

%Dl OO0 %BOAT OEI 1 O

The extensions conéf2ioglanetieoevxpbet®¥&€Mt o csv format file
"I AX" oC€Cl I EKSbn "Export Extensions" button and select |
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Manage Extensions

+ Add 4
© Follow Me Options

SIP Extension

=)

|&X Extension

(L] Status ¢ Presence Status $  Extension  FXSExtension me ¢  Terminal Type # IP and Port = Email Status # Options
m ® ldie Available 1000 John DOE sIP 192.168.6.236:40889 o EZANONI]
Kl Unavailable Available 1001 sip = FO Df @
Fi gwBr5e Export Extensions
The exported csv file can serve as a template for wuser
the @£Z60
) I BT 00 %@OAT OET 1O
The capability to i mpo20prexi edesi asersofileai UCMity to bea
or different configuration quickly nto the PBX system.
T Export extension ®&2Wh0y it¢tki dhiomMEx per UCEIXt ensi ons" butt
T Fill up the extension information you would Iike in t
T Click on "I mport Extensions" button. The foll owing d
Please use UTF-8 en fows or other operating systems, it can be opened
using Notepad and saved
" removes the extension and the extension as a member of the other business, and then
On Duplicate Extension: Delete and Recreate A
Extension File: Skip
Update Information
Fi gwBrée | mport Extensions
1T Select the option in "On Duplicate Extension" to defi
file should be treated by the PBX.
T Skipuplicate extensions in the c¢csv file wildl be sk
i nf or maprieovni caussl y configured without change.
1T Del ete and Thec rceuatree:nt extension previously configu
Page | 164
UCM6200 Series
Ver si &r0.11.70 .

V- S



~w GRANDSTREAM

CONNECTING TAE WORLD

extension in the csv file will be | oaded to the PBX
T Update I nfDhenati emt extension preei BPBX| wicbnbeglkept
the duplicate extension in the c¢csv file has differ
configuration for those options in the extension.
1T ClickClhoose filte tseelwexltoadwr édd¢tl @r f riom tl lne aPCdi
T Click on "Apply Changes" to ®&R2@Oy the imported file ¢
Examplfe |ef t:o i mport
A B C D E F G H 1 J K L M M
™1 S N v W I~ - S - N1~ ST 71 N
T a— 1002/ cmingzs | setenalne 2 Ino—[one —[nllowal
0ase ves 1004 asminzs | 12860l 2o lno—Ione [ntowai
Fi gwBr7fe | mport File
Tab4@ SI P extensions |Imported File Exampl e
Field Supported values
Extensi on Digits
Technol ogy SI P/ SI P(WebRTC)
Enabl e Voicemail yes/ nemot e
Call erl D Number Digits
SI P/ I AX Password Al phanumeric characters
Voi cemai | Password Digits
Skip Voicemai l Passw yes/ no
Ring Ti meout Empty/ 3 to 600 (in second)
SRTP yes/ no
Fax Mode None/ Fax Detection
Strategy Al'l ow All / Local Subnet Onl y/
Local Subnet 1 I P address/ Mask
Local Subnet 2 | P addr ess/ Mask
Local Subnet 3 I P address/ Mask
Local Subnet 4 |l Rddr ess/ Mask
Local Subnet 5 | P addr ess/ Mask
Local Subnet 6 I P addr ess/ Mask
Local Subnet 7 | P addr ess/ Mask
Local Subnet 8 | P addr ess/ Mask
Local Subnet 9 I P addr ess/ Mask
Local Subnet 10 | P addr ess/ Mask
Speci fic I P Address | P addr ess
Ski p TAruu nhk yes/ no/ byti me
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PCMU, PCEBAM, G. 726,
H. 26bBC, ACALZ2 6
32, ADPCM, G. 723, H. 263, H. 263 p,

I nternal / Local/ National/lnte

GH72@4 G. 729

NAT yes/ no
DTMF Mode RFC473xnfo/inband/ auto
Il nsecur e Port
Enabl e-ald evpe Yes/ no
Keeaol i ve Frequency Val ue 860mMm 1
Aut hl D Al phanumeric value without s
TEL URI Di sabl ed/ user=phone/enabl ed
Cal | Forward Busy Digits
Cal | Forward No Answ Digits
Cal | Forward Uncondi Digits
SupporiDeld&i ng Mode Yes/ no
Di al Trunk Password Digits
Di sable This Extensi Yes/ no
CFU Ti me Condition Al'l time/ Office time/out of
holi day/ out of office time o
CFN Time Condition Altli me/ Of fice time/out of off
holi day/ out of office time o
CFB Ti me Condition Al'l time/ Office time/out of
holi day/ out of office time o
Music On Hol d Default/ringbacktone_ defaul't
CC Agent Policy I f CC is disabled use: never
I f CC is set to normal wuse:
If CC is set to trunk use: n
CC Monitor Policy Generic/never
CCBS Avail able Timer 3600/4800
CCNR Avail able Timer 3600/ 7200
CC OfTfiemer 60/ 120
CC Max Agent s Val ue 896 m 1
CC Max Monitors Value D886 m 1
Ring simultaneously Yes/ no
External Number Digits
Ti me Condition for R AIl time/ Office time/out of
holi day/ out oof hoffdag/ sipmei f
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Ti me Condition for S All time/ Office time/out of
holi day/ out of office time o

Enabl e LDAP Yes/ no

Enable T.38 UDPTL Yes/ no

Max Contacts Val ues -1fOr om 1

Enabl e WebRTC Yes/ no

Al elrntf o None/ Ring 1/ Ring2/ Ring3/ Ring

8/ Ri ng 9/ Ri ndgr 11/0b cdl ell2c/ocrdeet ¢ 8 £ 0
bel |l-do4fk bé&ldlbcouwset om

Do Not Disturb Yes/ no

DND Ti me Conditi on Al | t i me /nf/foiuctce of of fice tir
holi day/ out of office time o

Cust Amt o answer Yes/ no

Do Not Disturb White Empty/digits

User Password Al phanumeric characters.
First Name Al phanumeri c wihtahawct egmseci al
Last Name Al phanumeric without speci al
Email Address Email address

Language Defaul t/ en/ zh

Phone Number Digits

CadBlarging Monitor Extensions all owed to call b

Seaml ess Transfer Me Extensionssabmbwsed tpobansfer

Tab4® | AX extensions | mported File Exampl e
Extensi on Di gits
Technol ogy I AX
Enabl e Voicemail yes/ no
Call erl D Number Di gits
SI P/ I AX Password Al phanumeric characters
Voi cemai | Password Di gits
Skip Voicemail Passw yes/no
Ring Ti meout Empty/ 3 to 600 (in second)
SRTP yes/ no
Fax Mode None/ Fax Detection
Strategy Al l ow All / Local Subnet Only/
Local Subnet 1 |l Rddr ess/ Mask
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Local Subnet 2 I P addr ess/ Mask
Local Swubnet 3 | P address/ Mask
Local Subnet 4 I P addr ess/ Mask
Local Subnet 5 I P addr ess/ Mask
Local Swubnet 6 | P address/ Mask
Local Subnet 7 I P addr ess/ Mask
Local Swubnet 8 | P address/ Mask
Local Swubnet 9 I P address/ Mask
Local Subnet 10 I P addr ess/ Mask
Specific I P Address I P addr ess
Skip Trunk Auth yes/ no/ byti me
Codec Preference PCMU, PCMA, GSM, G. 7286, 86222, G.
H. 2BBBC, LAL7T2 6
32, ADPCM, G. 723, H. 263, H. 263 p,
Per mi ssi on I nternal / Local/ National/lnte
NAT yes/ no
Cal | Forward Busy Digits
Cal | Forward No Answ Digits
Cal | Forward Uncondi Digits
Require Call Token Yes/ no/ aut o
Ma x Nu mbGCearl |osf Val ues -5fIr2om 1
Di al Trunk Password Digits
Di sable This Extensi Yes/ no

CFU Time Condition All time/Office time/out of

CEN Time Condition of office time or holiday/ sp

CFB TComedition Al'l time/ Office time/out of
of office time or holiday/ sp

Music On Hol d Default/ringbacktone defaul't

Ring simultaneousl!y Yes/ no

External Number Digits

Ti me Conditi®inmdlotrame Al |l ti me/ Office time/out of
of office time or holiday/ sp

Ti me Condition for S All time/ Office time/out of
of offi beliidmg/epecific ti me

Enabl e LDAP Yes/ no

Limit Max time (5s) empty

Do Not Disturb Yes/ no
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DND Ti me Condition Al'l time/ Office time/out of
of office time or holiday/ sp
Do Not Disturb White Empty/digits
User Password Al phanumeric characters.
First Name Al phanumeric without speci al
Last Name Al phanumeric without speci al
Email Address Email address
Language Default/ en/ zh
Phone Number Digits
CadBlarging Monitor Extensions all owed to cal/l b
Seamless Transfer Me Extensions all owed to seamle
Tab#4® FEKStenslinnmesrted File Exampl e
Extensi on Digits
Technol ogy FXS
Anal og Station FXS1/ FXS2
Enabl e Voicemail yes/ no
Call erl D Number Digits
Voi cemai | Password Di gits
Skip Voicemail Passw yes/no
Ring Ti meout Empty/ 3 to 600 (in second)
Aut o Record yes/ no
Fax Mode None/DFeatxect i on
Skip Trunk Auth Yes/ no/ byti me
Per mi ssi on I nternal / Local/ National/lnte
Cal | Forward Busy Digits
Cal | Forward No Answ Digits
Cal | Forward Uncondi Digits
Call Waiting Yes/ no
Use # as SEND Yes/ no
RX Gain Val ues-3@60m
TX Gain Val ues-3@60m
MI N RX FIl ash Val ues fit®@®m0o 30
MAX RX FIl ash Val ues fireomo 40
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Enabl e Polarity Reve Yes/ no

Echo Cancell ation On/ Of f/ 32/ 64/ 128/ 256/ 512/ 102

3-Way Calling Yes/ no

Send Callerl D After 1/ 2

Di al Prsshkvor d di gits

Di sabl e This Extensi Yes/ no

CFU Time Condition Al'l time/ Office time/out of
of office time or holiday/ sp

CFN Ti me Condition All time/Officeéeimembbdbutdagf o
of office time or holiday/ sp

CFB Ti me Condition All time/ Office time/out of
of office time or holiday/ sp

Music On Hol d Default/ringbacktone_default

CC AgentcyPol I f CC is disabled use: never
I f CC is set to nor mal use:
I f CC is set to trunk use: n

CC Monitor Policy Generic/never

CCBS Avail able Timer 3600/ 4800
CCNR Available Timer 3600/ 7200

CC Of fer Ti mer 60/ 120
CC Max Agent s Val ue 1-88 6 m
CC Max Monitors Val ue BB6m 1

Ring simultaneousl!y Yes/ no

External Number Di gits

Ti me Condition for R AII time/ Office time/out of

Timondition for Skigpof office time or holiday/sp

Enabl e LDAP Yes/ no

Enabl e Hotline Yes/ no

Hotl ine Type Il mmedi ate hotline/delay hotl

Hotl i ne Number di gits

Limit Max time (5s) empty

Do Not Disturb Yes/ no

DND Ti me Conditi on All time/Officeimembbdbutdagf o
of office time or holiday/ sp

Do Not Disturb White Empty/digits

User Password Al phanumeric characters.
First Name Al phanumeric without speci al
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Last Name Al phanumeri c wihtahact egpeci al
Email Address Email address

Language Default/ en/ zh

Phone Number Digits

CadBlarging Monitor Extensions all owed to call b
Seamless Transfer Me Extensions all owed to seamle

The CSV file shoabdveohital eis,alilf t(here of them is missin
the following error message for missing fields.

9 The format or coding of CSV files is incorrect.

Fi gwBr8e | mport Error

%P OAT REJAE %0

Users can click on anExxermhicseamsaipagembandiquitbkly view i/
as:
T ExtensShows the Extension number
T StatShows the status of the extension.
T Presence:lsntdatcas es the PresennscieonSt atus of this exte
T TerminalShowpet he Type of the te&SmP,nalk X)@&etng. this ex
T Call eNbamedeveal s the Caller I D Name configured on thi
T Messagbhows the messages stats
T I P andThRorltP addr ess anmndde vtilcee pucsritnsg. afhet heext ensi on
T Email sShawus$ he Email statatgc.(sent, to be sent é
f Ring Gihadiupates the ring groups.that this extension
T Cal l Qmdueates the Cal Queues that this extension b
T CalQueulyraminaditceass tIQae@a&ls t hat this extension. bel on
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Details

Options

Extension

Status ® |die

Presence Status Available

Terminal Type SIP(WebRT()

Callerls Name Jhon Snaw
Message 0/0/0
1B and Port 192,168.5.155:5062
Email Status To Be Sent
Ring Group 5400
Call Queue

Call Queue(Dynamic)

Cancel “

Fi gwBr9e Extension Details

% AENl OEEAEAAQET 1

Once the extensions are egetbhedPRKthdBmai $t mratdenmas é an
Noti focabisand the account registration and configurat.|
settinWebn@B8Blystem SAEmainlgsSeéetst ipmoefeirgiluyr ecdkonand t e6s200d on

beforeEmaihgNdDLfication

When cl| Em&i onNddi butabnonthe following message will be

to confirm sending the account information to all/l user

E-mail Notification X

Are you sure you want to send the selected account information to the corresponding email

addresses? If you do not select any extension, it will send all the account information to the

corresponding email addresses by default.

| Cancel | Email Template m

Fi g wro&-mai | Not FAriacmpgti olnnf or mati on
The user will receive Email marndlondiamg d DA rQIdnrfcaogylies tarsa t
generated for Mobile applications to scan it and get au

on Grrmredmt Softphone GY% p¥alviea d\DiSappldi cati on
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Account Mame : 1001

SIP Server - 192.168.21

SIP User D - 1001

Authenticate 1D : 1001

Authenticate Password : t"297e051h
Mame :

This is the QR code of this account.

Fi gwriAccount Registration Information and QR Code

Server Address : 192.168.2.1

Port: 389

Base : dc=pbx,dc=com

This is the QF. code of this LDAP config.

Fi gwWr2e DAP Client Information and QR Code
-0l OPBCEOOOAOQOEWBOADOEI I

UCM20sOupmomul ti pl e gpeegri setxrtaainidoiman users can use the same
di fferent | ocations
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GS Wave:
Extension 1000

uctm

Home Phone:
Extension 1000

Extension 1000

Fi gwrde Mul ti ple Registrations per Extension

Thi s featureenalmlned beby conf iAComicug r et i RmgdeWekmti on
GUAExtensi oAEdirunkxt éBsidem aulstetvdlouel ifsor Baexumummyi pulf:

Edit Extension: 1000

Mabile Phane Mumber:

Basic Settings Media Features Specific Time Follow Me

General
# Extension: ‘ 000 ‘ CallerlD Number: ‘ ‘
* Permission: Internal v # SIP/IAX Password: ‘ DGcTBjoG ‘
AuthlD: ‘ ‘ Enable Voicemail :
* Voicemail Password: ‘ 791020 ‘ Skip Voicemail Password V..D
Enakle Keep-alive: D * Keep-alive Frequency:
Disable This Extension: D

User Settings
First Name: lohn ‘ Last Name: ‘ DOE ‘
Email Address: ‘ mbaomar@grandstream.com ‘ # User Password: faie- ‘
* Language: ‘ Default v |* Concurrent Registraticn...| 3 |

Fi gwrde Ext e-rCoin@amurrent Registration

3-3A00ACA 30PDPI 00

TheCM20p0r ovi de 1 HPuiSIMS mewsmsmaret . SIFP e sdu dheGraaned s GIX®a mr
GXV phones that supgpfotrdrs SAREAWMsnaege St ¢ehed e ttheviuce
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casmendnd r eScMS vree s.Phgase refer to the end device documen
SMS message.

SMS Message suppoetadded sewcéefitumware 1.0.10.x which

Asterisk 1.8 Asterisk 1.8

Asterisk 13 - Asterisk 13
[ -’

Fi gw®r5e SMS Message Support
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%84%. 3)/ . '2/ 503

The UCM6200 extension group feature allows users to as
better manage the configurations coomftilpurW @6 2 Eh.abF @r Fé
Caller 1 D", users could select a group instead of weach

configuration process and helps manage and categorize

#1 1 EEGOORT OETT ' OF 6PO

Extension group ¢ a\Ne bb & Bdxd nefnisg LOrQeEK tr velimaki on. Gr oup s

. + Add .
1 Clic to create a new extension group.

N

T Clic ¢m edit the extension group.

=

T Clic am delete the extension group.

Select extensiseshsohrometheft side to the right side.

Create New Extension Group

* Name: Tech_Supprot_Team

Members: 0 item Available 6 items Selected

Fi gwrée Edit Extension Group

Clicrnin order to change the ringing priority of
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50ET ¢ %gOAT OEI T ' O1I OPO

Here is an examplenwheroeptbanebebdbon SHkt ec@Gci ohOdrhaomknd
Routersd select "Enable Filter on Source Caller | D". Bo
up for users to select

Edit Outbound Rule: National

* Calling Rule Mame: | MNational ‘ * Pattern: ‘ NGO ‘
Disable This Route: |:| PIN Groups: ‘ Nane v ‘
Password: | ‘ Privilege Lavel: ‘ Disable v ‘

Enable Filter on Source Caller ID

Enablz Filter on Source. [ * Custom Dynamic Ra...

Availzble Extensions/E..| Extension GroupAccounti..

Fi gwr7fe SeExtceénsi on Group in Outbound Route
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Y 425. +3

Go Web @GBKktensi oAAMaluomg Trourmkid and edit analog trunks.

T Click on "Create New Analog Trunk" to add a new

1 Clic.l;;bo edit the analog trunk.

T Clic tom del etettrhbhekanal og

N~ . ~ “ oA

I TAITTC 4001 E #1171 £ZECOOAOQEIT 1

The analog trunk options are |listed in the table

anal ¢

bel ow.

Tab4® Analog Trunk Configuration Parameters

Select the channel for the analog trun
T UCM2022 channel s

UCM204channel s
f UCM2088 channel s

Specify a unique | abel to identify the
rules and etc.

Advanced Options

Enable this option to satisfy two pgiimg
SLA Mode key system and creating shared extensi
pol arity reversal

Channel s

Trunk Name

The barge opwhemnbepeci ftaghwiiomnsa cal | it
Barge Allactrunk. | f enabled, the other stations
The default setting is Yes.

The hold option specifies hold per miss

capl ace this trunk on hold and any oth
Hol d Acces

to APrivated, only the station that pl

The default setting is Yes.

I f enabl ed, a widllarbiet ymarrekveedr saasl r ecei v
Enabl e Pol answered by the remote party. For somi
Reversal signaling the disconnection of a pfHango

on a polarity rlegvereshdi .ngThe def au
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When FXO port answers the call, FXS ma
shorter thanfPolha&rivtay uen gAntshwe r P®Dled miyt y
ignored. Ot her wOmshegtod&t hda skcXo@ nweicltl t he c a
600 ms .

This is the periodic6?2owind |( ius emst)o tchheetc

Di sconnect .

Threshol d

Ring Ti meca

RX Gain
TX Gain
Use Call er

Call er | D

Fax Mode

FXO Dial
Del ay ( ms)

Aut o Recor

in the line. The default setting is 20
Configure the ring timeout (in ms). T
determine i Hahoyleefeo wa st mevelriemde iThiadnya

to configure how | ong62i0t0o h a k & e rr&i endgd megn
Hangapti vity. The default setting is 8I

Configure the RX gain for the receiwvam
is ffro.nmb (dB) to + 12.0 (dB). The def al
Configure the TX gain for the transmit:Ht
is fr3.m (dB) to + 12.0 (dB). The def al

Configure tCalémabhlD detecti offredThe def a
Select the Caller I D scheme for this t

T Bellcore/ Tel cordi a.

1T ETSHSK During Ringing

T ETSHSK Prior to Ringing with DTAS

T ETSHSK Prior to Ringing with LR

1T ETSHSK PrRiomgitmg with RP

T ETSOTMF During Ringing

f ETSOTMF Prior to Ringing with DTAS

f ETSOTMF Prior to Ringing with LR

f ETSOTMF Prior to Ringing with RP

T SIN -BZ7Y

f NTT Japan

f Aut o Detect
I f you are not sure which scheme Ttleo denf
setting is nBellcore/ Telcordi ao.
Enable to detect Fax signal from the t
t o t he default Emai | addr ess i n AEax

Feat Afeax/ T. 3Be def adNbosetting is
Notlef enabl ed,hrFoauxg hPacsashnot be used.

Configure the ti mehoionkt earnvda If ibresttw edeina | oefc

Enable automatic recording for the ca
di sabl ed. The recording Webe@UCDbBRReber e
Fil es

P Q
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I f selected, t he amd nikn ovd il n go/eO udti gsoai bnl ge
not be possi bl e.

This is to i mplement analog trunk outb
Threptiaornes avail abl e:

T Ascend
When the call goes out from this anal
FXO port. The port order twhatl dt thhbeap®a
2Apor Apbdbodt 16. Every ti me iitti diusiel)l. st ¢
T Poll

When the call goes out from this ana
| ast ti me. And it wi || al ways us
1A2A1 3 16A1A2A1 &1 & 1A2A1 ®16. . . , foll owing
used.

9 Descend
When the call goes out from this anal
FXO port. The port order that t heApcoa
l1&dporApo2rt 1. Every time iittiwislel).star

The def aulfitAssceetntd on gmaidse .

Thé&lo#hi near Prelclessnngclio cancekmavebs:
resi dual echo components that cquwl cher
CancelFlbét pbwing modes are supported:

T Def adhe : NLP | imits the signal l evel
act,ama the backgroundnnoiise lloawel ad
f Custom mdhde NLP | imits the signal I e
when active, and the background noi s

f Custom mdhde MNMLP sends sign noise whe

noi se | evel hadgjhust ment i s
f Custom modhee 2NLP i njects whi t e no.i
corresponds to the background noi se
|l evel adjustment is high
Al l ows external numbers the opntitomatt ol
t hem.
For Example: User 2002 has dialed exte
reachabl e, once they have received mis
would mostly call back the numbrneabl e@d t
they wil/l be directly bridged to user

destination.

P Q
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Busy Detec

Busy Tone

Congestion
Detection

Congesti on

Tone Count

Busy Tone

Congestion

PSTN Det ec

~w~ OCRANDSTREAM
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ngs
Busy Detection i s usaendg otpo fdet edcett efcari n«
default setting is "Yes"

I f "Busy Detection" is enabl ed, users
pl ayed before hanging up. The defaul't
set to 4, 6 or even 8. Pl ease note th
needl WHangtpe channel. However, this m

randkdamgup

Congestion detection is used to detect
is "Yes™

| f " Con@etsadtoinon” i s enabl ed, users <ca
tones to wait for. The default setting

Select the country for tone settings.
configure the values f oorn Blwosye . Toirhe are
"United States of America (USA)".

Synt ax:

fl=val[ @ evel ][, f2=0alk] @né&Z @If]f]3,]dso0on1l/
Frequencies are in Hz and cadence on a
Frequencies Range: [ O, 4000)

Busy Level30®andde: (

Cadence Range: [ O, 16383] .

Sel ect Tone Country "Custom" to manual
Default value:

f1=480@f 2=5Q20@=500/500

Synt ax:

fl=val[ @ evel ][, f2=val] @nhé&Z @If]f]3,]ds0n1l/
Frequencies are in Hz and cadence on a

Frequencies Range: [0, 4000)

Busy Level30®agndge: (

Cadence Range: [0, 16383] .

Select Tone Country " CusBuwsny Toon emavnaulau e
Default value:

f1=480@f 2=5Q20@= 250/ 250

Click on "Detect" to detect the busy t
by PSTN. Before the detecting, pl ease
configondewor king properl y. I f the dete
option wil|l be set as "Custom".

P Q
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034. $AOAAOQEII
The WQRM@Provides PSTN detection function to help users
Current Di sconnect by making a call from the PSTN I in
answered and up for about Ingmirrewtud.t Gmdd d&dcmoey, atbh2e0 Odaent
settings.
1. Go to6PDQMeb BHKtensi oAAdaluomg Prawgreks
Click to edit the analog trunk created for the FXO pc
I n the dialog window to edit tsheec tainoan oagn dt rtuhnekr,e gaor et ot
the busy tone.
f Tone Country. The default setting is "United Stat
T PSTN Detection.
Tone Settings
Busy Detection: * Busy Tone Count: _2
Congestian Dete:t'of.. # Congestion Count: . 2
# Tone Country: United States o... v # Busy Tone: [ 1= B0m@-30.f2=62
# Congestion Tone 5e,| f1=£80@-50f2=62 PSTM Detection: ‘ Detect |
Fi gwr8e UEMOFOXO Tone Settings
4. Click on "Detedetetodoishart PSTN
Detect model: Auto Detect v
Source Channel [to be detect..| v
Destination Channel: ki
* Destination Mumber:
Dump Call Progress Tone File..
Mote: Detection will keep the call up for about 1 minute. If you have selected Semi-aute
Dietect, please pick up the phane only after you are informed.
Fi gwr9e UEMOPOSTN Detection
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T I'f there are two FXO ports connected t odePtSeTcNt ildm.es,

Detect :MAdelo Detect

Source Chammeelsource channel to be detected.
Desmhation :ChTahneneclthannel to help detecting. For exam
Destinati o:n TNwuenbreumber to be dialed for detecting.
number for the FXO port used as the destination cha

PSTN Detection X

Detect model: Auto Detect v
Source Channel (io be detect..| 1 v
Destination Channel: 2v

* Destination Number: 123456

Dump Call Progress Tone File...

MNote: Detection will keep the call up for about 1 minute. If you have selected Semi-auto

Detect,

Fi guroe®d UEMOPOSTN Detection: Auto Detect

T I'f there is only one FXO port connected-dteoeSTHNL I N

PSTN Detection 2
Detect model: Semi-auto Detect

Source Channel (to be detect..| 1+
# Destination Mumber: 123456

Durnp Call Progress Tone File..

Note: Detection will kesp the call up for about 1 minute, If you have selected Semi-auto

Detect, please pick up the phone only after you are informed.

Fi guroel UEMOPOSTN Det ect-Awotno BSetméct
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Detect : MGdnaulit o Det ect .

Source Chammeelsource channel to be detected.
Destinati on TNuembneurmber t o be dialed for detecting. T
or other PSTN numbed fhatm the beureaclkhannel PSTN r

5, Click "Detect" to start detecting. The source channe

Detect", the call will be -aut omBetti eabl gVlectbh sGuWICIMdcdyi o r
prompt to notify the user to answer or hang up the «caza

6. Once done, the detected result wi || show. Use@x00@oul
settings.

Tabb@ PSTN DdtoAnali og Trunk
Sel ect " Aut o Eneutteoc tD'etoerct"S efnoir PST
f Aut o Detect

Pl ease ma k e sur e t wo or mor e
UCM200Ond in idle status before

detection, one channel wi | | be

anot her channel wi || be used ac
ucM2oli | I control the call tet Wwe
caller and callee to finish the

Det ect Mo d e |
f Semauto Detect

SemEut o detection requires ansy

manual |l y. Pl ease make sure one
UCM200Ond in idle status before
detecti on, source channel wi | |

the configured Destination Numb
prompWebi @Ww help finish the det

The dkefasetting is "Auto Detect".

Source Channel Select the channel to be detected
Destination CheSelect the channel to help detect
Destination Nur Configure the number to be call ed

ZSI\Iote:

T The PSTN detection process wil!/l keep the call up for

T I f "-&Zemé Detect' is used, please pickebp @Uhenpcal I onl

T Once the detection is succeBsswl Torne'"e, d'eR elica reidt yp aR evn

Di sconnectwblyl PBS@aNfill eddimgofitbledsormespe® anal og tru
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61 )0 4001 E #11 ZEECOOAOQET I

Vol P trunksi gwume d &i2rio0€E€We b GBBHBKkt ensi oAVIalrRnkr uOkhkse creat

the Vol P trunks will be I|listed with Provider Name, Typ:¢

trunk.

T Click on "Create New SIP Truakd ar nt@r &at & NewnkAX Tr

1 Clicr'—'cbm configure detailed parameters for the Vol P
. L1220 . . . .

T Clic am configure Direct Outward Dialing (DOD) for

T Clic ¢ém start LDAP Sync.

T Clic am delete the Vol P trunk.

For Vol P trueée erxeafmnepdloec,onmpelhe i n the following | ink:

http:// www. grandstream.

The

Type

Vol P t raurnek loipsttieodnsi n the table bel ow.

Provider N a

Host

Keep

Keep

NAT

Name

Ori gin

Trunk

Tabb&Creat eSINRPWTr unk

Select the VolP trunk type.
T Peer SIP Trunk
T Register SIP Trunk

Configure a (wmpi dwe 6l4athochladaat é
out bound rul ese,t ci.nbound rul es

com/ sites/ defaul t/ fi

ity

Configure the I P address or URL f

t his

or

t

Keep the CliDn bforuonnd tchael | whhans dsiealtii may

AKeep Trunk CI DO option.

Pl ease

supports to match user entry wusing

mak e

i u

| f enabl ed, the towelkr iCdde nwi@d y Céanidtt eviid
def

extension has CID confi ghiaa ed.

Turn on this setting when the

configuration or SIP/RTP port

The

PBX
devices behind N®&Ay lafudt bhernes sive | aned
support

P S
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|l ¢ hecketdhe trunk wil/l be disabl ed.
Di sabl e Thi Notekf a current SIP trunk is disabl e
(REGI STER message withprexypides=0) to

I f the trunk has an assigned PSTN te

"User =Phone". Then a "User=Phone" pa-r
TEL URI Line and TO header in the SIP reques
"Eanbl e", "Tel :" will be used instead ¢

is di sabl ed.

Configure the Caller I D. This is the
making outbound call s. For e9omsei pblev
CallerlI D with this option and this op

| mport anWheNmtmaki ng outgoing calls, t
Caller | D be used to determine which Callerl D w

From user (Regi $tCdrD Trruonk i Oibéogupn dOrci agl
EnablAddunk Usernamek@alTlrantdkhDa SCIADD O DA
Extension Cal |IAeTr DnkNuUndbemrnaKe/e@al Treur
Di sabA @ldg bal Out bound CI D.

Sel ect whet her the trunk needs to re

Need Regi st i .
"Register SliPs Tgaln&kc't ed.peThe default

Enter the username to register to the
User name .
Trunk" type is selected.

Enter the password to register to the
Password .
Trunk" is selected.

Aut h | D Enter the Authentication I D for " Regi

Enabl e automatic recording for the cz¢
Aut o Record defaul't setting is disabl ed. The Weh
GUACDRRecording Files

Al |l ows external numbers the option to

t hem.

For Exampl e: User 2002 has dialed ext
Direct Call reachabl e, onece et veyl mavesed call not

woul d mostly call back the number, i f

they wil. be directly bridged to use

destination.
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Tabb52 SI P Register Trunk Configuration Parameters
Basic Settings

, Configure a unique | abel to identify
Provider Na .
i nboundcetrcul es

Host Name Configure the I P address or URL for t

Configure the SIP transporungrofTfTbeode
"UDP" .
Transport T UDP
T TCP
1T TLS
SI'P URI Sch When TLS is selected as Transport fo
When Usi ng SI'P and SI PS URI scheme

Keep the CdDi fbound hcall . TWhen sceitdli inrg
Keep OriginfAiKeep Trunk CIlI Do option. Pl ease make
supports to match user entry wusing du

| f enabl ed, the trunk CI| DenwsiilolndrsotClI
Keep Trunk ) .

extension has CID configured. The def

Turn on this option when the PBX is
NAT devices behind N®a&Ay lafudt bher & diuee same d

configoratl @hRTP port configuration o

| f sel ected, the trunk wil/ be di sabl
Di sabl e Thi Notekt a current SIP trunk is disabl e
(REGI STER message with expires=0) to

Ifhe trunk has an assigned PSTN telej

"User =Phone". Then a "User=Phone" pa-r
TEL URI Line and TO header in the SIP reques
"Enable", U§ed:I'nwtbkehdbef "SIP:" in t

is disabl ed.

. Sel ect whet her the trunk needs to re
Need Regi st ) .
"Register SIP Trunk" type is selected

I f enabl ed outgoing calls even if the
Al l ow outgb
) . go through.
if registra . ~ ]
Note that i f we uncheck ANeed Registr
Configure thhd newve meamhd er when t he ex
Call erl D Na .
configured.
Configure the actual domain name wher

used to override the fAFromo Header
For exampl e, 20"0t. rpu okv.i WIE&MG com" iiKBr ameHé&
sip: 1234567 @20rOu npkr.oWG M6 r . c o m.

From Domai n
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User name

Password

Recor d

Advanced
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Configur e utshee nemfmet bk ext ensi on. This
AFromd Header. There are cases where
trunk) with multiple DI Ds.

For exampl e, "1234567" is the From Us
sip: 1234567 @20rOu rpkr.oWG M6 r . c o m.

Enter the username to register to the
Trunk" type is selected.

Enter the paegswbed to the trunk when
Enter the Authentication I D for "Regi

| f enabl ed, the UCM will send 401 r e
the trunk.

Enable automatic recording for the cz¢
default setting is disabl ed. The r e
GUACDRRecording Files

Al |l ows external n u ntbierresc ttehde tooo tti hoen e xo
t hem.

For Exampl e: User 2002 has dialed ext

reachabl e, once they have received mi
would mostly call b a c kit Dti hree crt u nthad rl ,b aicf
they wil |l be directly bridged to wuse

destination.

Settings

Sel ect audi o and video codec for the
PCMA, GASAM:B. 7-3 @, G. 726, G. 722, G. 729
H. 264, H. 265, H. 26 3, H.263p and VPS8.

I f enabled, the SIP INVITE messaBrefe
|l dentity) header. The default setting
Not®@Send PPl Headero and fiSend PAI He
ti me. Only one of the two headers <can
Y Defaultil ncl ude the trunkos p Basit Settings)c
in the PPI Header.
1 Original CID i Include the original CID in the PPl Header.
1 DODNumberil ncl ude the trunkds DOD nu
DOD number has been reaCIDwilthdwesedt r un

I f enabled, the SIP INVITE messa#fgesee

P Q

l dentity) header including configured

Not@Send PPl Header o and fASendbPAld e

ti me. Only one of the two headers can
Page | 188
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I f fASend PAI Header o is enabled and
instance, t he PAI header in the G&oirt
1234560 . | f iSend PAI Header o is en
Afemptyo, the PAI header in the SIP m
PAI Header . :
original Cl D.
Not@Send PAI Header o needs t o fbesa tewnrae
Only alphanumeric chadaotespear al amtiha
Il imit of 64 characters.
I f enabled and "From User" is configl
DIOIPERAS I:romthe DOD number.
Passthrough ! f checked and option "Send PAIl Head
Header passthrough from one side to the othe
Out bound Pr )
Select to enable outbound proxy in th
Support
Wheonut bound proxy support is enabl ed
Out bound Pr
out bound proxy.
It is used to set if the phone system
Remove OBP . o N . .
header. I f is set to AYeso,miSl Pwirlelqu
Rout e ) . . R
default setting is ANoO.
Configure where to get the destinat.i
DI D Mode ) -
Requ-esnhe-heradleor. The defaudinies.set t
Configure the def askenhdDhBFDMMEe owh e ihi
T Defatlhe: global setting of DTMF mo:
for DT MF Mo d e setti ngAPBX 6 B tA&SIH r
Sett AngsS
T RFC4788nd DTMRFWLCAITBAR
DTMF Mode
T I nfSoeend DTMF using SIP I NFO messag
T I'nbas8dnd DTMF using inband-baudicwm.d
PCMU and PCMA.
T Aut 8end DTMFRFuG4i7n3§3 of f er ed. Ot her
used.
Enabl e Hear |I'f enabl ed, theullaOM6y2 0s0e wdi 191 R e@PTI ON
Detecti on if the device is sti I online. The de
When "Enabl e Heartbeat Detection" opl
Heartbeat F (in seconds) of the sInR ORTIt OGNS deed <&
is still online. The default setting
Page | 189
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Maxi mum NumThe maxi mum number of concurrent cal |

Cal | Lines whi ch means no | imit.
Sel ecmoBaex The default setting is ANo
T Non®isable Fax.
1T Fax DeRextsignal from the user/trunlik
Fax Mode the received Fax wil |l be sent to
extension. I f no Email eadidreesstbantF
to the default Emai | address confi
GUACal | F AdFtawxr/ efs 3 8
SRTP Enable SRTP for the VolP trunk. The d

CC Settings

| f enabl ed, tatue osnpas i eml Wyl lal er t t he

Enabl e CC ; . .
avail able, given that a previous call

Configure the maxi mum number of CCSS
CC Max Agen channel . | n o tnhuemrb ewo rsdesr,v etshiass t he m
reqguests this channel is allowed to n

Configure the maxi mum number of mo ni t
CC Max Moni this device. I n other wordsa)l ehss mauy
services for a specific device at one

Tabb® SI P Peer Trunk Configuration Parameters

Basic Settings

Configure a unigue | abel lite®tddeinni by

Provider Na .
i nbound rules and etec.

Host Name Configure the I P address or URL for t

A

Enabl e automatic recording for the ¢
Aut o Record default ssestabhgd.i sThe recording fil
GUACDRRecording Files

€

Keep the CID from the inbound call wh
Keep OriginTrunk CI DO option. Please make sure t
to match user entry using fiusernameo

|l Enabl ed, the trunk CI D wild not be
Keep Trunk . .

extension has CID configured. The def

Turn on this option when the PBX is
NAT devices behind N-way dafo tihsesruee tirse sarae d

configuration or SIP/RTP port configu

Page | 190
UCM6200 Series

e Ver si & . 11.70 .



~w~ OCRANDSTREAM

CONNECTING THE WORLD

| f sel ected, the trunk wil!/ be di sabl
. - Not e:
Di sabl e Thi . )
| f a current SI'P trunk i s di sabl ed,

( REGI StiERsage with expires=0) to the
I f the trunk has an assigned PSTN te

"User =Phone". Then a "User=Phone" pa-r
TEL URI Line and TO header inatlket®&leP Erdéudegs
"Enable", "Tel:" will be used instead

is di sabl ed.

Configure the Caller I D. This is the
making out bousamec aprl sV i dreorrs , it might
CallerI D with this option and this op
|l mportanWhe&Nmtmaki ng outgoing call s, t
Caller 1D be used to determine which CabtethB u

T CI D from i nbke ap Cril ¢ i nEtnla b ICADT r u
Username/ BGakpelMl Dhrka ICIAdDdODA Ext ensi on
NumbAIrImrunk UsernakKebe@gallTredDkb £bpADESUM p L
OQut bound CI D.

Configure the name of the caller t o
Call erl D Na .
Call erl D Name configured.

Configure the SIP transport protocol

"UDP" .
Transport T UDP
T TCP
T TLS
Al |l ews ernal numbers the option to get
t hem.
For Example: User 2002 has dialed ext
Direct Call reachabl e, once they have received mi
would was$tl pyack the number, i f the oy
they wil.| be directly bridged to use

destinati on.
Advanced Settings
Sel ect audi o and video caovdae d afbdre tchoed e
Codec Prefe PCMA, GSM;G. RBR 2 G. 726, G. 722, G. 729
H. 264, H. 265, H. 263, H.263p and VPS8.

Configure where to get the destinat.i

DI D Mode ) )
Requ-etsne-heradleor. The defaudhti hRéquest
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Configure the default DTMF mode when

T Defatlhe: global setting of DTMF mo
for DT MF Mo d e setti ngAPBX 6 a tAESH r
Sett AmgsS

DTMFEF Mode T RFC47388nd DTMmRFWLCAITBRB
T I nfSoeend DTMF using SIP I NFO messag

T Inba8dnd DTMF using inband-baudico.d
PCMU and PCMA.

T Aut®end DTMRFLAI7TBE of fered. Ot her

EnabHeart bec¢lf enabled, the UCM6200 wil l regul ar |
Detection if the device is stild]l online. The de
When " EmMeddtebeat " Depetbhons set to "
Heartbeagque (in seconds) of the SIP OPTI ONS messa
istill online. The default setting is

Maxi mum NumThe maxi mum number of concurrent cal |

Cal | Lines which means no | imit.
Sel ect Fax mode. The default setting
T None Di sabl e Fax
T Fax DeRextsignal from the user/truntk
Fax Mode the received Fax will be sent to
extension. I f no Emai l address can
to the def auwlsts Enmaifli gaded i n Fax

GUACalFeat AFax/ T. 38
Enable SRTP for the VolP trunk.

SRTP . :
The default setting is "No".
I f enabl ed, it owi || all ow SDP passthr
| PVT Mode wi || allow calls between the UCM and
Note This will |l ock out certain UCM f ¢

I f enabl ed, 2He® wodcadl auCMeénati cally p

LDAP contacts to the remote UCM6200
Sync LDAP E successful synchronization, the remot

option on the SIP peer trunk.

The defaul NoSetting i s

This is the password used for LDAP cc
the LDAP sync process. The password m
to ensure successful synchronizati on.

Sync LDAP P Configure thas@@PLPpPAP sync feature be

Sync LDAP
Password
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Specify an outbound rule for LDAP syn
modi fy the remote contacts by adding
Speci fpy ethex for LDAP sync feature. TI
the remote contacts by adding this pr

CC Settings

| f enabl ed, the system wil.| aut omat i
Enabl e CC i ) . .
avail able, giventohahata partvy ofuasi lcad |
Configure the maxi mum number of CCSS
CC Max Agen channel . I n other wor ds, this number
reqguests this channel can make. The n
Configure the maxi mum number of moni !
. this device. I n other words, this nu
CC Max Moni . . . .
services for a specific device at one
Th mini mum value is 1.
Tabb4 Create New | AX Trunk
Select the VolP trunk type.
Type T Peer | AX Trunk
T Register | AX Trunk
) Configure a wunique | abel to identify
Provider Na .
i nbouncdetrcul es
Host Name Confi guraeddtrheessl Por URL for the Vol P p|
| f enabl ed, the trunk CID wil!/ not I
Keep Trunk ) .
extension has CID configured. The def
Enter the ux@rimdme ttaw the trunk from
User name )
Trunk" type is selected.
Enter the password to register to the
Password .
Trunk" type is selected.
Di sable Thi I f selected, thleedrunk wil!/ be disab
Tabb® IReXgi stemk TConfi guration Parameters
Basic Settings
_ Configure a unigque | abel to identify
Provider Na .
i nbouncdcetrcul es
Host Name Configure the I P address or URL for t
| f enabl ed, the trunk CID wild.l not |
Keep Trunk extension has CID configured.
The default setting is "No".
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Di sabl e Thi | f sel ected, the trunk wil!/ be di sabl

Configure the Caller ItD.t hTeh itsr uinsk twh d

making outbound call s. For some prov
Call erl D wi tnikd tthhiis opttiicom avi | | be i gl
| mportanWhe&Nmtmaki ng outgoing calls, t
Caller | D beused to determine which Callerl D wi!

From user (Regi $tCdrD Trruonk i Oibéogupn dOrci agl
EnablAdpunk Usernamek@alTlrantdkDa CIADD O DA
Extensi on Cal IAeTr Dn kNuUnbemrn ame/eal Treur
Di sabA @ldgbal Out bound CI D.

Configure the name of the <caller to
Call erl D Na )

Call erl D Name configured.
User name Enter the usearnathe ttlhoe rterguimskt from t he
Password Enter the password to register to the

Advanced Settings

Sel ect audio and video codec for the
Codec Prefe PCMA, GSM;G. RBR 2 GGlZe,2, G. 729BC,G. AR
H. 264, H1.226635, &n ® 6\3pD8
EnabHeart bec¢lf enabl ed20Mmihed UGMul arly send SIP O
Detection if the device is still online. The de
When " EhMeddtebeat " Depetcbhons set to "
Heartbeafgque (in seconds) of thee SslePntOPtTol QNS ndeesvsi ac

is stildl online. The default setting

Maxi mum NumThe maxi mum number of concurrent cal |

Call Lines whi ch means no | imited.
Sel ecmoBax The default setting is ANO
T Non®isable Fax.
T Fax DeRextsignal from the user/trunlik
Fax Mode the received Fax will be sent to
extension. I f no Email eadidreesstbantF
to the defaul't Emai | address coWéh
GUACal | F Adtawxr efs 3 8
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Tabb@ | AX Peer Trunk Configuration Parameters
Basic Settings

Configure a unique | abel to identify

Provider Na .
i nboundetrcul es

Host Name Configure the I P address or URL for t
| f enabl ed, the towaekr iCdde nwildy eanottenl
Keep Trunk . .
extension has CID configured. The def
Di sable Thi I f selected, the trunk wil!/l be di sabl
Configure the Caller I D. This is the
makiomwgt bound call s. For some provider

CallerI D with this option and this op

| mport anWheNmtmaki ng outgoing calls, t
be used to determi be wkeitche€CallkeskeDdw

Call er | D

CID from i KeewpnOrd glEma@p IAdr) nk User na
(Keep TrurmkhablAPDPDA Ext ensi on Cal A e€lrmrlul
Username/ BallpeMr DDiks £bADBId9 b a | Out boun

Configure the name of the caller t o
Call erl D Name configured.

Call erl D Na

Advanced Settings

Sel ect audi o and video codec for the
Codec Prefe PCMA, GSM:;G. RBRB?2 GGlZe,2, G. 729BC,G. AR
H. 264, H.226635, d&n ® 6\3pP8

EnabHeartbei¢l f enabl e@20inhd UGMul arly send SIP O

Detection if the device is still online. The de
When " EMedrdtebeat" Depttcbonons set to "
Heartbeafgque (in seconds) of thee SslePntOPtTol QNS ndeesvsi ac
is stildl online. The default setting

Maxi mum Num The maxi mum number of concurrent <call
Cal | Lines whi ch means no | imited.
Select Fakemdedéault setting is ANoned
T Non®i sable Fax.

1T Fax DeRextsignal from the user/trunlk
Fax Mode the received Fax will be sent t o
extension. I f no Emai l address can
to the default Emai |i na dida xe s s e tctoiWe d
GUACal | F Adtawxr efs 3 8
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400TE " O1I 6DPO

Users can create Vol P Trunk Groups to register and eas:

the same SIP server. This can dr adetdi ¢ @l lanrageuae ctohient &
server and i mprove the overall c¢cleanliness of the web |
WolP Trunks
Provider Name % Terminal Type % Type * Hostname/IP + Username Options
GS_Hotline sip register 21.25.14.36 Gs B & o
Total: 1 1 Goto
Trunk Group
Name % Terminal Type + Hostname/IP + Username Options
No Data

Fi guro2 Trunk Group

Once creating the new trunk group and configuring the

configured SI P s “rbwert olny amrde scsoinfg guri ng the user name,

fields
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Create New Trunk Group

Type: Register SIP Trunk v
# Provider Name:
* Host Name:

Keep Original CID:

Keep Trunk CID:

MAT:

Disable This Trunk:

TEL URI: Disabled v
Meed Registration:
Allow outgoing calls if

registration fails:

CallerlD Name:

Username:

AuthTrunk:

Auto Record:

Direct Callback:

Fi gwr08 Trunk Group Configuration

$SEOADOx ASEMIT ES IC$ Q

The WBQCMPr oviDieswct OQut ward Dialing (DOD) which is a ser

exchange carrier) that allows submctbbeobpsnwtcthin autem
Example of how DOD is used:

Company ABC has a SIP trunk. This SIP trunk has 4 DI Ds
routed to an auto attendant. The other three nufMbwrs a

when a user makes amaloluegmbolubdshktkawd umeds the main offic
as the CEO would |ike their calls to come from their d
for the CEOb6s extension.

Steps to configur &2DOD on the UCM

1. To set ugpo DIOdB6 @™ b @BEBKt ensi oAVIAIrRRnkpaigles
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[ooo}
Cli"?,(to access the DOD options for the selected SIP T

Click "Create a new DOD" to begin your DOD setup

For "DOD Number"™ enter one of the number sx a(nipllDles )a bforvo
Company ABC received 4 DIDs from their provider. ABC
NotBOD number cannot exceed 32 characters.

Set the DODIhamextandi on number need to be appended
Extensiono.
NotPOD namennot exceed 32 characters.

Sel ect an extension from the "Available Extensions"” I
extension. In this case, Company ABC would select th
on tHheutton to move tthhee €' xSteel nescitoend( sE)x tteonsi ons ™ | i st .
*DOD Number: 001122334455
DOD Mame: Grandstream_supp

Add Extension:

15 items Available 0 item Selected
1000
1001 "John Snow"

1002 "Jack Doe"

1003 "Marc Hugzman"

1004 "Pister Rozfield e

e ncel m

Fi guroet DOD extension selection

Click "Save" at the bottom.

Once completed, theEdiDODpagelthaet usimowd alhle the extensi

a

particular DOD.

DoD

+ Create a new DOD

DOD Extensions Options

1234588789 1000 M ﬁ

Fi guwross Edit DOD
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DOD can al so be asdiagn & ritkkdartghree . UCIM6sdo t hi s, select AV
when creating or editing a DOD number I ike shown bel ow.

nbe 6446581354

Example Fax]

Fi guwr0s Fax Sending DOD
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3,1413) [

The ULCMsOpports SLA that alwiotws mBEDpbdmge t mebtkeyt o di ffe
lines. When there is an incoming call and the phone st
call can be picked up by pressing this Kkieeyd ofrhirmota.l | oh

function 62 00hidleFCBMWASs used to monitor external620Me i
Users could configure the phone with BLF mode on the MI
key pidd Upoommthe anal®30@runk on the UCM

# OAAOATWHWAEO 3,! 30AO0EII1

SLA Station can Wed ®@&dkftiequsri eoedydad udtkati on.

SLA Station

Station Mame % Station % Associated SLA Trunks Options

FXO1 1000 Telcol (A

Fi gurOeSLA Station

i Clicto adsdt,A St ati on.

1 CIicE'Gm edit the SLA Station. The following table s

T Clic am del ete the SLA Station.

Tabb® SLA SQoantfiiognur ati on Par ameters
Station Name Configure a name tatiidenti fy the SLA
Station Specify a SIP extension as a station
Avail able SL Existing Analog Trunks with SLA Mode
Select athgwBAkffoeom the Avail @bl el 5 A&
to arrangd ft hdhearedamreninal $elpé et ec

calls on those trunks at the same ti
pick up the cal/l on the first trunk

SLA Station Options

Configure the time (in seconds) to r
unanswer ed. No timeout is set by def

Sel ected SLA

Ring Ti meout
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Configure the time (in seconds) for
Ri ng Del ay first coming in on the shared |ine.
be no del ay.

This option defines the competence o

set to fiopenod, any station could ho
Hol d Access i . . . N

session; if set to pprliavcaettse aichaldoIn | gro tl

resutnes essi on. The default setting ic¢

AT PI A #1711 ZEECOOAOQET 1

1. On t he62Q@Wd Weobh GBEBKktensi oAATaluadg TPpragreks Create anal og

the existing analog trunk. Make sure ASLA Moded is en
trunk wil|l be only avail abl eWebor@@btee S iAo AsS Tast u Botknast i corn
page.

Edit Analog Trunk: Telco1 m

FXO Port: 1]z
# Trunk Name: Teleod SLA Made:
Barge Allowed: | ] Hold Access: Open a

Fi guro8 Enabl e SLA Mode for Analog Trunk

2. Click on ASaveo. Tehd iasneldogvittrhunk uwikl Imobde A SLAO.

Analog Trunks
Analog Trunks Call Progress Tone File List
Trunks Disable # Trunk Mode Analog Ports Options
Teleo no sla 1 m ﬁ

Fi guwuro® Anal ogvi TrhurSk A Mode Enabl ed

3. On t he62)00Mg Web @EBKktensi oASITOStakp oqe, cAdabkl ecanse refer
sect[Coemate/ Edit ]$0A Stthlei «anmonf i gurati on pamaemeotrermar eUsS
stations to moni The fbkelawahggfitgunk. shows cowof isguartd d

to be associat é&id xwiltoh SLA trunk
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Station Name # Station % Associated SLA Trunks # Options

SLAT 1005 Telco & T

Fi gurl® SLA Ex8mpAl &t ati on

4, On tSHe¢hohe confogueegi §26exteiMi on 1002. Configure the
the value must be set to fAextension_trunknameodo, whic

5. On the SIP phone 2, cohlixdemsitom rdd@iSst €CondCerandhe

value must be set to fAextension_trunknameodo, which is
Mode Account Description Value
MPK 1 Busy Lamp Field (BLF) ¥ | Account 2 |¥| 1005_fxol 1005_fxol

Figurld SLA ExBMmMKI @onfiguration

Now the SLA statiTohne ifsolrleoamd yn gt of unscet.i ons can. be achieve

T Making an outbound call from the station/extension,
When exhteenissimni dler esdxaitreg tfhoer Itihnies keexyt ensi omo wk. tThee mp
di al the stationds extension nutphlbel di1fa6b6 erampbae ad) 4a

di al Tthemeutskee s coul d di al external number for the out

T Making an outbound call from the station/extension, L

Wh e n etxhtee nissimoni dlper estsaitreg amliese eMBK coul dl dniuanhb eerxst edinrae c t

T Answering call using LINE key
Wh e n stthaetiiséo mgprnegs,si ng ktelye bBhBBEer the incoming cal/l

1T Bargdimgactive call using BLF key
When theacetdskelanbet ween an SLA station and an externa
stations monitoring the same trRIWnKk Icbwi Blarj gpd nAltlhcewecdd

for the analog trunk

f HolWnHouwsli BgKkey
I f the lextperéedlputs| gn hol d by amc8katritsatnatmomi t ors t he

t r ucnokuU dHotlhde cal | b yB Lpke &fs sii Hhogl o hlec cfecem@n i sheeanaloog tr
the SLA. station
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#1 ., 2/ 54 %3
/| OOAT OT A 21 OOAO
I'n ©ohéofwing sections, we wi ||l di scuss the steps and p:
rules i200UCMBese rules are the regulating points for
through all types ofDitgriumks: SI P, Analog and
#1 1 FE JOEATCOT A 21 OOAO
In thé2Q9GMn outgoing calling rule pairs an extension g
all ows different patterns to be dialgdtt Hdi cungX Guhii fbfeegrhe
"Long di sdiaqicte"dil®dl s-cobt oB8yR ar uok) . Users can aldso se
when the primary trunk fails.
Go Web GEKktensi oAOUtrhoknd tRoudaeked and edit outbound rul e
1T CI cto add aoonerdW pDaotbe.
i Clickr;'otno edit the outbound route.
T Click otho del ete the outbound route.
On the62)XQCOMt he outbound route priority is based 6R200Best
has outbound route A with pattern 1xxx and outbound ro
for outbound call, outbound route B will always be usec
pattern 1xxx. Gnlnyulwhiepnl et hoeurteb oaurnd r out es .with the same
Tabb® Outbound Route Configuration Parameters
. Configure the name of the call i eafgc
Calling Rule Ne¢ . )
Letters, dagetall owadd
T Al patterns are prefixed with t
T Speci al characters:
X2 Any Di-§git from O
Z. Any Di§it from 1
N: Any Di-§it from 2
"": Wildcard. Match one or mor e
Pattern
" Wil dcar d. Match zero or mor e
Exampll23295Any digit from 1 to 9.
Not es:
A Multiple patterns can be used.
new | ine.
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A Users caommemnts to the end of
and keep track of cd*mphad HHaflce
aftercemmdrndspectively.

A Exampl e
_X.

_NNXXNXXXX-Hi gtt1l10ong di stance
~818X. [/ * Any number with | ead
After creating the outbound rout e,
Di sabl e This Rcit. I f the route is disabled, it ow
settings will remain in UCMitiUsede
Configure the password for wusers
Pas smwd
call s.
) Once call duration I imit is enabl-e
Call Duration 1 _
bl ocking.
User can customi zedurhei maxi mamseak
Maxi mum Cal | Duf or the outbound call By default
l'imit for the call dur ati on.
This option wil|l give caller warni
War ning Ti me I i mit | ft itnhee iwsarsneitngt o 60y o6, the wi
when y seconds is |left to end the
) Once this option is set to 0z©6, i
War ni ng Repeat ) )
seconds after the first warning.
| f selected, the Password, Privil
PI'N Gsoup Caller I D wildl not take effect.
For more detPRalirso Jprsed @tri @am. |
PIN Groups wittlf enabled and PIN Groups are usec
Level Caller I D will also be applied.
Configure the pasusswortdhifsorr uusee rwsh e
Password
cal l s.
Select privilege |l evel for the out
T Internal
. Th I | I i . Al
Prilvillege Level e owe st eve required u
1T Loc:al

Users with Local, National, ortHh

rul e.
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Users with National or I nternat.
f International
The highest | evel required. Onl vy
this rule.
The default setting is " Disathilael".s
ri sks when wusing "Internal" | evel
out bound rule to dial out from the
When enabl ed, users could specify
routBrivilege Level" is automati ce
Source Caller | D".
The following two methods can be u
extensions as the source caller |IL
1. Select avail able extensionstibgte
This allows users to specify arhb
the PBX.
2. Custom Dynamic Route: define the
This allows users to define exte
Enable Filter ¢
Caller 1D one by one.
T Al patpeehsxadewith the " ".
T Speci al characters:
X Any Di-§git from O
Z. Any Di-§it from 1
N:. Any Di-§git from 2
"": Wildcard. Match one or mor ¢
""" Wil dcard. Match zero or mol
Exampl23495Any digit from 1 to 9.
NotMul ti pl e patterns can be wused
comm® . A Exampl g: _NNXXNXXXXX , _8
Attempt to use the configured outb
Out bound Route if DOD isdcolinfiigserformatted as "na
"number "
Send This Call Through Trunk
Use Trunk Select the trunk for this outbound
Page | 205
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Al l ows the user to specify the nun
beginni nd adfedt 's¢ ri ng before the ce¢

Exampl e

Strip
The users wild| di al 9diast drhee fdalsl
should not be sent out via anal og
digit should betbércappledi beploaced.
Specify the digits to be prepende
Prepend - )
Those digits wildl be prepended af't
Use Failover Trunk
Fail over trunks can be wused to me¢
altemrmate tvwheenpri mary trunk i s bu:
Trunk" is enabled and "Failover t
pl aced via the regubacohdanyi mauwnk
Fail over Trunk i
UCMBO support up to 10 failover tr
Exampl €he user's primary trunk i s
to use the PSTN when the VolP trun
be configuraed oawvsert e unk of the Vol
Al l ows the user to specify the nun
beginning of the dialed string bef
) Exampl e:
Strip
The users wil/ di all ®Wgast arhee fdalsl
shoul d not be sent out via analog
digit should be stripped before th
Specify the digits to be prepende
Prepend

Those wiilgli tlke prepended after the

Ti me Conditi on

Users could customize holiday tim
Ti me Condition holiday, out of of fice time or h o

specified time to allow the outbou
| BOAT 6T A "1 AAE]I EOO

The UZDM6 al sews tto configure blsackfishefdirabunbounon
numbser patttehe out bound cal |l vbioluln dn dbtl abcek la Islto weadn.
Web @GHKtensi oAOUrtmdk RoutCust bound Bl acklist.
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c oRllee & et drthalb B anc k lhies t

Users can consfi gadgoge iserhlkeecrt country
setsapmlo all outbound routes.
< Qutbound Blacklist
The blacklist (based on CalleelD) is used for all outbound routes.
Country Codes: "
3 North America MNorth America
Y South America United States 1201 1202 1203 1205
% Europe Canada 1204 1226 1236 1249 =
% Asia and the Middle East Anguilla 1264
3 Africa Antigua and Barbuda 1268
Oceania Bahamas 1242
Barbados 1246
v
| Blacklist Manage
Add Blacklist Rule: m
Blacklist list
CONTINENT COUNTRY BLACKLIST RULE OPTIONS
Fi gurl2 Country Codes
Bl acklist Manage
Add Bl acklisAllows to define a rule based on n
Pattern rul es:
N : Any di-git from 2
X : Any di-git from O
Z : Any di-git from 1
Wil dcard, matching one or mor e
1o Wi |l dcar d, matching zero or mor
- : Hyphens are used mainly to i mpr
pattern matching.
Note Users can export outbound route blacklists and de
i mport blacklists for outbound routes.
) Page | 207
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Blacklist Manage
Blacklist File: l B8 Choose File to Upload ]
* Add Blacklist Rule: l ] o
Blacklist list
i Delete All il [3 Export
Fi gurl8 Bl acklist I mport/ Export

0). 01 6PO

The UCM6200 suppp.orQnscepitnhigsr ofueature is configured, wuser
out bound routes. When placing a call on pin protected
pin number, this featur eAExatne nbsei o AdDulrrdu mokm dt AReol uM ee®BIGAJU p S .

Tabb® Outbound Routes/PIN Group

Name Specify the name of the group
Record I n CD Specify whether to enable/disable re
PI' N Number Specify the code dihalti mvg | VWi a&a s& etdr wmic
PI' N Name Specify the name of the PIN

Once usermkhenfollowing figure shows to configure
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Create New PIN Group Save
* Name: ‘ GSEMEA
Record in CDR:
Members
* PIN Number: ‘ 2025 ‘
* PIN Name: Emily{ l
PIN Number: 2020 PIN Name: John Ll/ ﬁ

Fi gurlet Create New PIN Group

The foll owing screenshot s h®@rwsupsn exdnmpdmrberfs:created P
PIN Groups
Mame ¥ Record in CDR = Options
- GSEMEA yes r_lf ﬁ
PIN Number PIM Mame
2020 John
2025 Emnily
3009 Jane

Fi gurls PMeNmber s
Not e:

I f PI'N group is enabled on outbound route |l evel, passw
wi || be disabl ed.
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Fi gurlss Out bound PI N

| Pl droup CDR is enabled, the call with PIN group inforn

Code field.

Fi gurl CDR Record

-l mporting PIN Groups from CSV files:

upl oading CSV files f

Usre can also import PIN Groups by
i Cl

1. Navi gaExt enosi oAOUdrhmeknd AR UN eGraonds click on the
uploado button.
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